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BBEJAEHUE

Pabouas nmporpamMMa AUCHUIUIMHBI SBJSIETCS YaCThI0 OCHOBHOM PO eCcCHOHATBLHOM
00pa3oBaTeNbHON IPOTPaMMBI BBICILIETO 00pa30BaHus - MPOrpaMMbl OakagaBpuaTa, pa3paboTaHHON B

coorBercTBuU ¢ PI'OC BO

dI'0OC BO ®DenepanbHbIi rOCyJapCTBEHHBIN 00pa30BaTeIbHbIN CTAaHIAPT BBICHIETO 00pa30BaHUs
- bakanaBpuart 1o HarpasieHuio moarorosku 09.03.03 [puknagnas napopMaTuka
(mpuka3z MunoOpnayku Poccun ot 19.09.2017 1. Ne 922)

I1C

1. HEJIb OCBOEHMSA N CHUIIJINHBI

Lenbro ocBoeHust qucuuiuinHbl «MHpopMamonHas 6€30macHOCTh U 3aIUTa HHPOPMAIIUN
sBIsieTcs (POPMUPOBAHUE Y CTYACHTOB CIIOCOOHOCTH aHATTM3UPOBATH CIIOCOOBI HAPYILICHHHA
MH(POPMALMOHHON 0€30MaCHOCTH, U3y4EHHE METOAOB 3alIUThl HH(POPMAIIMOHHBIX CHCTEM, MOJIEIIeH
0e30MacHOCTH U UX NpUMeHeHUs. BmecTte ¢ 1pyrumu npeamMeraMu U3ydeHue JaHHOW JUCLMILIMHBI JOHKHO
CIO0COOCTBOBATh PACIIMPEHUIO TPOPECCHOHAIBHOTO KPYro30pa CTYAEHTOB.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

JlucuunianHa OTHOCUTCS K 0a30BOM YacTH y4eOHOTO TUTaHa.

3. OBBbEM JUCHHUIIVINHBI

Yacos
KonTakTtHas pabora (1o CamocTosTesb
y4.3aH.) Has pabota
[IpomerxyTouHslif KOHTPONIb | Beero 3a B TOM YHCJIE 3.e.
ceMecTp JlaGopato | TOATOTOBKA
Beero | Jlexunu pHble | KOHTPOJBHBIX M
KYPCOBBIX
Cewmectp 6
3auer | 108 [ 3 | 18 | 18 | 72 | 3

4.1INTAHUPYEMBIE PE3YJIbTATBI OCBOEHMUSA OIIOII
B pesynbrare ocBoenust OIIOII y BeITyCKHHUKA TOKHBI OBITH CPOPMHUPOBAHBI KOMITETEHIIUH,
ycraHoBieHHble B cooTBeTcTBMM PI'OC BO.
Oobmenpodeccuonansubie kommereHuu (OIK)

[udp 1 HauMeHOBaHUE
KOMIETEHIINU

NHanKaTopsl JOCTUKEHHSI KOMITETEHITUI

OIIK-3 CnocobeH pemaTh
CTaHJApTHBIC 3a/1a4H
npodecCHOHATbHON
NeSITeTTIHbHOCTH HAa OCHOBE
MH(GOPMalMOHHON U
oubmorpaduaeckoit
KYJIBTYpbI C IPUMEHEHHEM
nH(pOpMaIMOHHO-
KOMMYHHKAITMOHHBIX
TEXHOJIOTHI U C y4ETOM
OCHOBHBIX TPeOOBaHMIA
UH(POPMALIMOHHOM
0e30IMacHOCTH;

N/1-1.0IIK-3 3HaTh: NPUHIUIIBI, METOJbI H CPEACTBA PEILICHHUS
CTaHJapPTHBIX 33/1a4 MPOPECCHOHATBHON AESITENFHOCTH HA OCHOBE
nH(pOpMaLOHHON U Onbrorpadudeckoi KylIbTypbl C IPUMEHEHUEM
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH U C yU€TOM OCHOBHBIX
TpeboBaHuit THHOPMAITMOHHON OE30MaCHOCTH.




OIIK-3 CnocobeH pemiath
CTaHJApTHBIC 3a/1a49H
npodecCuoHATbHON
JeSITeTIbHOCTH HA OCHOBE
UH(POPMALIMOHHOH U
oubmorpaduaeckoit
KYJBTYPBI C TPUMEHECHHEM
nH(pOpMaIMOHHO-
KOMMYHHKAIITHOHHBIX
TEXHOJIOTUH U C Y4eTOM
OCHOBHBIX TPeOOBaHUIA
UH(POPMALIMOHHOM
0€30I1aCHOCTH;

N1-2.0I1K-3 YMeTh: pemath CTaHIAPTHBIC 3a/1a4u TPO(eCcCHOHATBHON
JIeATETLHOCTH Ha OCHOBE MH(OPMAITMOHHOW 1 OMOIMOrpaduIecKoit
KYJIBTYpPBI C IPUMEHEHHEM HUH(POPMAIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTHI U C y4ETOM OCHOBHBIX TpeOOBaHHUI HH(DOPMALIMOHHOM
0€30MacHOCTH.

NJ1-3.011K-3 MeTh NpakTUUECKU OMBIT: IOATOTOBKH 0030pOB,
AHHOTAIUMH, COCTaBJICHHS pedepaToB, HAYIHBIX JTOKIAIOB, ITYOIUKAIIHMA, U
oubrorpadun Mo Hay4IHO-HCCIICIOBATEIIBCKON PaboTe ¢ yueToM
TpeOoBaHUi HHPOPMAITMOHHON O€30ITaCHOCTH

5. TEMATUYECKHWM IUVIAH

Yacos

KonTakTHas pabora (10 y4.3aH.)

KonTtpons
Tova HanmMeHoBaHMe TeMbl Beero 11 Camocr. CaMOCTOI::[TeJ]bH
KTHY
1acos Jlaboparop pa €€ | paGora o
Jlexuu KHue oii paboThI
HBIE
3aHATHA
Cemectp 6 108

BHUPYCOB.

MexnyHapoaHbI€ CTaHIAPThI
nHpopmanoHHoro oomeHa. [lonsarue
yrpo3sl. UHpopManmonnas 6e301acHOCTh
Tewma 1. | B ycnoBusax ¢hyHKuroHupoBanus B Poccun 34 2 10 22
rJ100aNMbHBIX ceTeid. Buapl MpOTHBHUKOB
Wi «Hapymutenein». [lonarus o Bugax

TalHBbI.

Tpu BuAa BO3MOXKHBIX HApYIICHUHI

MH(POPMAIMOHHOM CUCTEMBI. 3aluTa.
Tema 2. [ OCHOBHBIE HODMATUBHBIE PYKOBOJSAIIME 18 2 16
JOKYMEHTBI, KacaroIluecs rocy1apcTBEHHON

Tema 3.

HopmatuBHO-CITpaBOYHBIC JOKYMEHTEI.
Haznauenwue u 3agaun B cepe odecnieueHus
nH(pOpPMaMOHHOM 06€30MacHOCTH Ha
YPOBHE TOCYIapCTBa.

12 2 10




OCHOBHBIE TIOJIOKEHUS TEOPUU
MH(POPMAIMOHHOM 0€30MacHOCTH
nH(POPMALMOHHBIX cucTeM. Mogenu
0€30MaCHOCTH U UX MPUMEHEHHE.
Tema 4. b | 18 | 2 8 6
TakcoHoMust HapyIeHUH UHPOPMALTMOHHOM
0€30MaCHOCTH BBIYUCIUTEILHON CHCTEMBI
Y TIPUYMHBI, 00YCIIaBIUBAIOIINE X
CYLIECTBOBaHHUE.
AHanu3 crmoco00B HapyIICHUH
nH(OPMALIMOHHON OE30MaCHOCTH.
Tema 5. (bopman 8 2 6
Hcnonb30BaHue 3alUIIEHHBIX
KOMITBIOTEPHBIX CUCTEM.
Tema 6. | Metoasl kpuntorpaduu 10 4 6
OcCHOBHBIE TEXHOJIOTUU TTOCTPOCHUS
Tema 7. P 10 | 4 6
3alUIICHHBIX HH()OPMALIMOHHBIX CUCTEM
6. ®OPMbI TEKYIIIET'O KOHTPO.JISI U TIPOMEXKYTOUYHOU ATTECTAILIUU
HIKAJIBI OHEHUBAHUSA
Buna onenounoro Kpurepun
Paznen/Tema A Oon Ornucanue OlEeHOYHOTO CPE/ICTBA PHTED
CpeacTBa OLICHUBAHMS
Texymuit kouTposas (Ilpunoxenue 4)
KonTponbhna
Tewmsr 1-3 s pabota KoHnTtponbHas pabota coaepxut 1 3amanue 10 6ammoB
(mpumnoxenue 4)
KonrporbHas KonTponbhas padota cogepxut 1
Tema 4-6 pabota p p Aep 10 Gannos
3aJjaHue
(mpumnoxenue 4)
KoHntponbHas
Tema 7 pabota KontponbHas pabora conpepxut 1 3ananue 10 Gannos
(mpumnoxenue 4)
ITpomesxyrounslit KoHTpOIb (ITpunoxenue 5)
buner nng 3adera | buner Bkitoyaet B ce0s1 OJJMH TEOPETUYECKHIA
6 cemectp (3a) ! A p 100 6anmoB
(mpuitoskeHue 5) | BOIIPOC U OJTHO MPAKTUYECKOE 3a/1aHue




OIMUCAHHME HIKAJI OHEHUBAHUA

ITokazarens onenku ocsoeHust OIIOIT popmupyetcst Ha ocHOBE 00bEIMHEHHS TEKYIIEH 1
MIPOMEKYTOYHOM aTTECTAIIMH 00YJarOIIErocs.

ITokaszaTens pedTHHra 110 KaX 101 JUCLUIIIMHE BBIPAXKAETCs B IIPOLICHTaX, KOTOPBIN [TOKA3bIBACT
YPOBEHb MOJITOTOBKH CTYJICHTA.

Texymas arrecranus. Mcnone3yercs 100-6amibHas cuctema oneHuBanus. OeHka paboThl
CTYJICHTa B TCUEHUH CEMECTpa OCYIIIECTBIISAETCS MPENOIaBaTelieM B COOTBETCTBHH C pPa3padOTaHHON UM
CHUCTEMOMH OIICHKH Y4eOHBIX IOCTH)KEHHUH B TIpoliecce 00ydeHUs 10 TaHHOW JUCITUTUIMHE.

B pabouux mporpammax IUCHMIUIAH U MPAKTUK 3aKPEIJICHBI BUIBI TEKYIICH aTTeCTAINH,
IJIaHUPYEMBIE PE3yJIbTaThl KOHTPOJIBHBIX MEPOTIPUITHI M KPUTEPUU OIIEHKH YI€OHBIN JOCTHIKEHUH.

B Tedyenue cemecTpa npenogaBaresieM MPOBOJIUTCS HE MEHEE 3-X KOHTPOJbHBIX MEPOIPUATHIA, 1O
OIICHKE JEATEIbHOCTH CTYJIeHTa. ECiii mocemenus 3aHATHil IO TUCIUIIJIMHE BKIIOUYEHBI B PEUTHHT, TO
IaHHBINA MOKa3aTeNlb cocTaBisaeT He 6onee 20% oT MaKCHMAaJIbHOIO KOJIMYECTBA 0AIJIOB MO JUCLMILIMHE.

[Ipomexxyrounas arrecramus. Mcnonb3yercs S-6amibHas cucrema onieHuBaHus1. OrieHka paboThl
CTYJEHTA 110 OKOHYAHHIO TUCHUIUIMHBI (YACTH JTUCIUILIMHBI) OCYIIECTBISETCS MPENo1aBaTeeM B
COOTBETCTBUH C pa3pabOTaHHON UM CHUCTEMOU OIEHKU JOCTHKEHUU CTYJEHTa B Mpoliecce 00ydeHus 1o
naHHoU aucuuriuHe. [IpoMexxyTouHas aTTecTanus TakKe IPOBOAUTCS MO OKOHYAHUIO0 (DOPMHUPOBAHHUS
KOMIIETCHIINH.

[Topsaok nepeBojia peTHUHTA, IPEAYCMOTPEHHBIX CUCTEMOM OLIEHUBAHUS, IO TUCIUIUIMHE, B
NATUOAIUIHHYIO CUCTEMY.

Bricokwuit yposens — 100% - 70% - oTiimuHO, XOpOLIO.

Cpennnii ypoBeHb — 69% - 50% - yaoBIETBOPUTEIHHO.



IToxa3aTeab OEHKH

ITo 5-6aIbHOM cucTEMe

XapakTepuCTHKA MOKa3aTesi

100% - 85%

OTJINYHO

00J1a1aI0T TEOPETHUCCKUMHU 3HAHUSMHU B TTIOJTHOM 00BbEME,
MOHUMAFOT, CAMOCTOSTCIIBHO YMEIOT IPUMEHSTD,
HCCIICIOBATh, UICHTH(PHUIIMPOBATH, AaHATM3UPOBATH,
CUCTEMaTHU3UPOBATh, PACIPEICIIATH 110 KaTCTOPUSIM,
paccuuTaTh MoKa3aTeld, KiacCu(UIIMPOBaTh,
pa3palaThIBaTh MOJICIIH, AITOPUTMH3UPOBATH, YIIPABIISTH,
OpraHW30BaTh, IUTAHKUPOBATH MPOIIECCHI HCCIICIOBAHUS,
OCYIIIECTBIIATH OIICHKY PE3yJbTaTOB Ha BHICOKOM YPOBHE

84% - 70%

XOpOLIO

00/1aJat0T TEOPETUYECKMMHU 3HAaHUSIMU B IIOJTHOM 00beMe,
IOHUMAIOT, CAMOCTOSATENIEHO YMEIOT IIPUMEHSITD,
UCCIIe/10BaTh, UAECHTU(GHUINPOBATh, AHATU3UPOBATH,
CUCTEMATHU3UPOBATh, PACIPEEIATD 110 KATETOPUSIM,
paccumTaTh MOKa3aTeNn, KIacCU(PHUIIMPOBATH,
pa3palaTeIBaTh MOJEIH, AITOPUTMHU3UPOBATH, YIIPABIIAT,
OpraHu30BaTh, IUTAHUPOBAThH MPOLIECCHI UCCIIEI0BAHUS,
OCYILIECTBIISITh OLIEHKY PE3yJIbTaTOB.

MoryT OBbITh JONYIICHBI HEJOYEThI, UCTIPABICHHBIC
CTYZICHTOM CaMOCTOSITEIIBHO B ITpoIiecce paboThl (OTBETA
U T.J.)

69% - 50%

YAOBJICTBOPUTCIBHO

0071a/1a10T 00IIMMU TEOPETUYECKUMHU 3HAHUSMHU, YMEIOT
MIPUMEHSTD, UCCIIEI0BATh, UIEHTU(DHUIIMPOBATD,
AHAJIM3UPOBATH, CUCTEMATHU3UPOBATh, PACIIPCACIIATD 110
KaTeropusM, pacCCYMTATh TIOKA3aTEINH,
KJaccu(uupoBaTh, pa3padaTeiBaTh MOIEIIH,
alrOpUTMU3UPOBATH, YIIPABIIATh, OPraHU30BaTh,
IUTAHUPOBATH MIPOIIECCHI HCCIIETOBAHUS, OCYIIECTBIAThH
OLIEHKY Pe3yJIbTaTOB Ha CPEJHEM YPOBHE.
JlomyckaroTcst oMOKH, KOTOPBIE CTYAEHT 3aTPyIHACTCS
UCIPAaBUTh CAMOCTOSTENBHO.

49 % wu meHee

HCYIOOBJICTBOPUTCIBHO

0071a/1a10T HE TIOTHBIM 00BFEMOM OOIIIUX TEOPETUUECKUMU
3HAHUSIMU, HE YMEIOT CAMOCTOATENbHO TPUMEHSTH,
UCCIIeIOBATh, UICHTH(PHUIIMPOBATH, aHATH3UPOBATH,
CHUCTEMAaTU3UPOBATh, PACIIPEACIIATH 110 KATETOPHSIM,
paccuuTaTh MOKa3aTenu, KiaccuuiupoBarh,
pa3pabaTeiBaTh MOJAEIH, AITOPUTMHU3UPOBATH, YIIPABIAT,
OpraHU30BaTh, INIAHUPOBATH MPOLIECCHI UCCIIEI0BAHMUS,
OCYIIECTBIISATh OLIEHKY PE3YJIbTATOB.

He copmupoBanbl yMeHUS ¥ HABBIKU IS PEIICHUS
npodecCHOHANBHBIX 3a7a4

100% - 50%

3a4TCHO

XapaKTCPUCTHKA ITOKA3AaTCIIA COOTBETCTBYCT «OTJIMIHO),
«XOpo1o», «KyodOBJICTBOPUTCIBHO»

49 % u MmeHee

HEC 3a4TCHO

XapaKTEPUCTHKA [TOKA3ATENIsI COOTBETCTBYET
«HEYJIOBJIETBOPUTEILHO»

7. COAEP KAHUE JUCHUITJIMHBI

7.1. ConeprxkaHue JEKIH




Tema 1. Mexxaynapoansie craHaapTsl HHGopManmoHHoro ooMeHa. [Tonsitue yrpo3sl. UHpopManmonHas
0€30MacHOCTb B YCJIOBUAX (QYHKIIMOHUPOBaHUS B Poccun rinobanbHbIX ceTeil. Buabl MpOTHBHUKOB WU
«HapymuTenei». [lonsTus o BuaaxX BUPYyCoOB.

1.1 OcHOBHBIE KOHLIETITYalbHBIE MTOJIOKEHUSI CUCTEMBI 3alUThl HHGopMaluu. [lonsaTue uHpopmaruu.
Ctpykrypa 3amuThl UHGOpMaLUU. Y CIIOBUS U TPeOOBaHUs, KOTOPBIM JO0JKHA YIOBIETBOPSITH CUCTEMA
3auThl HHGOopManuu. Buabl coOCcTBEHHOr0 0OecredeH s CUCTEMBI 3alllUThl HH()OPMALIUH.

1.2 KonuenryanpHas Moenb HHPpopManmoHHo# 6e3omacHocTH. OOBEKTHI YIpo3. YTPOo3sl
KoH(uAeHIManbHOM nHpopMannu. KoHpuaeHInanbHOCTh, MOIHOTA (1I€TI0CTHOCTD), JOCTOBEPHOCTD U
JTOCTYMHOCTh HHGOpMaIuu. Yuiep0 oT yrpo3bl HHPOPMAIIMOHHON 0€3011acHOCTH.

1.3 Knaccuduxaiius yrpo3 no BeIU4MHE IPUHECEHHOTO yiiep0a, o BEpOSTHOCTH BOSHUKHOBEHUS, 10
pUYMHAM MOSBIICHUS, 10 XapaKTepy HAHECEHHOTO yiiepoa.

JeticTBuUsI, MPUBOAIINE K HEITPABOMEPHOMY OBJIaIcHHIO HH(MopMmaruei. Pasrinamenue. Yreuka.
HecankumoHupoBaHHbBINA JOCTYII.

Tema 2. Tpu BHIIa BO3MOXKHBIX HApyIICHUH NHPOPMAIMOHHOM cucTeMbl. 3amuta. OCHOBHBIE HOPMAaTHBHBIE
PYKOBOASAIINE TOKYMEHTBI, KaCaroluecs rocyJapCTBEHHON TalHbI.

2.1 IIpaBoBoe perynupoBaHue 3alIUThl HHPOpMAIUU. BriomHeHNE ydacTHUKaMU HH()OPMAITHOHHBIX
IIPABOOTHOUIEHUH U KOHTPOJIb BBIIIOJHEHUS IOJTHOMOUYHBIMU CYOBEKTaMH, B T.4U. IPABOOXPAHUTEIbHBIMU,
HOPM IIpaBa, COACPIKALINX OPTaHU3AMOHHO-TEXHNYECKUE TPeOOBAHNUS, T03BOJICHHS U 3aIIPETHI B IIEIISNX
o0ecreyeHns EIOCTHOCTH, TOCTYITHOCTH ¥ KOH(UICHIINATEHOCTH UH(OPMAIIHH.

WuTepecs! mnunoctu B nHGOpMamonHoii chepe. MHTEpecs obmmecTBa B HHGOPMAIIMOHHOU cdepe.
HNuTepeck rocynapersa B HHGOPMAIIMOHHOHN cdepe.

2.2 Ctpykrypa HOpM npaBa Poccuiickoit @enepanuu. 3akonoaarenbcrBa Poccuiickoit deneparuu B
oOmactu 3amuTsl HHGOopMaruy. Hampasienus: mpaBoro perynpoBaHus 3alIUTHI HHPOPMALIUH.
KoHcTuTyninonHusle rapaHTUM HHTEPECOB JIMYHOCTH B MH(GOPMAILIMOHHOH cepe.

Co0CcTBEHHUK, BIaJieNiel] ¥ M0JIb30BaTeNb MHPOPMAIMOHHBIX pecypcoB. MHbopMmarus, He oTHOCAIasICs K
TaliHe, HO PaCIPOCTPaHEHHE, KOTOPOU orpaHuyeHo (3amperieHo). CiryxebHast Wik KoMMepuecKas TaifHa.
PykoBogsmue nokymeHnTsl ['ocrexkomuccuu.

AJMUHUCTpATUBHBIE [TpaBOHAPYILIEHUS B cepe 3auuThl nHpopMauu. CocTaBbl NPECTYIIICHUH,
IIPelyCMOTPEHHBIE 32 HAPYILLIEHUE pekrMa 3allUThl UHPOpMaLUHU.

DneKkTpoHHas U(poBas MOAMUCH. 3aKOH 00 JIEKTPOHHOM ITU(GPOBOI MOTUCH.

Tema 3. HopmatuBHO-cripaBouHble JOKyMeHThl. HasHaueHue u 3agaun B chepe odecneueHus
UH(POPMALIMOHHOM G€30M1aCHOCTH Ha YPOBHE IrOCy1apCTBa.

3.1 IIpoGaembl IETOCTHOCTH M KOH(PHUIEHITUATBHOCTH UH()OPMAIIMKM HA MATHUTHBIX HOCHUTEIISIX.
Hcnonp3yemble METO/IbI 3aIIUThHI OT HETIOCPEICTBEHHOTO JOCTYNA K MATHUTHBIM HOCUTEISIM.
HuTennexTyanbHble BO3MOXHOCTH KOHTPOJIIepa )KECTKOI0 MarHUTHOTO Aucka. [IporpaMMHoe obecrieueHne
JUISL TOCTYyTa U YIIPABICHUS 3TUMU BO3MOKHOCTSIMH.

3.2 ®usnueckue MPUHILUIBI YAAJIEeHUS 1 BOCCTAHOBIIEHUSI HH(GOPMAIlMU HAa MAarHUTHBIX HOCUTENSX.
CnocoObl yHUUTOKEHHUS HH(OPMALIMU Ha )KECTKUX MarHUTHBIX JHCKaX.

OObIuHbIe CIOCO0BI yaanenus ¢aiinos B ¢aitmosix cuctemax FAT, NTFS, S5/UFS. Bo3moxHocTH
porpamm «IpeaepoBy. [IporpaMMHbIe U anmapaTHbIe cpefcTBa yHHUTOXeHUs: nHpopmarmu Ha HDD.
["apanTHpOBaHHOE YHUUYTOXKEHUE C pa3pyLUICHUEM MarHUTHOTO HOCUTEJIS.

CrniocoObl BOCCTaHOBNIEHUSI THPOPMAIIUN Ha THOKMX MarHUTHBIX JUCKaX.




Tema 4. OCHOBHBIE TOJIOKEHUS TEOPUU HHPOPMAITMOHHON 6€3011aCHOCTH UH(POPMALIMOHHBIX CHCTEM.
Mopenu 6e30nacHOCTH M UX MIPUMEHEHHe. TakCcoHOMUsI HapyleHUH HHPOPMALMOHHOW 6€30MacHOCTH
BBIUMCIUTEIFHON CUCTEMBI M IPUYUHBI, 00yCIaBIMBAIOIINE UX CYIIIECTBOBAHUE.

4.1 Ionsarue u kinaccudukaus Kpunrorpahudeckux MEeTOI0B U CPEACTB 3alUThl HH(OPMALIUH.
[Mudposanue u koguposanue. Kirou. Kpunroctoiikocts mudpa. XapakrepucTuka HEKOTOPBIX METOJIOB
G poBaHUsL.

4.2 Ctpykrypa u kinaccudukanus kpunrorpaguueckux cucreM. OCHOBHBIE peXUMbI Pa0OThHI
CUMMETPUYHBIX aJITOPUTMOB U CTaHJIaPTOB MU (PpOBaHUS JaHHBIX. CHMMETPUUYHBIE U ACUMMETPUYHBIE (C
OTKPBITHIM KITFOUYOM) KPUITOCUCTEMBI. AJITOPUTMBI UX paOOTHI.

4.3 AyreHTu(dUKAIMS YICKTPOHHBIX TOKYMEHTOB U coo0mmeHn. CHCTEMBI AIEKTPOHHO-ITU(DPOBOit
MOJIITUCH.

4.4 AmepukaHckue anroputMmbl mudposanus nanabix DES, AES, RSA.

Anroput™m mudpoBanus gaaHeix mo 'OCT 28147-89.

Tema 5. AHanu3 crioco00B HapyIIeHUH HHPOPMAIIMOHHON Oe30macHOCTH. VCrob30BaHNe 3aITUIIICHHBIX
KOMIIBIOTEPHBIX CUCTEM.

5.1 BpenoHocHble iporpaMmel. Y ciioBus BpegoHocHocTd. Koman bl B 06os10ukax Windows, no3Bouisiorine
KOIIMPOBAaTh, MOAU(PUIUPOBAT U YAAIATH KOMIBIOTEPHYIO HH(OPMALIMIO Ha YPOBHE (PailyIOB U KaTaloros.
JlecTpyKTHBHBIE BO3MOXKHOCTH CTaHJAPTHBIX KoMaHA. Bb130oB "onacHbIX" QyHKIMN B KOMaH/IHOM CTPOKE.
Bosmosknoctu mporpammel RUNDLL32.EXE.

5.2 PazHoBUAHOCTH ITporpaMM. Pa3HOBUIHOCTH BpeIOHOCHBIX IporpammM. KiaBuarypHble nepexBaTuuki.
«Jlornyeckue 00mMOb1». CeTeBble «uepBu». «XKaaubie» mporpaMmsbl. [Iporpammsl «rmrokmn». «Muduueckue»
BUPYCHI.

[Ipoucxoxnenue BupycoB. OTINYUTENbHBIE CBONCTBA KOMIIBIOTEPHBIX BUPYCOB. XapaKTepUCTUKa
«TpaJIMLIMOHHBIX» BUPYCOB. CyIIHOCTh BUPYCHOT'O 3apa’kEHUS.

5.3 MakpoBupycsl. [IpuunHbl pacnpocTpaHeHUsI MAKpOBUPYCOB. MeXaHU3MbI BUPYCHOT'O 3apakeHUS
111a0JI0HOB U JIOKYMEHTOB.

[IporpamMmMHbIe 1 anmnaparHble 3akIaaki. OTIMUNTENbHbIE CBOWCTBA TPOIPaMMHBIX U allapaTHBIX
3aknanok. OyHKIMHU, peanr3yeMble IPOrpaMMHBIMU U allllapaTHBIMU 3aKJIaIKaAMU.

JKuzHeHHBIH HUKIT «BPEeJOHOCHOI» nporpaMmbl. CriocoObl 3ammycka BpeIoHOCHBIX nporpamm. CoruanbHast
WHXXCHEPUSL.

5.4 XapakTepHble 0COOEHHOCTHU MPOrPaMM YAAJIECHHOTO aIMUHUCTPUPOBAHUSI.

BHenpenue u 3amyck Koja ¢ momoliso anemeHToB ActiveX. Hcmosbp30BaHue cepBepoB aBTOMATH3ALUH B
HTML-daiinax.

AHTHBHpYCHOE IpOrpaMMHOe oOecrieueHre. AHTUBHUPYCHAsI TPO(UITAKTHKA.




Tema 6. Metoas! kpunrorpaduu

6.1 3aueM HY)XHBI TTOJIUTHKA OE30MACHOCTH M MPOIeAYphl Oe30macHOCTH? BripaboTka odunmanabHON
MOJINTUKY TIPEANPUATHS B 001acTH HHPOPMAITMOHHOK Oe30nmacHOoCTH. OIeHKa PUCKOB.

BeipaboTka npoueayp Aas npeaynpexieHus HapyieHuil 6ezonacHocty. [Iponenypsl BbIsIBIEHUS
HEaBTOPU30BAaHHOH J1€ATEILHOCTH.

Tuns! npouenyp 6e3onacHoctu. IlpoBepka cucremHol 6e3onacHocTy. [Ipoueaypsl ynpaBieHus cueTaMH.
[Tponeyps! yrpasieHus napoisiMu. IIpouenypsl KOHQUIYpallmOHHOTO yIIpaBJIEHUS.

6.2 Peaknus Ha HapylIeHUs1 0€301acHOCTH. PerucrpanimonHas JOKyMeHTAITHs.

[TprMepHBIii epeyeHb periiaMeHTUPYIOIIUX TOKYMEHTOB. JJOKyMEHTBI, KOTOpbIE HOCAT OOLIMI XxapakTep,
HO HECYT MaKCUMAaJIbHYIO IIPAaBOBYIO HAarpy3Ky, O3BOJISIOIINE, B CIy4ae HEOOX0IMMOCTH, JJaBaTh
a/IMUHUCTPATUBHO-TIPABOBYIO OLICHKY, BO30YKIaTh UCKH.

6.3 JIOKyMEHTBI, KOTOpPbIE Pa3AeisiOT U 3aKPEIUIAIOT OCHOBHbIE (DYHKIIMU U 00s13aHHOCTH. JJOKyMEHTHI,
KOTOPBIE ABJISIOTCS MHCTPYKIMSAMHU U1 aIMUHHCTPATOpOB U nojb3oBareneit KC u netanusupyror
JeicTBuUs, NTpaBa U 0053aHHOCTH 10JIb30BaTENIEH.

6.4 KomnbroTepHasi CUCTEMa KaK UICTOUHUK TOOOYHBIX 3JIEKTPOMAarHUTHBIX n3nydeHuid. HecenapabenbHoe
3JIEKTPOMArHUTHOE 1oJie. DHEpreTukKa U TUana3oH MoOOYHbIX H3JIy4eHHH.

TexHuueckue KaHajabl yTeUKH KOMIbIOTepHON nHpopMaruu. BusyansHo-ontuueckuii nepexsar. Ilepexsar
O0OOYHBIX IEKTPOMArHUTHBIX U3IydeHul. [lepexBar akycTHYECKMX MOJIEH.

6.5 Knaccudukanus snementoB [I9BM 1o crenenu yrpos.

KnaBuarypa kak MCTOUHUK yTeUKH HHGopManuu. Buipl anmapaTHbIX 3aKiIa/l0K B KJIaBUATYpE.

[TpruHTEpHI KAK HCTOYHUKH YTEUKU KOMIIBIOTEPHOW MHPOPMALIMK 110 TEXHUYECKUM KaHanaM. UeTbipe
KaHaJla yTeUYKH HH(POpMALUK XapaKTepHbIE 1J1sl IPUHTEPOB.

6.6 MoHUTOp Kak MCTOYHMK yTeuku. [1naTa BuaeoasanTepa Kak MCTOUHUK HOOOYHBIX JIEKTPOMArHUTHBIX
u3nyyeHuil. BosmoxHas cxema nepexBaTa 0OOYHBIX 3JIEKTPOMAarHUTHBIX U3Jy4EeHUI MOHUTOPA.
AnmnaparHble 3aKJIa/IKU B BUIE€OKaHaJE.

6.7 CriocoObl 3alIUTHI OT IEpeXBaTa HHPOPMAIUH ¢ SKPAHOB MOHUTOPOB.

6.8 TpeGoBaHus K MPOrpaMMHO-aINapaTHBIM CPEACTBaM 3allUThl HH(popManuu. Mepbl 3aUThI
uH(popmanuu. [IpuHIUIEL 321U TH HH(OPMALIUH.

XapakTepUCTUKH CPEICTB 3aIUThI HH(OPMAIIMHU, CO3/IaBa€Mbl€ allllapaTHO-IIPOrPaMMHBIMU CPEJICTBAMHU.
Oynaknuu C3U. Cxema 3amuThl UHPOPMAIIUU.

6.9 Peanu3anus nonutuku pasrpanndenus gocryma (Dallas Lock).

bnokupoBanue 10cTymna 370yMbIIUIEHHUKA K 3aKPBITHIM, BUPTYalIbHBIM AUCKaM, COAEpIKAIIUM
KOH(UICHIMATIbHBIE JaHHBIE U IporpaMMbl X 00padboTku. CriocoObl ayTeHTU(PUKAIMK TUYHOCTH.
Opranuzanus BUpTyasibHOTO nucka. CTpykTypa ¢aiina-o0paza BUPTYaIbHOTO JHCKA.

6.10 Pe3uneHTHBIE TPOrPaMMBI-IIITHOHBI, KOTOPbIE MOTYT OTCJIEKUBATh POLECCH, MPOUCXOASIINE C
JAHHBIMU Ha KoMIbloTepe. YTeHne ocTaTouHOoN NH(POPMAIIUHU B TAMSITH [1OCJIE BBITIOJTHEHUS
CaHKLMOHUPOBAHHBIX 3aIIPOCOB.

Ceresoie cpencta 3amuthl HHGopMmanuu (ViPNet). CepBepHas yacTh MpOrpaMMHOTO 00ECIICUCHHSI.
KnuenTckas 4acte mporpaMMHOro obecreyeHusl.




Tema 7. OCHOBHBIE TEXHOJIOTHH IMMOCTPOSHUS 3AIUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM

7.1 MesxceteBoii axpan (MD), Firewall, 6panamaysp. OcHOBHBIE KOMITOHEHTHI MD.

OuIbTPYIOMUNA MAPIIPYTU3ATOP. XaPAKTEPUCTHKN (UIBTPYIOIIETO MapIIPyTU3aTOPA.

Cxema HHKAICYISIUU JaHHBIX B cTeke mpoTokosioB TCP/IP. 3aromosok IP. 3aromoBok TCP. 3aronoBok
UDP. Coobmenue ICMP. ITpumep Tabmuinpsl Gunstparuu. [IpaBuia BHyTpEHHET0 W BHEITHETO COSTUHECHUS
Y3JI0B.

103 cereBoro yposus. Jlonoiaaurenbubie Bo3amoxxHocT (NAT, Port Mapping).

103 MpUKIAAHOTO YPOBHS. Peanm3anus muio3a NpuKiIaHoro ypoBHs. OYHKIUH U032 TPUKIAIHOTO
ypoBHsL. "YkperuieHHslit" komnbrorep. Mcnons3zoBanne COM-mopra.

7.2 Ilonutrka MexceTeBOro B3aumoaeicTBus. [lonuruka ceteBoit 6€30MacHOCTH.

OcHOBHBIE CXEMBI CETEeBOH 3alUTHI Ha Oa3ze MD.

JIBynopTOBBIi IUTI03. DKPAaHUPOBAaHHBIN LUTI03. DKPAaHUPOBAHHAS MOJCETh.

Hcnonb3oBanne HECKOIBKUX OacTHOHOB. OObeIMHEHNE BHYTPEHHETO U BHEITHETO MAPIIPYTH3ATOPOB.
OO0beuHEHNE BHEIIHETO MapLIpyTU3aTopa ¢ 0aCTHOHOM.

OO0benuHEHNE BHYTPEHHETO MapIIpyTru3aropa ¢ 6actnoHoM. Mcnonp30BaHue HECKOIBKAX BHYTPCHHIX
MapIIpyTU3aTOPOB.

Hcnonb30BaHnE HECKOJIBKUX BHYTPEHHUX MOACETEN. MCroap30BaHNe HECKOIBKUX BHYTPEHHHX MOJICETEN C
MarucTpayibio. Mcrmoiib30BaHne HECKOJIBKIX BHEITHUX MapIIpyTH3aTOPOB. VICIIOIb30BaHe HECKOIBKUX
IIEPUMETPOBBIX IOJICETEN.

7.2 ConeprkaHue IpaKTHUECKUX 3aHATUI 1 1a60paTOpHBIX paboT

Tema 1. MexayHapoaHbie CTaHaapThl HHGOpMamoHHoro ooMeHa. [Toustue yrpossl. MHGopmanmonHas
0€30MMacHOCTh B YCJIIOBUSAX (YHKIIMOHUPOBAHUS B Poccuu riio0allbHEIX ceTeid. BUIbI MPOTHBHUKOB WITH
«HapymuTenei». ITonsTus o Bugax BUPycCoB.

. 0COOEHHOCTH COBPEMEHHBIX MH(POPMALIMOHHBIX CUCTEM KaK 00bEKTa 3aIUThI;

. YA3BUMOCTH OCHOBHBIX CTPYKTYPHO-(YHKIIMOHAJIBHBIX HJIEMEHTOB KOMITBIOTEPHBIX CUCTEM;

. KJmaccugukanus yrpo3 0€30MacHOCTH;

. KJlaccu(puKalus KaHaJoB MPOHUKHOBEHUS B HH(OPMAIIMOHHYIO CUCTEMY M YTEUKU HH(POPMALINY;
. HepopMasbHast MOJIeNb HapyIIUTEs;

. IporpaMMHOe oOecrieueHue 1Jisi aHTUBUPYCHON MPOQUIaKTHKY;

. BOCCTAaHOBJICHHE CUCTEMHON MH(DOPMAILIUIO, YIaJICHHBIX U UCIIOPUYEHHBIX JaHHBIX;

. OCHOBHBIE OpraHU3allMOHHbIE U OPTaHU3ALMOHHO-TEXHUUECKUE MEPOIPUSATHS 110 CO3JJaHUIO U
HOJ/IeP)KaHUI0 (PYHKIIMOHUPOBAHHS KOMIUIEKCHOW CUCTEMBI 3aIlUTHI;

OO AW

Tema 4. OCHOBHBIE TTOJIOKEHUST TEOPUH HMHPOPMAITMOHHON 06€30MaCHOCTH WH(POPMAITMOHHBIX CHCTEM.
Mopnenu 0e30macHOCTH U UX IpUMeHeHue. TakcoHoMHUs HapyleH! HHPOpPMaIlMOHHON 0€301acHOCTH
BBIUMCIUTENLHON CHCTEMBI M IPUYUHBI, 00yCIaBINBAIOIINE UX CYIIECTBOBAHUE.

1. OCHOBHBIE MepBI TPOTUBOACUCTBUS YTPO3aM 0€30MaCHOCTH, IPUHIIUIIBI TOCTPOCHHSI CUCTEM 3aIlHTHI,
OCHOBHBIE MEXAaHU3MBI 3aIIUTHI;

2. MOJIENH pa3rpaHudYeHus JOCTYIa;

3. KpI/IHTOFpa(‘bI/I‘—IeCKI/Ie MCTOABI 3aIIUTHI, BUJIbI CPECACTB KPUIITO3AIUTEI JAHHBIX, UX JOCTOMHCTBA U
HEJIOCTATKH, MECTO U POJIb CPEICTB KPUTITO3AIITUTHI.

4. MpOTUBOJEHCTBUE yrpo3aM O€30MaCHOCTH KOPIIOPATUBHOM CETH CO CTOPOHBI MHTEpHET.

5. IpaBOBOE peryIupoBaHue 3amuThl HHGopMaruu B Poccuiickoit @eaeparmm.

7.3. ConeprxkaHue caMOCTOSITEIHHOM padOThI




Tema 1. MexxaynapoaHsie cranaapTsl HHGpopManmonHoro ooMena. [lonstue yrpossl. Mabopmanmonnas
0€30MacHOCTb B YCIOBUAX (GYHKIIMOHUPOBaHUS B Poccun rinobanbHbIX ceTeil. Buapl MpOTHBHUKOB MU
«HapymuTenei». [lonsTus o Buaax BUPycoB.

N3ydenune TeopeTnyeckoro Marepruasia, OCHOBHOM M JJOMIOJHUTEIbHOM TuTeparypsl. Pazoop mabopaTopHbIX
pabot. BeinoiHeHne mpakTUYecKux padorT.

Tewma 2. Tpu Bua BO3MOXHBIX HapyleHUH HHPOPMAITMOHHOM crcTeMbl. 3amuTa. OCHOBHBIE HOPMAaTUBHBIC
PYKOBOZSIIINME JOKYMEHTBI, KaCalolUecs TOCYJapCTBEHHOMN TalHBbI.

W3ydeHne TeopeTHUecKOoro MaTepraia, OCHOBHOM U TOMOJIHUTEIbHOM JuTepaTypsl. Pa3zdop nabopaTopHbIx
paboT. BelnonHeHne npakTUYecKux padorT.

Tema 3. HopmatuBHO-cipaBo4Hble J0KyMeHThl. Haznauenue u 3agauu B cepe odbecrneueHus
nH($OpMaIllMOHHON 6€30MaCHOCTH Ha YPOBHE TOCY1apCTBa.

W3ydeHne TeopeTHUecKOro MaTepurania, OCHOBHOM U TOTIOJTHUTEIbHOM uTepaTypsl. Pa3z0op mabopaTopHbIX
paboT. BelnonHeHne nNpakTUYecKux padorT.

Tema 4. OcHOBHBIE MTOJIOKEHUS TEOPUU UH(POPMALIMOHHOMN 0€3011aCHOCTH MH(OPMALIMOHHBIX CUCTEM.
Monenu 6e30nacHOCTH M UX IPUMEHEHHe. TakcoHOMUs HapymeHn HHPOPMALMOHHOW 0e301MacHOCTH
BBIUMCIIUTEIBbHON CHUCTEMBI U IPUUMHBI, 00YCIaBIMBAIOLINE UX CYIIIECTBOBAHHUE.

N3yuenue TeopeTnueckoro MaTepuasna, OCHOBHOM U IOIOJHUTENbHOM TuTepaTypsl. Pa3dop nmaboparopHbix
pabot. BeimoiHeHne MpakTUYeCKuX padoT.

Tema 5. AHanu3 crioco00B HapyIIeHHH HH(OOPMAIIMOHHON Oe30macHOCTH. VCIoIb30BaHNE 3alTUIIICHHBIX
KOMIIBIOTEPHBIX CUCTEM.

N3yuenne TeopeTnueckoro MaTepuasia, OCHOBHON U IONOJHUTENbHOM TuTepaTypsl. Pa3dop mabopatopHbIx
paboT. BrinonHeHne npakTHUECKUX padorT.

Tema 6. Metoibl KpunTorpapuu
N3yueHne TeopeTHyeckoro Marepuaia, OCHOBHOM U JOMOJHUTEIbHOM TuTeparypsl. Pazoop nabopaTopHbIX
paboT. BrinoHEHNE TPAKTUYECKUX paboT.

Tema 7. OCHOBHBIE TEXHOJIOIMH OCTPOCHHUS 3aMIIEHHBIX HH(POPMAIITMOHHBIX CUCTEM
N3yueHne TeopeTnyeckoro Marepuaia, OCHOBHOM U JONMOTHUTENbHOH nuTeparypsl. Pa3zoop mabopaTopHbIX
paboT. BriloHEHNE TPAaKTUYECKUX padoT.




7.3.1. [IpumepHBIC BOMPOCHI ISl CAMOCTOATEILHON MOATOTOBKHY K 3a4€TY/9K3aMEHY
[Tpunoxenue 1.

7.3.2. llpakTryeckue 3ajanusl 0 AUCIUILIAHE JIJIsi CAMOCTOATENIbHOM MOATOTOBKHU K
3aueTy/IK3aMeHy
[Tpunoxenue 2.

7.3.3. Ilepeyenpb KypcoBbIX paboT
He npenycmoTtpeHo.

7.4. DnexTpoHHOE MOPTGHOINO 00YIAIOIIETOCS
Marepuainsl He pa3MenaTCs.

7.5. Metoanyeckne peKOMEHIAINH 110 BBITIOTHEHUIO KOHTPOJIBHOM paboThI
He npenycmorpeHo.

7.6 Meronnueckrue peKOMEHJAINH 110 BBIIOJIHEHUIO KypCOBOM paboThI
He npenycmorpeHo.

8. OCOBEHHOCTHU OPTAHU3AIIMU OBPA30OBATEJIBHOI'O
MMPOLECCA IO JMCHUIIVIMHE 1A JINL C OTPAHUWYEHHBIMH
BO3MOXHOCTAMMHU 310POBbs

110 3asa6nenuto cmyoenma

B nenstx ocTynmHOCTH OCBOEHHMSI IPOTPAMMBI JUIS JIUL C OTPAHUYEHHBIMH BO3MOXKHOCTSIMHU 370POBbsI
Ipy He0OXOAMMOCTH Kadeipa 0OecreunBaeT CIeyoHe YCIOBU:

- 0COOBIi MOPSAIOK OCBOCHHUS TUCIUITIIMHBI, C YIETOM COCTOSIHUS UX 3/I0POBbS;

- DJIGKTPOHHBIE O00pa3oBaTeNbHbIE pPECYpChl MO JAUCHUIUIMHE B (OpMax, aJalTUPOBAHHBIX K
OTpaHUUYEHUSAM HX 3/10POBBS;

- W3YyYeHHUE IUCIHMIUIMHBI 10 HHIUBUAYaJbHOMY y4eOHOMY IUIaHy (BHE 3aBHCHUMOCTH OT (hOpMBI
o0yueHwus);

- DIEKTpOHHOe oOyuyeHHe ¢ JUCTAaHIMOHHbIE OOpa3oBaTeNbHBIE TEXHOJIOTUH, KOTOpHIE
peaycMaTpuBaOT BO3MOXXHOCTH IpueMa-nepeaadu nHpopMaluy B JOCTYIHBIX 715 HUX (popmax.

- goctyn (yIaJeHHBIH JOCTYN), K COBPEMEHHBIM MpO(ecCHOHAIbHBIM 0a3aM JaHHBIX U
UH(POPMALIMOHHBIM CIIPAaBOYHBIM CUCTEMaM, COCTaB KOTOpbIX onpeneneH PIT/I.

9. MEPEYEHb OCHOBHOM " JIONMOJTHUTEJIbHOM YYEFHOM JINTEPATYPBI,
HEOBXOJUMOM JIJIs1 OCBOEHMS JUCHUTIINHBI
Caiit oubamnorexu YpI'ly
http://lib.usue.ru/

OcHoBHas1 iuTEpaTypa:

1. I'munackas E.B., Ynusapun H.B. Uadopmanmnonnas 6e3omacHOCTs KOHCTpYKIuit DBM u cuctem
[DnexTponHbIi pecypc]: YuebHnoe mocodue. - Mocka: OOO "Hayuno-uznarensckuii iearp MHOPA-M",
2021. - 118 c. — Pesxum moctymna: https://znanium.com/catalog/product/1178152



2. lllanerun B.®. KommekcHas 3ammTa nHGOPMAIMKH B KOPIIOPATUBHBIX CUCTEMaX [ DJIEKTPOHHBIHA
pecypc]:Yuebnoe mocodue. - Mocksa: M3natensckuii JJom "®OPYM", 2022. - 592 c. — Pexxum noctyma:
https://znanium.com/catalog/product/1843022

3. bapanosa E.K., ba6am A.B. Undopmannonnas 6€30macHOCTh U 3anuTa HHGOpMaIuu
[DnekTponHsii pecypc]:Yuebnoe mocobue. - Mocksa: Usnarensckuii Henrp PUOg; 2022. - 336 ¢. —
Pexxum moctyma: https://znanium.com/catalog/product/1861657

JlonotHUTEIbHAS JTUTEpPaTypa:

1. BacunekoB A.B., BacunskoB U. A. be3onacHOCTh 1 ynpaBieHHE JOCTYIIOM B HH(POPMAITMOHHBIX
cucreMax [DneKkTpoHHbIi pecypc]:YuebHoe mocobue. - MockBa: M3natensctBo "OOPYM", 2020. - 368 —
Pexxum nocryna: https://znanium.com/catalog/product/1082470

2. Mapteika T. JI., ITonnos N.1. UndpopmanmonHas 6€301macHOCTb [ DIEKTPOHHBIN pecypc]: YdueOHoe
nocobue. - Mocksa: U3parensctBo "OOPYM", 2021. - 432 c. — Pexum gocryna:
https://znanium.com/catalog/product/1189328

3. bapanosa E.K., ba6am A.B., Jlapun [[.A. UadopmarimonHas 6e3omacHocTb. Mctopus
CHEIHMAIbHBIX METOJIOB KpUNTOTpaduIecKor AesITeIbHOCTH [ DIEKTPOHHBIN pecypc]:YueOHoe nmocodue. -
Mocksa: Usnarensckuii entp PUO€; 2022, - 236 ¢. — Pesxum goctyna:
https://znanium.com/catalog/product/1843171

10. MEPEYEHb UH®OPMAILMOHHBIX TEXHOJIOT Ui, BKJIIOYAS IEPEYEHD
JMIEH3UOHHOI'O ITPOI'PAMMHOI'O OBECIIEYEHUA U UH®OPMAIIMOHHBIX
CIIPABOYHBIX CHCTEM, OHJIAMH KYPCOB, UCIIOJIb3YEMBIX ITPH OCYIIECTBJIEHUH
OBPA3OBATEJIBHOI'O ITPOIECCA IO JUCHUIIJIMHE
ITepeyeHb JTHIIEH3NOHHOTO0 TPOTPAMMHOI0 O0ecIeYeHH s :

Microsoft Windows 10 .[orosop Ne 52/223-110/2020 ot 13.04.2020, Akt Ne Tr000523459 ot
14.10.2020. Cpox neiictus munenzun 30.09.2023.

Microsoft Office 2016.JoroBop Ne 52/223-I10/2020 ot 13.04.2020, Akt Ne Tr000523459 ot
14.10.2020 Cpok npetictust utien3un 30.09.2023.

Ilepeyenb HH(POPMALMOHHBIX CIPABOYHBIX CHCTEM, pecypcoB HHGOPMAIHOHHO-
TeJIEKOMMYHHMKAIUOHHOM ceTH « UHTEepHeT»:

CrnpaBouno-npaBoBas cuctema ['apant. loroBop Ne 58419 ot 22 nmexabps 2015. Cpok paeiicTBus
JUILEH3UN -0€3 OTpaHUuEHUs CpOKa

CrnpaBouno-npaBoBas cuctema Koncynsrant +. Cpok aeictBus nuiieH3uu 1o 31.12.2023

3ammTa HHpOpMALMHU
https://openedu.ru/course/hse/DATPRO/



11. ONMCAHUE MATEPUAJIbHO-TEXHUYECKOM BA3bI, HEOBXOJIUMOM 1151
OCYHUIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA 11O AUCIUIIJIMHE

Peanuzanus yueOHONM AMCHUIUIMHBI OCYHIECTBIISETCA C UCIOJIb30BAaHUEM MaTepUaIbHO-TEXHUYECKOM
6a3b1 YpI' DV, obecnieunBaronieii MpoBecHNUE BCEX BUIOB yUeOHBIX 3aHATUM M HayYHO-UCCIIEIOBATEIbCKON U
CaMOCTOSITENIbHOM paboThl 00yYarOIIUXCS:

CreunanbHble MMOMEIIEHUS MPEACTABISAIOT COO0N yueOHbIe ayAUTOPUM JJIsl IPOBEJCHUSI BCEX BUJOB
3aHATUHN, TPYNIOBBIX U HHANBUAYAIbHBIX KOHCYIbTAIHMM, TEKYLIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTECTAIIUH.

[TomemieHnust Asii CaMOCTOSITENILHON pabOThl 00YYarOIIMXCS OCHALICHbl KOMIBIOTEPHONW TEXHUKOH C
BO3MOXKHOCTBIO TOAKIIOYEHUsT K cetd "MHrepHer" uw oOecriedeHWeM J0CTyna B OSJIEKTPOHHYIO
nH(popManmoHHO-00pa3oBaTeNbHYIO cpeny Ypl DVY.

Bce nmomernienusi yKOMITJIEKTOBaHbI CIIEHUATU3UPOBAHHON MEOETbI0 U OCHAIIEHBI MYJIbTUMEIUNHBIM
o0opynoBaHueM crernodopynoBanueM (MHPOPMAIOHHO-TEIEKOMMYHUKAMOHHBIM, UHBIM KOMITBIOTEPHBIM),
JOCTYTIOM K MH(OPMAIIMOHHO-TIOMCKOBBIM, CIIPABOYHO-TIPABOBBIM CHCTEMaM, 3JIEKTPOHHBIM OMOIMOTEYHBIM
cuctemaMm, 0a3aM JaHHBIX JEHCTBYIOLIErO 3aKOHOJATENbCTBA, HWHBIM HH(POPMAIMOHHBIM pecypcam
CITy’KallluMU IS TIpe/icTaBiIeHus yueOHol nHdopmanuu 60Ib1I0H ayTUTOPUH.

Jlia mpoBefieHHs 3aHSITUN JIGKIIMOHHOTO THUMA MPe3eHTAlMU U JpYyrue ydyeOHO-HarisaHble mocolus,
00ecIeunBaroe TEeMaTUUECKUE UIUTFOCTPAIIIH.



