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BBEJIEHUE

Pabouas nmporpaMMa AUCIUIUIMHBI SBJISETCS YaCThIO OCHOBHOW NPOQeCcCHOHATBHOM
00pa3oBaTeNbHON MPOTrpaMMBbI BBICILIET0 00pa30BaHUs - IPOrpaMMbl OakajgaBpuaTa, pa3paboTaHHON B
coorsercTBu ¢ ®PI'OC BO

dIoC BO

denepanbHBII TOCY1apCTBEHHBIH 00pa30BaTEIbHBIN CTAaHAAPT BBICIIETO 00pa30BaAHMS
- OakanaBpuar no HarpasieHuto noarotoBku 10.03.01 Uudopmannonnas
6e3omacHoCTh (mpuka3z Munoopuayku Poccun ot 17.11.2020 r. Ne 1427)

1. HEJIb OCBOEHUSA JTUCHUITJIMHBI
[{enpr0 OcBOCHUS YUCOHON TUCITUTIITMHBI
(hopMUpPOBaHKE Y CTYICHTOB TEOPETHUECKUX U NMPAKTUUECKUX 3HAHUHN B 00J1aCTH MH(OPMAITMOHHON
0e301acHOCTH, MPUHIIAIIAM oOecriedeHus1 HH()OPMAIMOHHOM 0€3011aCHOCTH TOCYAapCTBa, MOIX01aM K
aHaJIu3y ero nHMHOPMAIMOHHOW HHPPACTPYKTYPHI U PEIICHUIO 3a7a4 o0ecriedeHus: nH(HOPMAIMOHHOM
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH.

«OcHOBBI HHPOPMAITMOHHOM 6€30MaCHOCTH»  SBISETCS

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII
JucuumirHa OTHOCUTCA K 00513aTeNIbHOM YacTH y4eOHOro IUI1aHa.

3. OFBEM JUCIIUITJIMHBbI

Yacos

Konraktnas pabota .(mo CaMocTosTeNb
I[IpoMexyTouHas yd.3aH.) Has paboTa i
aTTecTalus Bcero 3a B TOM YHCIIE ..

ceMecTp JlaGopato | TOAroTOBKA
Beero | Jlexuuu pHble | KOHTPOJBHBIX H
KYpPCOBBIX
Cemectp 4

3auer [ 144 | 128 | 4 | 64 | 16 [ 4

4.IINTAHUPYEMBIE PE3YJIbTATbBI OCBOEHUS OIIOII
B pesynbrare ocBoenust OIIOII y BeimyckHHKa TOMAKHBI OBITH COPMUPOBAHBI KOMIIETEHIIUHY,
ycraHoBieHHble B cooTBeTcTBH PI'OC BO.

[Indp n HauMeHOBaHUE
KOMIIETEHLIUH

Nuaukatopel JOCTHKEHUS KOMITETCHIUI

OIIK-1 Cooco0eH olieHUBaThH
poJib HHPOPMAIIHH,
UH()OPMAITMOHHBIX

TEXHOJIOTUH U

nH()OPMAITMOHHON

0€30I1aCHOCTH B

COBPEMEHHOM OOIIIECTBE, X
3Ha4YCHHUE JIJIsl 00eCTIeUeHUS
00BEKTUBHBIX MOTPEOHOCTEN
JMYHOCTH, OOIIIeCTBA U

roCyJ1apCTBa;

N/I-1.0IIK-1 3naet ocHOBBI HH(DOPMAITMOHHOM KYJIBTYPBI




OIIK-1 CniocobeH oreHMBaTh
poJb HHPOPMAIIHH,
UHGOPMAIIMOHHBIX
TEXHOJIOTUH U
UH(POPMALMOHHOM
0€301acCHOCTH B
COBPEMEHHOM OOIIIECTBE, UX
3HAYCHHE JIJIs1 00eCIIeueHuUs
00BEKTHBHBIX OTPEOHOCTEH
JUYHOCTH, O0IIIECTBA U
rOCy/IapCTBa;

NJ-2.0I1K-1 YMmeer pemath cTaHgapTHBIE 33/1a4K PO ECCHOHATBEHON
JeSITeIbHOCTH C MCIIOJIb30BaHUEM MH(POPMALIMOHHBIX TEXHOJIOTUH C
co0OuroieHreM TpeboBaHU HHPOPMALIMOHHOM 0€301MacHOCTH

N/1-3.0I1K-1 Bnageet HaBbIKaMHu UCIIOJIB30BAaHUS HH(POPMAITMOHHBIX
TEXHOJIOTHUI1 1715l MOMCKa U 00paboTKU HHPOpMAIUH

OIIK-5 CnocobGeH NpUMEHSTh
HOPMaTHBHBIC TIPABOBbIC
aKThl, HODMATHBHBIC U
METOJIUYECKHE JOKYMEHTHI,
perIaMeHTUPYIOLIHE
JeATEILHOCTD 110 3aIUTe
uHpopmanuu B chepe
poheCcCHOHATBLHOM
JeATEIIbHOCTH;

N/-1.0TIK-5 3HaTh: OCHOBBI OPTaHU3ALMOHHOTO U MPABOBOTO
obecrieyeHnss THPOPMALIMOHHOM 0€30MaCHOCTH, OCHOBHBIE HOPMAaTHBHBIE
MIPABOBBIE aKThI B 00JIACTH 0OecreueHus] HHPOPMAITMOHHOHN 0€30MacHOCTH
1 HopMaTuBHbIE MeToauueckue 1oKyMeHTbl OCh Poccun 1 @CTIOK
Poccun B 065acTu 3amuThl HHGOpMAIUN

N-2.011K-5 YMeTh: NpUMEHATh HOpMaTUBHBIE [TPABOBbBIE aKThl U
HOPMAaTHUBHBIE METOAMYECKUE TOKYMEHTHI B 00J1aCTH 00eCTIeUeHHUS
MH(pOPMaLIMOHHOU 0€30MacHOCTH

NJI1-3.0I1K-5 Brnanets: HaBBIKaMU UCTIOJIB30BAHUS HaBBIKAMH
MCIIOJIb30BaHUsI HOPMATUBHO-TIPABOBBIX aKTOB B MPOo(deccroHAILHOM
JEATEIEHOCTHA




OIIK-8 Cniocoben
OCYIIECTBIISATH IOJI00D,
M3y4eHue u 0000IIeHIe
HAYYHO-TEXHHYCCKOU
JMTEPATyPbl, HOPMATUBHBIX U

MCTOANYCCKUX NOKYMCHTOB B | ACATCIBHOCTU

LEJISAX PEIICHUS 3a/1a4
npodeccroHanbHOM
ACATCIIbHOCTH,

NJI-1.0I1K-8 3HaTh: 0CHOBHI HH(OPMAIIMOHHOM 0€30MacHOCTH,
OTEYECTBEHHbIC U 3apyOeKHbIE CTaHIAPTH! OLIEHKH 3aILUIIEHHOCTH
MH(POPMALIMOHHBIX CHCTEM, HCTOYHUKH HH(POPMALIUHU, COAEpIKaIeh
CBEJIEHUs 110 BollpocaM obecrieueHust HH(HOpMAIIMOHHOM 0€30MacHOCTH,
HOpPMAaTHBHBIE JOKYMEHTHI JUIs PeLIeHUs 3a7a4d Npo(ecCuoHaNbHOM

N/1-2.0T1K-8 YMeTs: codupaTh U 0000maTe HHPOPMAIIUIO, COAEPIKATYOCS
B Pa3JIMYHBIX q)opMax OTUECTHOCTHU U IMPOYHX UCTOYHUKAX, HO}I6I/IpaTI),

n3y4aTh U 000011aTh MHPOPMAIIUIO TIO BOIIPOCAM 00eCIIeUeHUs
nH(pOpMaMOHHOM 6€30MacHOCTH

NJ-3.0I1K-8 Bnanets HaBbIKamMu: cOopa u 00001eHs HH(pOpMAIHH,
coJiepKaleiics B pa3TU4HbIX HCTOYHUKAX, HABBIKAMU cOopa 1 00paboTKH,
aHaIM3a U MHTEepIpeTaluy HHPOPMALIUH, COJIepIKaIlel CBEICHHS 10
BOIpocaM obecrieueHus: THPOPMAITMOHHOH 0€30MacHOCTH

5. TEMATUYECKHAM ILJTAH

Tema

Yacos

HawnmeHnoBaHnue TeMbl

Bcero
qacoB

KonraktHas padora .(1mo y4.3aH.)

Jlekuyn

Jlabopatop
HblE

IMpaktiyec
Kne
3aHATUS

Camocr.
pabota

Konrpons
CaMOCTOSITENIBH
0if paboThI

Cemectp 4

144

Tema 1.

HNudopmanmonHas 6€301macHOCTb:
3aKOHOJIATEIbHBIC 1 HOPMATUBHO-TTPABOBBIC
OCHOBBI. Buibl nH)OpPMALIMOHHBIX
pecypco o kateropusim goctyna (OITK-1)

Tema 2.

CtpykTypa, 3aJ1a4il © OCHOBHBIC ()YHKIIHH
rOCY/IapCTBEHHOW CHCTEMBI 3aILUTHI
nHpopmannu. OpraHu3aloHHO-TIPAaBOBOE
obecrieyenue 3amuthl nHPopmanuu (OITK-
5)

34

24

Tema 3.

JluueH3upoBaHue NesITEILHOCTH B 00IaCTH
3alUThl HH(pOpPMAIMHU, cepTH(UKaLUs
CpEeACTB 3alIUThI HH(POPMAIMU U
arTecTanys 00bEKTOB HHPOPMATU3ALUH
(OIIK-8)

18

16

Tewma 4.

3amuTa HHPOPMAIH OT YTEUYKH 110
texunyeckuM kanainam (OIIK-5)

12

10

Tewma 5.

3amuTa THPOPMAIIMU B KOMITBIOTEPHBIX
cucremax (OIIK-5, OTIK-8)

58

16

40




Tema 6.

Kpunrorpaduueckre MeTo bl 3aIIUTHI
(OIIK-5, OIIK-8)

15 10

6. ®OPMBbI TEKYIIEI'O KOHTPOJIA 1 TIPOMEKYTOYHOMN ATTECTAIIUA

IIKAJIBI OHEHUBAHUA

Paszgen/Tema

Bun orieHoynoro
CpeacTBa

Omnucanue OLICHOYHOI'O CPCACTBA

Kpurepun
OLICHUBAHUs

Tekymuit koHTposb (ITpunoxenue 4)

Tema 1.
WNudopmanno
HHast
0e30IaCHOCTE:
3aKOHOJATEb
HBIE U
HOPMAaTHBHO-
MpaBOBbIE
OCHOBBI.
Buner
nHpopMaImoH
HBIX PECYpPCOB
o
KaTeropusiM
JIOCTyTIa

KonTponbhas
pabota Nel
(ITpunoxxenue 4)

KonTponbnas pabota coctout uz 20 BapuaHTOB
1o 10 mpakTUYECKUX 3aJaHUH.

10 0aToB

Tema 2.
Crpykrypa,
3aJa4U U
OCHOBHEIE
byHKIMHA
roCyJapCTBEH
HOM CHCTEMBEI
3aIUATEI
uHpopmanuu.
Opranuzanuo
HHO-TIPABOBOE
obecneueHne
3aIUATEI
nHpopmarun

Tect (Ilpunoxxenue
4)

IIpuMepHBIii IepedeHb BOIIPOCOB TECTA

50 GatoB

Tema 3.
JInuensuposa
HHE
JIeITeIIbHOCTH
B o0J1acTu
3aIUThI
uHpopManuu,
cepruduxarm
sl CPEJICTB
3aIUTHI
uHpopManuu
U aTTecTalus
00BEKTOB
uHpopMaTn3a
187051

KonTponbHas
pabota No2
(ITpunoxxenue 4)

Kontponbnas pabota cocTout us 7
MPAKTUYECKUX 3aJaHUM.

10 6amtoB




Tema 4.

3amura
HH(bomMauI/m KonrpossHas KonTponbnas pabota coctout u3 11
p pabota Ne3 p p 9 10 6amioB
OT YTEUKH IO MPAKTUYECKHUX 3aaHHH.
(ITpunoxenue 4)
TEXHUYECKUM
KaHajam
Tema 5.
3amura
HHq)omMaulxm Konrposbras KonTponbnas padota coctout u3 30 BapuaHTOB
P pabota Ne4 P P . P 10 Gannos
B 10 5 MPaKTUUECKUX 3aaHHi.
(ITpunoxenue 4)
KOMITBIOTEPHBI
X CUCTEMax
Tewma 6.
Kpunrorpadgu KonTponbHas
P pag p KonTponbHas pabota coctout u3 30 BapHaHTOB
YecKue pabora Ne5 . 10 6amnoB
10 5 MPaKTUYECKUX 3aJaHU.
METOBbI (ITpunoxenue 4)
3aIUTHI
IIpomexxyrounas arrectanus(IIpmioxenne 5)
0-49 6annoB - HEY
B OmieTe 2 TeopeTUuyecKux Borpoca u 1
buner mist sx3amena N 50-74 - ynoBn
4 cemectp (3a) MPaKTHYECKUI
(mpunoxenue 5) 75-84 - xopouio
Bcero 20 6uieros
85-100 - oTn

KOMIIETEHIIUH.

OIIMCAHUE HIKAJI OUEHUBAHUSA

[Toxazarens orenku ocBoenust OITOIT hopmMupyercst Ha OCHOBE 0OBbETUHEHHS TEKYIIETO KOHTPOJIS
Y IPOMEXXYTOYHOM aTTeCTalluy 00y4aroIerocs.

ITokaszaTens pedTHHra 10 KaXJ10M JUCLHUIUIMHE BBIPAXKAETCA B IPOLIEHTaX, KOTOPBIN ITOKa3bIBAET
YpOBEHb IIOJATOTOBKU CTY/ICHTA.

Texymuii konTposb.Mcnonb3yercs 100-6annpHas cucrema onieHuBaHus. OueHka paboThl CTYJEHTA B
TEYEHUH CEMECTPa OCYIIECTBIISIECTCS PENOAaBaTEIEM B COOTBETCTBUH € Pa3pabOTaHHOIN UM CHCTEMOM
OLIEHKU Y4eOHBIX TOCTH)KEHUH B Iporiecce 00yUueHHs 10 JaHHOM TUCIIUTUTHHE.

B pabounx nporpammax JUCIHUIUIMH U MPAKTUK 3aKPETJICHbI BU/IbI TEKYIIETO KOHTPOJIS,
IUTAHUPYEMBbIE Pe3yJIbTaThl KOHTPOJIBHBIX MEPONPUATUN U KPUTEPUH OLIEHKU YUE€OHBIN JOCTHKEHUH.

B Teuenue cemecTpa npenogaBateneM NpOBOJUTCS HE MEHEE 3-X KOHTPOJbHBIX MEPONPUATUH, IO
OIIEHKE JAEATEIbHOCTH CTYyIeHTa. ECiN mocemeHus 3aHATH 10 TUCIUIIIMHE BKIFOUEHBI B PEUTUHT, TO
JaHHBIN TIOKa3aTesb cocTaBiseT He Oosiee 20% 0T MaKCUMalbHOTO KOJMYECTBA 0AJIJIOB M0 AUCLUIUIHHE.

[TpomexxyTounas arrectamus. Mcnonb3yercs S-6anpHas cuctema oreHnBanus. O1ieHka padoThl
CTYJEHTAa 110 OKOHYaHHIO IUCUUIUIMHBI (YaCTH JUCIUIUIMHBI) OCYLIECTBIIETCS IPEToAaBaTesieM B
COOTBETCTBUU C pa3pabOTaHHON UM CHUCTEMOI OLIEHKU JOCTHKEHUH CTYyJIeHTa B Mpoliecce 00y4eHus 1o
naHHoOU aucuuiinHe. [IpoMexxyTouHas aTTecTanys TakkKe IPOBOAUTCS IO OKOHYAHUIO (POPMHUPOBAHUS

[Topsinox nepeBoia peTuHra, NpeayCMOTPEHHBIX CUCTEMOM OLIEHUBAHUS, 110 AUCLUIUINHE, B
HATUOAJUIBHYIO CUCTEMY.
Beicoknii yposens — 100% - 70% - oTiinuHO, XOpomIo.
Cpennuii ypoBeHb — 69% -

50% - ynOBIETBOPUTEIBHO.




Iloxa3aTesb OLIEHKH

Ilo 5-0a/JILHOM cUCTEME

XapakTepHCTHKA OKa3aTeJist

100% - 85%

OTJIIMYHO

O6J'Ia,HaI-OT TCOPCTUUCCKUMHU 3HAHUAMUA B IIOJITHOM O6’beMe,
IMOHUMAKOT, CAMOCTOATCIBHO YMCHOT IIPUMCHATD,
HCCICI0BATh, I/I,Z[eHTI/I(I)I/ILII/IPOBaTB, AHAJIIN3UPOBATh,
CUCTCMATU3UPOBATD, PACHPCACIATD 11O KATCTOPUAIM,
pacCcuuTaThb 1MOKa3aTeCIIu, KHaCCI/IQ)I/ILII/IpOBaTB,
pa3pa6aTLIBaTL MOZCIIN, AJITOPUTMHU3UPOBATL, YIIPABJIATD,
OpTraHnU30BaTh, IJIAHUPOBATH INPOUECChI UCCIICAOBAHNA,
OCYHICCTBJIATH OLCHKY PE3YJIbTATOB HA BBICOKOM YPOBHC

84% - 70%

XOpOLIO

00J1aJat0T TEOPETUYECKUMHU 3HAHUSIMU B TIOJTHOM 00beMe,
IIOHUMAIOT, CAMOCTOSITEIBHO YMEIOT IPUMEHSAT,
UCCIIeI0BATh, UACHTU(DHUIIMPOBATH, AHATU3UPOBATH,
CUCTEMAaTU3UPOBATh, PACIIPEACIIATD 110 KATETOPHUSM,
paccuuTaTth MOKa3aTeNu, KIacCu(pHUIIMPOBATS,
pa3pabaTbIBaTh MOJICNIHU, AITOPUTMHU3UPOBATD, YIIPABIATH,
OpraHU30BaTh, INIAHUPOBATH IIPOLIECCHI UCCIIEIOBAHNS,
OCYILECTBISATh OLIEHKY PE3YyJIbTATOB.

MOFYT OBITH JOIMYHIEHbI HEAOYCTEBI, UCIIPABJICHHBIC
CTYACHTOM CaMOCTOSATCIIbHO B ITPOLCCCC pa6OTBI (OTBeTa

U T.1.)

69% - 50%

Y0BJIETBOPUTEIIHHO

00ya1a10T OOIMUMH TEOPETHUYECKUMHU 3HAHUSIMHU, YMEIOT
MIPUMEHATD, UCCIEA0BATh, HICHTU(PHUITUPOBATH,
aQHAIM3UPOBATh, CHCTEMATU3UPOBATh, PACIIPEACIIATE TI0
KaTeropusM, pacCYMTATh MTOKA3aTEIIH,
KJIAaCCU(HUITUPOBATH, pa3padaThIBATh MOJICIIH,
aIrOpUTMU3UPOBATH, YIIPABIIATh, OPraHU30BaTh,
TJIAHUPOBATH MPOIIECCHI HCCIIE0BAHMUS, OCYIIECTBIISATh
OIICHKY Pe3yJIbTaTOB Ha CPEIHEM YPOBHE.
JlomyckaroTes OIMOKH, KOTOPBIE CTYACHT 3aTPy IHACTCS
HCIIPABUTHh CAMOCTOSTEIBHO.

49 % u MeHee

HCYIOBJICTBOPHUTCIIBHO

00J1aJat0T HE MOJHBIM 00BEMOM 00X TEOPETUYECKUMU
3HAaHUSIMH, HE YMEIOT CAMOCTOSATENbHO IPUMEHSTD,
UCCIIe10BaTh, UIEHTU(PULINPOBATh, AHAJIU3UPOBATh,
CHCTEMaTH3UPOBATh, PACHIPEAEIATH [0 KATETOPUsIM,
paccuMTaTh MOKa3aTeNn, KIacCu(pUIUPOBATh,
pa3pabaTbIBaTh MOJIEINIHU, AITOPUTMHU3UPOBATD, YIIPABIATH,
OpraHu30BaTh, INIAHUPOBATDH MPOLIECCHI UCCIIEIOBAHUS,
OCYILIECTBIISATh OLIEHKY PE3YJIbTaTOB.

He cdopmupoBanbl yMEeHUS M HaBBIKH VIS PELICHUS
npodecCHOHATBHBIX 3a]a4

100% - 50%

3a4TCHO

XapaKTEepUCTHKA M0KA3aTelsl COOTBETCTBYET «OTIMYHOY,
«XOPOILO», «YIAOBIECTBOPUTEIHHO

49 % u MeHee

HC 3a4TCHO

XapPaKTCPUCTHKA ITOKA3aTCJIA COOTBECTCTBYCT
«HCYOOBJICTBOPUTCIIBHO»

7. COAEP KAHUE JTUCIUIIJIMHBbI

7.1. Coneprkanue JeKIUA




Tema 1. UadopmanmonHas 6€30MacHOCTb: 3aKOHOATEIbHBIE 1 HOPMATHBHO-TIPABOBBIC OCHOBBI. BHIbI
MH(OPMALMOHHBIX pecypcoB 1o kateropusim nocryma (OITK-1)

Beenenwne: nmpeamer, cofepykaHue U 3aJaud TUCIUILTNHBI, €€ MECTO CPEIH IPYTHX TUCIHILIHH y4eOHOTO
Tu1aHa, GOpPMBI OTYETHOCTH, OCHOBHAS M IOTIOJTHUTEIbHAS JTUTEPATYPa.

Mecto nH(pOpMaIOHHON 0€30IacHOCTH B 001Iel cucTemMe 6e30MmacHOCTH rocynapersa. Konmnenmus
UHPOpMaMOHHOH Oe3omacHOCTH. CTPYKTypa M OCHOBHBIE TTOJIOKEHUSI HOPMAaTHBHBIX MTPABOBBIX AKTOB B
obnactu nH(OpPMAITMOHHOM 0e30MmacHOCTH. ['0Ccy1apCTBEHHBIE CTAaHIAPTHI, UCIIOJIb3yEeMbI€ B 00JIaCTH
UH(GOPMaLIMOHHON 0€3011aCHOCTH.

Tema 2. CTpyKTypa, 3a]Ja4ui 1 OCHOBHBIE (P)YHKLIUU T'OCYAAPCTBEHHONW CUCTEMBI 3alIUThI HH(OPMAIIHH.
Opranu3annoHHO-TIpaBoBoe obecnieueHue 3auuTsl nHpopmarmu (OIIK-5)

[TonsaTue rocyrapcTBEHHON CHCTEMBI 3aIIUTHI HHGopManuu. [IpuHIKIEI HYyHKIIMOHHUPOBAHUS
rOCyJIapCTBEHHOM CUCTEMBI 3aIuThl HHpOopMarun. [IpaBoBbie OCHOBBI I€ATEIILHOCTH T'OCYAaPCTBEHHON
CHCTEMBI 3alMThl HHpopMauu. OCHOBHBIE HOPMAaTHBHBIE PYKOBOJSAIINE JOKYMEHTHI, KacaroIInecs
roCyJapCTBEHHOM TaliHbl, HOPMATUBHO-CIIPABOYHBIE TOKYMEHTHI. Llenn u 3a1aun rocy1apCTBEHHOU
CHCTEMBI 3alUThl nHpopMarmu. Opranu3anuonHas 1 (yHKIIMOHAIbHAs CTPYKTYpa rocy1apcTBEHHON
CUCTeMBI 3auThl nHpopManuu. CTaHgapTu3anus B 001actu odecrnedenus: HHGOpMamoHHON
6e3omacHocth. [lonb30Banue cTanaapTamu HHOOPMAITMOHHOW OE30TTACHOCTH.

Opranu3anroHHbIE MEPOTIPUATHS 0 3amuTe nHpopManuu. HazHadenue u 3a1auu ciry>x0 0€30macHOCTH.
Opranuzanus padoT Ha HHPOPMAMOHHOM 00beKkTe. Co3aHne KOHTPOIBHO-TIPOITYCKHOTO PeXUMa.
Pernamenrarus 1octymna nepcoHana K ”HGOPMALMOHHBIM U BRIYUCIUTEIBHBIM pecypcaM. Opranuzanus
paboThI ¢ KOH(PHUICHIIMATHHBIMHI JOKYMEHTaMu. TpeOOBaHUs M PEKOMEHIALNH 110 3aIUTe
KOH(HICHIIMATBHON HH(OpMAIH. YUeT, XpaHEHUE, HCIIOJIb30BAHNE M YHHUTOKECHHE JTOKYMEHTOB
(HocuTeneit) ¢ kKoH(pHUIEHITMATBHON HHPOpMaIe. OpraHu3anus KOHTPOJISI 32 COOJII0ICHUEM
UCTIOJTHUTEIISIMU TOJDKHOCTHBIX MHCTpYKUuii. [IpaBoBoe perynupoBanue B cepe nHpOpMaIMOHHBIX
oTHOIIEHHH. 3akoHOAaTenbcTBO PD B 310it 001actu. CrangapTuzanus B 001acTH 00ecreueHus
uHpOpMaIMOHHOH Oe3omacHocTh. [lomp30BaHue cTaHmapTaMu HHPOPMAITMOHHON 0€30ITaCHOCTH.
MesxyHapOIHBIE U OTEUYECTBEHHbIE HOPMATHBHBIE U PYKOBOJSIINE TOKYMEHTHI, CBS3aHHBIC C
uHdopmarmoHHoi 6e3omnacHocThio. PykoBosiiue qokymeHTsl @Ch u ®CTIOK P® B o6actu 3ammThl
uHboOpMaIuu.

Tema 3. JIunieH3supoBaHue AATEIBHOCTU B 00JIACTH 3alUThI HH(POPMAIUU, CEPTU(UKALINS CPEACTB
3alIUThl HH(pOpPMAIMK U atTecTanus 00bekToB nHopMmaTuzanuu (OIIK-8)

Cucrema MMLEH3UPOBAHMS HA MPaBO MPOBEACHUS pabOT U OKa3aHMs yCIyT B 00JaCTH 3aIIUTHI
uHpOpMAILIUU C OTPAaHUYCHHBIM JOCTYIIoM. HopMaTuBHBIE JOKYMEHTBI, ONPEIEIISIONINE MOPSA0K
JMLIEH3UPOBAHUS B 00J1aCTH 3aIIUTHl KOHPHUIECHIIMAIBHON HHDOpMAIUK. Y CIIOBHS JIULIEH3UPOBAHUS
JesITebHOCTH 10 3aluTe KOH(pUaeHInanbHoi nupopmanuu. OOIIKe NPUHIMIIBI TUIIEH3UPOBAaHUS B
o0acTH 3amuThl KOH(UICHIMANbHOW nHbopManuu. JIueH3noHHbIe TpeOOBaHUS IS TTOTYYECHUS
JIMLIEH3UU Ha JESITEIbHOCTh B 00JIaCTH TEXHUYECKOHN 3aIIUThl KOHPHUICHIMATBHONH HUHPOpMALIUK.
[lepeyeHb JOKYMEHTOB, MPEACTABISAEMBIX Ul OTYUYCHHUS JIULEH3UI B 00aCTH 3aIIUTHI
KoHpUACHIMaTbHOU nH(popManuu. Cructema cepTUdUKALINN CPEACTB 3auThl HHPopMmarmu. CTpyKTypa
CPEeZCTB 3alIUThI HH(OPMAINH, TTOATISKAIINX cepTH(UKannu. ATTecTalus 00beKTOB HH(OpMATH3AIUY Ha
COOTBETCTBHUE TpeOOBaHUAM Oe3onacHOCTH HHPOopMaruu. OObEKThI, OJyIeKaIe aTTecTauy. [lepeyenn
OCHOBHBIX HOPMATHUBHBIX JIOKYMEHTOB, OIPEICIISIONINX TOPSIIOK U 00BEM aTTECTAIIHOHHBIX UCIIBITAHUN
00BbekTOB HHPOpMaTH3auu. O0mre TpeOOBaHUS 10 aTTECTAllu 00BEKTOB HH(POPMATH3AIIHH,
npeHa3HaYeHHBIX I 00paboTKH KoH(puAeHIInanbHoW nHpopManuu. [Topsaok mpoBeaeHUs aTTeCTaluu
00BEKTOB MH(POPMATHUIAIIHH.




Tema 4. 3ammra nHGOpPMAIUHN OT yTeUKH M0 TexHIHIecKkuM Kananam (OI1K-5)

OOm1ast xapakTepUCTHKA U KJIaccu(UKaIUs TEXHHYECKNX KaHaoB yTeuku nadopmarun (TKY ).
DneMeHTapHas MO/Ieh KaHata yTeuku nHdopMarn. OCHOBHBIE M BCTIOMOTaTEIbHBIE TEXHUIECKNE
cpenctBa u cuctembl. Kontponupyemas 30Ha. OcHoBHBIC BBl TKY . Texundyeckue kaHaIbl yTEUKH
uHpopMaluu oopadaThiBAEMON TEXHUYECKUMU CPEACTBAMHU IpuemMa, 00pabOTKU, XpaHEHUS U Nepe1auu
unpopmanuu (TCIIN): snexTpoMarHuTHeIE; dJIEKTPUYECKUE; TapaMeTpruueckue. TeXHnYecKue KaHabl
YTEUKH aKyCTU4eCKoM (peueBoil) nHpopMaluu: BO3AYLIHbIE; BUOPALIMOHHBIE; aKyCTOIEKTPUUECKUE;
napaMeTpHUuecKHe; ONTHKO-IEKTPOHHBIN (J1a3epHblii). TexHnueckue kaHabl epexsara HHGopMaluu npu
ee rnepeaaue 1o KaHajaam cBs3u. TexHu4ecKkre KaHallbl yTeUKH BHI0BOM HH(OpMALINH.
NHxeHepHO-TeXHUUECKHE CPEICTBA U CUCTEMbI OXpaHbl 00beKTOB. OXpaHHas CUTHATM3ALHS.
TeneBU3NMOHHBIE CUCTEMBI BUJICOKOHTPOJIS. MneHTudukanus u ayreHTuduKanus Jull, JoMyCKaeMbIX Ha
00bekT. OCHOBHBIE BH/IbI TEXHUYECKHUX KaHAJIOB U UCTOYHUKOB yTeuku nHpopMmaruu. [IpotuBoseiicTaue
HaOJIIO/IEHUIO B ONITHYECKOM JMalia3oHe. 3aliuTa OT NPOCIylIMBaHUs aKyCTHYECKUX curHanoB. Cpeacrsa
00pbOBI C 3aK/IaJHBIMU MTOACITYIIMBAIOLMMH YCTPOHCTBAMHU. 3alllUTa pe4eBoil HH(pOpMaIHH,
nepeaiaBaeMoi 1o KaHanaM cBsi3u. [laccUBHBIC M aKTUBHBIE METO/IbI 3ALUTHI UH(YOPMALIMK OT YTEUKH B
pe3ynbTaTe 3JIEKTPOMAarHUTHBIX U3JIyY€HUN U HABOJOK.

KommiekcHoe obecnieuenne 3amuThl MHPOPMALIMU OT YTEUKH [0 TEXHUYECKUM KaHaiaM. MeTtoauka
NPUHATHS PELLICHHs] Ha 3aIUTy OT YTe4YKH MH(OpMAIMK B OpraHu3any. Bo3MoxHbIe BUJIbI KBATU(PHUKALIUN
3JI0YMBIIIIEHHUKOB. O1lIeHKAa BO3MOKHOCTEHM BEPOSITHBIX 3J10YMBIIIJIEHHUKOB. OIleHKa CBOEH OpraHu3aIuu
KaK BO3MOKHOI'O MICTOYHUKA MH(DOPMALIUH IS 37I0yMBIIIIICHHUKOB. [1ops10K opranu3anny 3aIuThl
UH(pOPMALIMKU Ha 3Talle olpeesieHus 3a1a4 3auThl. [Topsaok BeiOOpa 1enecoo0pa3HbIX MEp U CPEICTB
3amuThl. Kpurepuu onieHkH ypoBHs 3auThl. OpraHu3aliiOHHbIE CLIOCOOBI 3aIUTHI.




Tewma 5. 3ammra nHpopManmu B kKomnbloTepHbix cuctemax (OITK-5, OITK-8)

TakcoHoMus HapylmeHUH HHPOPMALMOHHON O€30MaCHOCTH BBIYNCIUTEIEHOW CUCTEMBI U IIPUYMHBI,
o0ycaBIMBaIONIME UX CYLIECTBOBaHHUE. YTPO3bl O€3011aCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX.
Knaccugukaius cnoco60B HeCaHKLIMOHUPOBAHHOI'O 0CTyIa K HH(OPMAIMK B KOMIIBIOTEPHBIX CHCTEMAaX.
Mogenb noBeJieHNs NOTEHIMAIbHOTO HapyLIUTENs. AJITOPUTM HMOATOTOBKU M peau3aliiy aTaku
HapyumuTenaeM. ATaka Ha IOJIUTUKY 0€30MacCHOCTH. ATaka Ha CMEHHBIE 2JIEMEHTHI CUCTEMbI 0€30aCHOCTH.
ATtaka Ha IpOTOKOJIbl HHPOPMALIMOHHOTO B3aMMOAEHCTBU. AHAIN3 CIOCOOOB HapyIIEHU
nH()OpPMAITMOHHONW 0€30MMaCHOCTH.

[IpoTuBOAEHicTBHE HECAHKIIMOHUPOBAHHOT'O JIOCTYNA K MH(POPMALIUU B KOMIIBIOTEPHBIX CUCTEMAX.
TpeboBanus k cucteme 3amuThl HHGopMauuu. [IpHHIKIIEL U TpaBUIIa OpraHU3alMy 3alMThl HHPOpMaLUU
OT HECAHKLIMOHUPOBAHHOI'O 10CTyNa K HH(OpPMAIMK B KOMIIBIOTEPHBIX CHCTEMax. DTallbl pa3BUTHS CUCTEM
UHpOpMaLMOHHOM 6e3omacHocTH. CpencTBa 3amuTa nHOopMaluy B KOMIIBIOTEPHBIX cucTeMax. Cucrema
3alUThl HH(pOpMAIMK Ha 0a3e MporpaMMHO-aNNapaTHOro Komiuiekca. [loacuctemsl 3amuTsl HHGOPMAIUH.
CocTaB THIOBOI0 KOMILIEKCA 3aIIUThI OT HECAHKLIMOHUPOBAHHOI'O I0CTyNa K HH(popMaMi. MexaHU3Mbl
paboThl KOMIUIEKCA 3AIIUTHI OT HECAHKLIMOHUPOBAHHOI'O I0CTyIa K HH(OpMAIIHH.

MHoroypoBHeBasi MOJIEJIb 3aIIUTEl 00BEKTOB HHPOpMaTu3auu. CriocoOb! 3auTsl HHYOPMAIUKN OT YTEUKU
3a cueT [IDMUH. AKTHBHBIE YCTPOKCTBA 3alUTHI OT yTeUKH 1o kaHaiaMm [IOMUH.

MesxyHapoaHble CTaHJapThl MHPOPMALIMOHHOTO 0OMeHa. ANnapaTHO-TEXHUYECKHE CPEeCTBA s
OpraHu3alK TEXHUYECKOH 3aluThl B chepe MexTyHapoaHOro nHpopmamonHoro oomena. TexHonoruu
3alUThl HH(pOpMAIMK. ANIapaTHble MeXCeTeBbIe 3KpaHbl. Pekomenaanun Microsoft mo 6e3omnacHomy
HOJIKJTFOUEHHIO TIOUYTOBOTO CepBepa K MHTEepHET. bezonacHocTh Opay3epoB. Cxema MoAKIIOYeHUS
OpannMayspoB WK GaiIBOIIIOB M MEKCETEBOT0 3KpaHa. bpanamaysp Agnitum Outpost Firewall Pro.
3amuTa JIOKaIbHbIM BEIYUCIUTENBHBIX CETeH OpaHaMay3poM C OHUM ceTeBbIM nHTepdeiicom. Cpencraa
3anuThl nHpopmarmu eToken, Symantec Antivirus for Ms Exchange, Symantec Antivirus client.
OnexTpoHHas M(poBas NOAIKCH, TOPSIOK PYHKUMOHUpOBaHU. [ umoreTnyeckas (rereporeHHas)
BBIYUCIUTENbHAs ceTh. KOMIUIEKCHBIN TJIaH TEXHUYECKON 3aIIUThl MHPOPMALIUU. AJITOPUTM CO3AaHUS
cUCTeMbl HHPOPMALIMOHHOM Oe3omacHocTH. COBEPIICHCTBOBAHUE OPTaHU3ALIMOHHBIX MEPOIPUSATHIA, MEPHI
NPOTUBOACUCTBUS B3JIOMY 3aIIUTHL. Jlornueckas apXuTeKTypa HHPOPMAIMOHHO-BEIYUCIUTEEHOTO
KOMILJIEKCA.

3ammra HHPOPMAIIMU B KOMIBIOTEPHBIX CUCTEMaX OT CIy4alHBIX yrpo3. Co3aHue U ynpaBiIeHue
YUETHBIMH 3alUCSAMU MoJib30BaTeneil. Obecneuenue 0€30MacHOCTH PECYPCOB C MMOMOIIBIO Pa3peIeHni
¢aiinoBoit cucrembl NTFS. Ayaut pecypcoB 1 COOBITHI CUCTEMBI 3alIUTHI. HacTpoiika CHCTEMHBIX
napameTpoB Oe3onacHocTH. Hactpolika mapameTpoB 0e30macHOCTH MOAKII0YeHUs K IHTepHeT.
[NoBbIenne Ge3omacHoCcTH HH(POPMAITK BCTPOSHHBIME cpencTBamu. LIndpoBanus onepannoHHOM
CHCTEMBI. ApXHMBAlLlMsl 1 BOCCTAHOBIICHHE JAHHBIX.

[MonsaTtus o Buaax BupycoB. Knaccudukanus BUpycoB: 1o cpeae 00uTaHust; IO CIOCO0y 3apakeHHsl; 10
CTETIeHU ONACHOCTHU JAECTPYKTUPOBAHHBIX BO3ICHCTBHIA; MO aNrOPUTMY (PYHKIMOHUPOBaHHS. MeXxaHH3M
paboTel BUpycoB. CriocoObl BHEAPEHUS TOTEHIIMAIBHO OMACHBIX MTporpaMM. MeTo bl 0OHapykeHUs
BUPYCOB: CKaHUPOBAHHE; OOHAPYKEHHE N3MEHEHHIA; IBPUCTHUECKUI aHAIN3; UCIIOIB30BAHNE PE3UICHTHBIX
CTOpO’KE; BAKIMHIUPOBAHUE TIPOTPAMM; arapaTHO-IPOTpaMMHasl 3alIUTa. AHTUBUPYCHBIE TPOTPAMMBI:
Norton AntiVirus; McAfee; Dr. Web; Kaspersky Anti-Virus; AaruBupyc Kacniepckoro OEM.
[IpodunakTrka 3apakeHUst BUpyCaMH KOMIBIOTEPHBIX cucTeM. CyITHOCTh KOMIUIEKCHOTO MOIX0/a K
0€301acHOCTH HH(POPMALIUK B KOMITBIOTEPHBIX CHCTEMAX.

Tewma 6. Kpunrorpadguueckue meroas! 3amuthl (OITK-5, OITK-8)

Brenenue B kpunronoruto. Ucropudeckuit 0030p. Kpunrorpadus u kpunroananus. [Toustue
KPUNTOCTOMKOCTH CUCTEMBI 3alTUThl HHPopMmaruu. lllndpoBanue kak MeTo1 KpUNTOrpadhuueckoro
npeobpaszoBanus. Kitoun u anroputmsel mudposanus. MeToasl MHPPOBAHUS C CHMMETPHUYHBIM KITFOUOM.
MeTto/ib1 3aMeHbI (MTOACTaHOBKM) U niepecTaHoBkH. ["ammupoBanue. [ludposanue, ncnonp3yromiee
reHepaTophl (AATYMKU) TICEBAOCTYYalHBIX MoceqoBaTeabHocTel. CUcTeMbl 6JI0YHOTO MKU(POBAHUS Ha
ocHoBe oreuectBeHHOTo ['OCTa u cranmapta DES (CILA). CucteMbl HECUMMETPUYHOTO HTU(PPOBAHUS: C
OTKPBITHIM KITFOYOM I HIU(POBAHUS U 3aKPBITHIM - AJis AemndpoBanusi. OJHOCTOpOHHHE (PYHKIIUU.
Kpunrorpaduueckas cuctema RSA. DnextponHas nudpoBasi HOAMUCH HA OCHOBE KPUNITOTPaPUIecKOro
npeoOpazoBanus. OCOOEHHOCTH CTaHIAPTU3AIMH U CEPTUDUKAIINH KPUTITOTPAPUUIECKUX CPEICTB.




7.2 ConeprkaHue MPaKTHYECKUX 3aHATHH 1 1a00paTOPHBIX padboT

Tewma 5. 3ammra nHGOpManmu B KomnbloTepHbIX cuctemax (OITK-5, OITK-8)

[IpoTuBOACHiCTBHE HECAHKITMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUU B KOMITBIOTEPHBIX CHUCTEMaX.
TpeboBanus k cucteme 3aMThl HHGOopManuu. [IpHHINIIEI U TpaBUIIa OpraHU3aIMK 3aIUTH HHPOPMALIUN
OT HECAHKIIMOHUPOBAHHOT'O JIOCTyNa K HH(OPMAIMK B KOMITBIOTEPHBIX CHCTEMaX. DTaIlbl Pa3BUTHS CUCTEM
uHpOpMaMoHHOM Oe3omacHocTH. CpencTBa 3amuTa nHPOPMAIMK B KOMITBIOTEPHBIX cucTeMax. Cucrema
3anUThl HH(pOpMaIMK Ha 0a3e MPOrpaMMHO-ANIIapaTHOTO KoMIuiekca. [logcucTeMsl 3amuTsl HHPOpMAIU.
CocTtaB THIIOBOTO KOMILIEKCA 3AIIMTHI OT HECAHKIIMOHUPOBAHHOTO IOCTyNa K HH(popMai. MexaHu3Mbl
paboThI KOMIUTIEKCA 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH()OpMAIHH.

7.3. ConepskaHue CaMOCTOSITeIbHOM paboThI

Tema 2. CTpyKTypa, 3aJJauu 1 OCHOBHBIE ()YHKLIUU IOCYAAPCTBEHHONW CUCTEMBI 3alUThI HH(OPMALIHH.
Opranu3annoHHO-TIpaBoBoe odecnieueHue 3auuThl nHpopmarmu (OIIK-5)
Tect

Tema 3. JIuneH3upoBaHue AATEIBHOCTU B 00JIACTH 3alUThI HH(POPMAIMU, CEPTU(UKALINS CPEACTB
3alUThl HH(pOpMAIMK U atTecTanus 00bekToB nHpopMmaTuzanuu (OIIK-8)
ntcn

Tema 4. 3amura nHGOPMALIUKN OT yTEUKHU MO TexHHuueckuM kaHaigam (OIIK-5)
ntcn

Tema 5. 3amura nngpopmanuu B komnbsiotepHbix cucremax (OIMK-5, OIIK-8)
KOHTPOJIbHBIE paObOTHI

Tema 6. Kpunrorpapuueckue meroas! 3amutsl (OIIK-5, OIIK-8)
KonTponbhas padora
[TogroroBka k 3x3amMeHy




7.3.1. [IpumMepHBIE BOMPOCHI IS CAMOCTOSATEILHON TOATOTOBKH K 3a4€Ty/9K3aMEHY
[Tpunoxenue 1

7.3.2. IIpakTryeckue 3aJjaHus 0 JUCIHUILIMHE JIJI1 CAMOCTOSTENIbHON MOATOTOBKHU K
3a4eTy/3K3aMeHy
[Ipunoxenue 2

7.3.3. [lepeueHn KypcoBBIX paboT
HE TPEyCMOTPEHO

7.4. D1eKTpOHHOE MOPTPOINO 00YUAIOLIETOCS
Marepuainsl He pa3MeIalTCs

7.5. Meroandeckre peKOMEHIAINH 10 BBITIOJIHEHUIO KOHTPOJIBHOM paboThl
Y4eOHBIM IJIAHOM HE IPEAYCMOTPEHO

7.6 MeToanyeckie peKOMEHIAlMH 110 BHITIOJTHEHUIO KypCOBOH pabOTHI
HE [IPEAyCMOTPEHO

8. OCOBEHHOCTHU OPT'AHU3AIINU OBPA3OBATEJIBHOI'O
MNPOLECCA 11O JMCIUIIVIMHE JUIs1 JINL C OT'PAHUYEHHBIMUA
BO3MOXHOCTAMMU 31O0POBbs

1o 3aaenenuto cmyoenma

B nensx AOCTYNMHOCTH OCBOEHHUS MPOTPaMMBbI ISl JIUI] ¢ OTPAHUYEHHBIMUA BO3MOKHOCTSIMH 3/10POBbS
pyu HeOOXOAUMOCTH Kaderpa o0ecreunBaeT CleAyONIUe YCIOBUS:

- 0COOBIH MOPSAIOK OCBOCHUSI AUCHIUTIINHBI, C YIE€TOM COCTOSIHUS UX 310POBbS;

- DJIEKTpOHHBIE OOpa3oBaTeNbHBIE pECYpChl MO MUCHMILUIUHE B (QopMmax, aJanTHPOBAHHBIX K
OTPAHUYEHUSM UX 3/I0POBBS;

- M3y4YeHHWE JUCUUIUIMHBI MO0 WHAMBUAYyAIbHOMY y4eOHOMY IUIaHy (BHE 3aBUCHMOCTU OT (POPMBI
oOyueHus);

- DJIEKTpOHHOE OO0yuyeHHWe U JAUCTAHIMOHHBIE O00pa30BaTENbHBIE TEXHOJOTHUH, KOTOPHIC
peIycMaTPUBAIOT BO3MOXKHOCTH MpUEMa-Tiepe1adu nH(HOPMAaIIUY B JOCTYIMHBIX AJIsl HUX (hopMax.

- goctyn (yAalneHHBIA JOCTYN), K COBPEMEHHBIM TMpodeccHoHANbHBIM 0a3aM JaHHBIX W
UHGOPMAIMOHHBIM CITPABOYHBIM CHCTEMaM, COCTaB KOTOPhIX onpeenex PIT/I.

9. MEPEYEHb OCHOBHOM ¥ JIONOJHUTEJIbLHON YYEBHOM JINTEPATYPBHI,
HEOBXOJAUMOM )11 OCBOEHUA TUCIUILIVHBI
Caiit Oudsmorexu Ypl'dy
http://lib.usue.ru/

OcHoBHas1 IuTepaTypa:

2. Cprues FO.H. 3amura uapopmanuu 1 nHGOpMaLMOHHAs 0€301aCHOCTD [ DJIEeKTPOHHBIN
pecypc]:Yuebnoe nocobue. - Mocksa: OO0 "Hayuno-uzgarensckuii nentp MHOPA-M", 2022. - 201 —
Pexum noctyna: https://znanium.com/catalog/product/1844364



3. CyBopoga I'. M. MndopmarmonHas 6e30macHOCTh [ DJIEKTPOHHBIN pecypc]: YaeOHoe nmocooue s
BY30B. - MockBa: IOpaiit, 2022. - 253 — Pexxum noctymna: https://urait.ru/bcode/496741

JonoHUTeILHAS JTUTEpPAaTYypa:
2. Pomnues 10. A. Undopmannonnas 6e3onacHocts. Harmonanbabie cTangapTel Poccuiickoi
Oepepanun:yueoHoe mocoodue. - Cankr-IletepOypr [u ap.]: [Tutep, 2023. - 384

10. MIEPEYEHb TH®OPMAIIMOHHBIX TEXHOJIOT UiA, BKJIIOYAS TEPEYEHB
JIMHEH3UOHHOI'O TPOTPAMMHOI'O OBECIIEYEHUSA U UTHO®OPMAIIUNOHHBIX
CIIPABOYHBIX CUCTEM, OHJIAH KYPCOB, UCITIOJIB3YEMbBIX ITPY OCYIHIECTBJIEHUA
OBPA3OBATEJIBHOT'O ITPOUECCA 110 AUCIUIIVINHE
IlepeyeHb JUIIEH3NOHHOTO IPOTPAMMHOTIO O0ecTIeYeHNUs

Microsoft Windows 10 .JloroBop Ne 52/223-110/2020 ot 13.04.2020, Akt Ne Tr000523459 or
14.10.2020. Cpok neiicTBUA JTUIEH3UH -be3 orpaHndeHus cpoka.

Microsoft Office 2016.Jloroop Ne 52/223-110/2020 ot 13.04.2020, Axt Ne Tr000523459 or
14.10.2020 Cpoxk neiicTBUS TULEH3UHU -be3 orpaHudYeHus cCpoka.

Libre Office. Jluiensust GNU LGPL. Cpok neficTBust TUIICH3UU - 0€3 OrpaHUYeHUS CPOKa.

Ilepeyenb HHGPOPMALMOHHBIX CIPABOYHBIX CHCTEM, pecypcoB HHPOPMAIMOHHO-
TeJIeKOMMYHHMKAIUOHHOM ceTH « UHTepHe»:

CrpaBouno-mpaBoBasi cuctema ['apant. JloroBop Ne 58419 ot 22 nmexabpst 2015. Cpok npeiicTBus
JMIIEH31H -0€3 OrpaHUYeHUs CPOKa

CnpaBouHo-mipaBoBasi cucrema Koncynerant +. Jloroop Ne 143/223-Y/2025 ot 02.12.2025 Cpox
nerctBus auieH3uy qo 31.12.2026

11. OMUCAHUE MATEPUAJIbHO-TEXHUYECKOM BA3bI, HEOBXOIUMOM JIJI
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLHECCA IO ANCHUIIJIMHE

Peanuszanus yyeOHONW NHUCHUUIUIMHBI OCYLIECTBIIETCS C MCIOJIb30BAaHUEM MaTepUalbHO-TEXHUYECKOU
6a3pl YpI'OVY, obecnieunBaroiieil MpoBeIeHUE BCEX BUOB YUEOHBIX 3aHATUI U HAyUYHO-UCCIIEI0BATEIbCKON U
CaMOCTOSITENIbHOM pabOThl 00yYarOIIMUXCS:

CrnenranbpHble TIOMEIIEHUS TPEACTABISIIOT CO00H yueOHbIe ayTMTOPHH JUIS TPOBEICHHUS BCEX BUIOB
3aHSTUN, TPYIIIIOBBIX U UHIUBUAYAIbHBIX KOHCYJIBTAIMH, TEKYILIEr0 KOHTPOJIS U MPOMEKYTOUHON aTTECTalUH.

[TomemieHust Asii caMOCTOSITENIbHON paboThl 00yYaromMXCsl OCHALIEHbl KOMIBIOTEPHONM TEXHUKOH C
BO3MOXKHOCTBIO TOAKIIOUECHUs K cetd "HMaTepHer" u oOecredeHWEeM JIOCTyNla B  DJIGKTPOHHYIO
nH(pOpMaIMOHHO-00pa3oBaTeNbHyI0 cpeay Ypl OVY.

Bce nomernienns yKOMIUIEKTOBAaHbI CHEUAIN3UPOBAHHONW MEOENbI0 U OCHAILEHBl MYJIbTUMEIUNHHBIM
obopyoBaHrueM creno0opyaoBaHueM (MHGOPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIM, HHBIM KOMITBIOTEPHBIM),
JOCTYIIOM K MH(OPMAIIMOHHO-IIOMCKOBBIM, CIIPABOYHO-IIPABOBBIM CHCTEMaM, 3JIEKTPOHHBIM OHOIMOTEUHBIM
cuctemaMm, 0a3aM JaHHBIX JEHCTBYIOIIErOo 3aKOHOJATENbCTBA, HMHBIM HMH(POPMAIMOHHBIM pecypcam
CITy KalllMMU JUIs Ipe/IcTaBiIeHNus yueOHOM nHpopManuy O0JIbIION ay TUTOPHH.

Jnst mpoBeneHus 3aHSITUN JIEKIIMOHHOTO THUIA Mpe3eHTAallMu U JIpyrue yuyeOHO-HarasaHble mocodus,
o0ecrneunBarone TEeMaTHYECKUE NILTIOCTPAIIIH.



[Ipunoxenue 1
K paboueii mporpamme

7.3.1. IlpumepHbIe BONPOCHI /ISl CAMOCTOSITEIbHOM MOATOTOBKH K 3a4eTy/IK3aMeHY

K 3auery
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15.
16.

17.
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19.
20.

[Honatue nHGOPMAITMOHHBIX YTPO3.

NudopmanoHHble BOMHBI.

WNndopmannonnsie yrpossl 6ezonacnoctu PO. Jloktpuna nHGOpMamoHHON
6e3onacHocTtu PO.

Buas! mpoTUBHUKOB. XaKepsl.

Kowmnerorepnsie Bupychl. Ucropus. Onpenenenue no YK PO.

Bunbl, npyHIMIIBI AEHCTBUS BUPYCOB, 1€EMAaCKUPYIOIINE IPU3HAKU.

Bunibl BO3MOXHBIX HapylIeHUH HHPOPMAIIMOHHOM cucTeMbl. O01as kiaccupukanus
UH(QOPMALMOHHBIX YIPO3.

Yrpo3bl pecypcam KOMIbIOTEPHOM 0€30aCHOCTH. YTPO3bl, peain3yeMble Ha ypOBHE
JIOKAJIbHOM KOMITBIOTEPHOU crucTeMbl. YenoBeueckuid (hakTop.

Yrpo3bl KOMIIBIOTEPHON MH(OPMALIMH, peall3yeMble Ha allllapaTHOM YPOBHE.

VY naneHHble aTaky Ha KOMIIBIOTEPHBIE cUCTEMBIL. [[pUUnHBl ys3BUMOCTEN KOMIIBIOTEPHBIX
CETEH.

[IpaBoBO€ yperynnpoBaHHUe 3alIUThl HH(OPMAIIHH.

Pons, 3amaun u 00s13aHHOCTH agMuHKCcTpaTopa 6e3onacHocTu KC.

3amyra JaHHBIX KpunTorpadpuueckuMu MetoaMu. Metoabl u@poBaHus.

3amuTa 1aHHBIX KpUOTOrpaUyeCKUMU METOJaMH. AJITOPUTMBI IIHU(POBAHMUS.
Tpeb6oBanus k mudpam. Cpasaenue DES u I'OCT 28147-89

TunoBble yJjaJleHHbIE aTaKU C UCTIOJIb30BAaHUEM YS3BUMOCTEN CETEBBIX MPOTOKOJIOB.
Knaccudukanus ynaneHHbIX aTak.

[TonuTrka 6€30MaCHOCTH U €€ COCTaBJISIOLIHE.

Monenu 3amutsl nuaopmanuu B KC.

TexHoyoruu 3a1uUThl ¥ pa3rpaHUYEHUs T0CTYyIIA.

Crannaptel Ub.



[Ipunoxenue 2
K paboyeli nporpamme

7.3.2. IllpakTUyecKue 3aJaHUS M0 JUCUUIJIMHE JJIA CAMOCTOSATEIbHOM MOJAT0TOBKHU K 3a4eTy

Komnerenuuu

OIIK-1 CriocobeH orieHnBaTh posib HHpopMaIyy, HHYOPMAIIMOHHBIX TEXHOJIOTHH 1 HHPOPMAITHOHHOMH
0€301acHOCTH B COBPEMEHHOM OOII[ECTBE, X 3HAYCHHUE ISl oOecieueH st 00BbEKTUBHBIX TOTPeOHOCTEH
JMYHOCTH, OOIIECTBA U TOCYapCTBa;

OIIK-5 CriocobeH npuMeHSITh HOPMAaTUBHEIE ITPABOBBIC aKThI, HOPMAaTHUBHbBIE U METOJUUECKHE JOKYMEHTBHI,
perIaMeHTHpYIOIUE AeSTEIbHOCTD 110 3amuTe HHpopmanuu B chepe npodeccHoHaTbHOM AesITENbHOCTH;
OIIK-8 CriocoOeH ocyIecTBIATh MOA00p, H3yUeHHe U 0000IIeHNe HayTHO-TEXHIYECKOW JTUTePaTyphI,

HOPMATHUBHBIX U METOJUYCCKUX JOKYMEHTOB B IICIIAX PCIICHUSA 3a1a4 HpO(l)CCCHOHaHLHOﬁ JCATCIbHOCTH,

3adanus 3aKpvimozo muna
1. Yo Takoe mmdpoBanue?
a. [Iponecc npeoOpazoBaHsi MOHATHOTO TEKCTA B 3alIM(POBAHHBINA TEKCT
b. IIportecc mpeoOpazoBanHms 3amUPPOBAHHOTO TEKCTA B TTOHATHBIA TEKCT
c. Meron ataky Ha ceTh, HCIOB3YIONIHI MHOXKECTBO KOMITBIOTEPOB

d. Ha3BaHue onpeeneHHoro Tuia BUpyca

2. Yro Takoe QaiipBon?
a. [IporpaMma, KOTOpast 3alUIIAET KOMIIBIOTEP OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIa
b. [Iporpamma, KOTOpasi co3gaeT BUPYCHI
c. YCTpOHCTBO, KOTOPOE UCTIONB3YETCs AJIsl XpaHEHUS TaHHBIX

d. Mertka, KoTOpast HIEHTU(HUIHUPYET YCTPOHCTBO B CETH

3. UYro o3Hauaet TepMHH "QUIIMHT" B KOHTEKCTE HHPOPMALMOHHON Oe30macHOCTH?
A. Kpaxa mapouieii 1 JOTHHOB C YS3BUMBIX CaliTOB
B. OtmpaBka JI0KHBIX COOOLICHUH ¢ TeTTbI0 0OMaHa MoJIb30BaTeNei
C. HezakoHHBII AOCTYN K 3alIMIICHHBIM JTAHHBIM

D. Ucnonb3oBanue BpemoHocHOTO [10 1714 MOTydYeHus TOCTyTa K CHCTEME

4. Kak nHaspiBaeTcs mporecc OOHapyKeHHS W YCTPaHEHHUS YSI3BUMOCTEH B cHcTeMe WH(OPMAIMOHHON
6e3omacHocTH?
A. Ananus yrpo3
B. Kpunrorpadus
C. IIpoBepka 0e30MacHOCTH

D. Pe3epBHOE KONTUpOBaHUE

5. Kakwue u3 nepedncieHHbIX HIKe Taposiel Hanbolee Ha Ie)KHbI?



. 123456

. qwerty
. 59d8bf45¢1900a0

o 0 w >

. password

6. Uro Takoe nByx(hakTtopHas ayreHTH()HUKAHAI?
. BBox sioruna u maposis
. Ucrionp30oBanue oTHeYaTka naiblia s BX0Ja B CUCTEMY

. Ucnionp3oBanue CMapT-KapThl U apOJid 41 BXOJa B CUCTCMY

o Qo w »

. Mcrionp30BaHne HECKOJIBKUX Pa3JINYHbIX MCTOAOB AJId HOATBCPKACHUSA JIMYHOCTH MTOJIB30BATCIIA

7. Kakum 00pa3oM MOXXHO 3alIUTUTH Ce0sl OT BUPYCOB U BpegoHocHoTo [107
. Ucnonb30BaTh CI0XKHBIE TAPOITU
. PesepBupoBanue naHHBIX

. YcTaHOBKa aHTUBUPYCHOTO IPOTPaMMHOT0 00ecieueH s

o QO w »

. Ucnionp3oBanue 001a4HOTO XPaHUITUINA JAHHBIX

8. Uro Takoe SSL-mumdpopanue?
. 3ammTa OT BUPYCOB M BpemoHocHoro [10
. [IpoTokon 6Ge30MacHOro CoeMHEHUSI IS TIepelaun IaHHbIX yepe3 HTepHer

. ®opmat muppPOBAHHOTO MMAPOJIS

o 0 w p

. Cuctema KOHTPOJISA JOCTYIIA K 3alTUIIICHHBIM JaHHBIM

9. Uro Takoe "umuar"?
a. Tun 3nonamepennoro 10
b. Tun MoeHHNYECTBa, OCHOBAaHHBIM Ha 0OMaHe MOJIb30BaTeNs
c. AnmapartHoe obecrieueHue, 3alUIIaIee OT B3JIOMOB

d. Anroput™ mmdpoBaHUA AAHHBIX

10. Yo Takoe "Bpenonocuoe [10"?
a. [IporpamMmmMHoe obecnieueHue, pa3paboTaHHOE IS 3aIIUTHI OT XaKEPOB
b. [IporpamMmmHoe obOecnieueHue, mpeIHa3HAYeHHOE [T 00X0/1a 3alUThI
c. [IporpamMmMHoe obecrieueHre, KOTOPOE HAHOCUT BPel KOMITBIOTEPY HITH IPYTOMY YCTPOHUCTBY

d. IIporpammHoOe obecrieueHne, KOTOpPOe aBTOMaTHUECKH OOHOBIISIET CHCTEMY 0e3 pa3pelIeH s 0Ib30BaTes

3adanus omxpuimozo muna (npusooumcst xomsi bvl 00UH npumep, OONYCKAIOMCS OMKIOHEHUS. O NPUBECOCHHBIX

HUdICe onpeoeneHuti)

1. Yro Takoe mudposanune nannpix? [IpuBeaure npumep ajaropuTmMoB mudpoBanus.

2. Yro Takoe VPN? IIpuBenute npumep nomyasipubix VPN-cepBucoB.
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Yro Takoe MesKceTeBOH IKpaH?

KakoBbl 0CHOBHBIC IPUHUMIIBI KPUNITOrPAa(huu U KaK OHM MCIIOJIb3YIOTCH /151 o0ecnedeHust
uHopmanuonHoi 6e3onacaoctu? IlpuBeaure npumep aJJropuTMOB KpUNTorpaduu.

Yr1o Takoe 0OTHETHI M KAaK OHH HCIOJB3YIOTCS Ui NMpoBedeHuss kuOeparak? IlpuBenure
npumep 00THETOB.

Kakue cymecrBylor Meroabl 3amutbl 0T SQL-unbexkuuii? IlpuBeaure npumep
HHCTPYMEHTOB JIs1 3alUTHI 0T SQL-nHbeKIuii.

KakoBbl 0CHOBHBIE YI3BUMOCTH, CBsi3aHHBbIe ¢ Oe3onacHOcThIO loT-ycTpoiicTe? IlpuBeanre
NpuMep KOHKPETHBIX YCTPOIHCTB M THIIOB aTaK HA HUX.

Yto Takoe aHAJM3 Yrpo3 M KaK OH HCIOJIb3yeTcsl /I onpe/iesieHUs] YPOBHSI pPUCKa B
uHpopmanuonHoii Oe3zonmacHoctu? IlpuBeauTe NMpuMep MHCTPYMEHTOB /Jisi NPOBeIEHUS
aHaJIN3a yrpos.

Yrto Takoe 0e30macHOCTH BeO-cepBHCOB M Kak OHa oOecneunBaercs? IlpuBegute mpumep
yYA3BHUMOCTel BeO-cepBHCOB U METOI0B MX 3alUTHI.

Kak paboraer cucrema 3amuTbl WHPOPMALMH HAa YPOBHE ONEPANMOHHON CHCTeMbl?
IIpuBeauTe nMpuMep ONEepanMOHHBIX CHCTEM M METOA0B 3alIUTHI HH(OPMALMH HA YPOBHE
OcC.

Yro Takoe 3amuta or DDoS-atak m kak ona peamusyercsa? IlpuBeaure mnpumep
HHCTPYMEHTOB M TEXHOJIOTHi 1151 3amuThl oT DDoS-arak.

Kakue cymecTByOT MeTOABI 3aIIUTHI OT (GUIIMHIA U COUATBbHON NHKeHepun? [lpuBenure
NPUMeP MHCTPYMEHTOB U TEXHOJIOT Ui 17151 321U THI OT (PMILIMHIA M COLMATbHON NHIKEHEPUH.
Kak paGoraer cucrema ynpasiieHusI J0CTYIIOM M KaK OHa olecrne4yuBaeT 0e30laCHOCTH B
uHpopmanmonnbix cucremax? IlpuBeaure npuMep HHCTPYMEHTOB [UIA YNPABJICHUS
AOCTYIIOM M METOA0B MX NPHMEHEeHHUS.

YTo TaKkoe 1HeJJOCTHOCTD JaHHBIX M Kak OHa o0ecneunBaercsa? IlpuBennTe npumep MeTonos
olecrieyeHus! LEeJOCTHOCTH AaHHBIX.

Yro Takoe napoJb? IlpuBeaure npuMep THIIOB MapPoJIei.

Kakue cymecrByloT Meroabl ayreHTHuKanuu mnoJb3oBaresaeii? IlpuBegure npumep
KaK/10T0 MeTOAA.

UYrto Takoe SSL-cepruduxkar? IlpuBeaure npumep cepTuhuKaToB.

Kakue cymecTBylOT THINBI aTak Ha BeO-nmpujiokeHusi? IlpuBenure nmpuMep KaxkKaoro Tuma
aTak.

Yro Takoe pumuHr? Ilpuseaure npumep pa3HOBUIHOCTEH (pUIIMHTA.

Yro Takoe DoS-araka? IIpusBeaure npumep MmetonoB nposeaenus DoS-arak.

Yro Takoe DDoS-araka? IlpuBeaure npumep MeTo10B nposenenuss DDoS-arak.

Yro takoe SQL-unbexnus? [lpusenure npumep tunoB SQL-uHbeKIUiA.
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Yro Takoe 3amuTa nepumerpa? [IpuBeaure npuMep HHCTPYMEHTOB 3alIIUTHI lepUMeTpA.
Kakue cymecTBy0T TUIIBI 03KanoB AaHHbIX? [IpuBeanTe npuMep Kaxka0ro Tuna 03Kanos.
Yr1o Takoe mHorogakropuas ayrenrupuxkauusa? IlpuBeaure npuMep MeTOI0B pean3aluu
MHOTrO()aKTOPHOH ayTeHTH(PUKALMH.

Kakue cymecrByror THnsl BpeaonocHoro I1O? IlpuBeaure npumep Ka:KIoro Tuma
BpeaoHocHoro I10.

Yrto Takoe anTuBupyc? [lpuBennre npumMep nonyJasipHbIX aHTUBHPYCOB.

Yro Takoe paepon? [IpuBeaure npumep nonyJasipHbIX (paepBoI0B.

Yro Takoe Bupyc-mudpoBaabmuk? IlpuBeaure mnpumep H3BECTHBIX BHPYCOB-
1 (ppoBaNbIIMKOB.

Yro Takoe Opyrdopc? [IpuBenure npumep cuTyanmni, KOrjaa ucnojb3yercs opyrdopc.



