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BBEJIEHUE

Pabouas nmporpaMMa AUCIUIUIMHBI SBJISETCS YaCThIO OCHOBHOW NPOQeCcCHOHATBHOM
00pa3oBaTeNbHON MPOTrpaMMBbI BBICILIET0 00pa30BaHUs - IPOrpaMMbl OakajgaBpuaTa, pa3paboTaHHON B
coorsercTBu ¢ ®PI'OC BO

dI'0C BO denepalibHbIN rocyaapCcTBEHHBIN 00pa30BaTENIbHBIN CTaHIApT BhICIIEr0 00pa30BaHUs
- OakanaBpuar no HampasyeHuto noarotoBku 38.03.05 busnec-unpopmaruka (mpukas
MunoOpnayku Poccun ot 29.07.2020 r. Ne 838)

1. HEJIb OCBOEHU S JUCHUITJINHbI
Llenbro ocBOCHMSI yUeOHOM TUCIMIUIHHEL  «METOIBI B CpecTBa HHPOPMAIIMOHHON 0€301TacHOCTHY
aBJsieTcss GOPMUPOBAHUE Y CTYIEHTOB TEOPETUYECKUX U MPAKTUUECKUX 3HAHUH B 00acTu
nH(}OpMAITMOHHOM 0€30MMaCHOCTH, TPUHIMIAM oOecrieueHruss HHPOPMaIMOHHON 6€30MacCHOCTH
roCyIapCTBa, MOIX0AaM K aHAIIM3Y ero HHPOPMAIMOHHOW HHPPACTPYKTYPHI M PEIICHHIO 3a/1a4
obecnieueHnst THPOPMAIIMOHHON 0€30MTaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
JluciunimHa OTHOCUTCA K 4acTH, (GOopMHUpyeMOi yYaCTHUKaMHU 00pa30BaTeIbHbIX OTHOILIECHUH.

3. OFBEM JUCIIUITJIMHBbI

Yacos

Konraktnas pabota .(mo CaMocTosTeNb
I[IpoMexyTouHas yd.3aH.) Has paboTa i
aTTecTanus Bcero 3a B TOM YHCIIE ..

ceMecTp JlaGoparo | MOArOTOBKa
Beero | Jlexuun pHblc | KOHTPOJIBHBIX M
KYPCOBBIX
Cemectp 5
Dxsamen [ 144 | 48 | 24 | 24 | 69 [ 4

4.1INTAHUPYEMBIE PE3YJIbTATBI OCBOEHMUS OIIOII

B pesynbrare ocBoenust OIIOII y BeimyckHHKa TOMAKHBI OBITH COPMUPOBAHBI KOMIIETEHIIUHY,
ycraHoBieHHble B cooTBeTcTBH PI'OC BO.

[Indp n HauMeHOBaHUE

Nuaukatopel JOCTHKEHUS KOMITETCHIUI
KOMIIETEHIINHA

AHATUTUYECKUN




TIK-3 IToaroroBKa JaHHBIX
JUISL TIPOBEJICHUS
AQHAIUTUYECKUX PaboT 1Mo
HCCIIEAOBAHUIO OOJIBIINX
JaHHBIX

NJI-1.T11K-3 3Hats:

Bo3MokHOCTH MMeroLIelcsl y MCTIOTHUTEINS METOA0I0IMYECKON U
TEXHOJIOTUYECKOH HH(PACTPYKTYphl aHATN3a OOJIBIINX JTAHHBIX
[IpenmertHas 06sacTh aHANK3a

Teopernueckre v MPUKIIAAHbIE OCHOBBI aHATN3a OOJIBIINX TaHHBIX
CoBpeMeHHbIE METOIbl 1 MHCTPYMEHTAJIbHBIE CPEICTBA aHATN3a OOJIBIINX
JAHHBIX

CoBpeMeHHBII ONBIT UCIIOIB30BaHUS aHATN3a OOJIBIINX TaHHBIX

Turbl 607BIINX JAHHBIX: METAJAHHBIE, TIOIYCTPYKTYPUPOBAaHHbIC,
CTPYKTYPUPOBaHHbBIE, HECTPYKTYPHUPOBAHHBIE

Bupl HICTOUHUKOB JTaHHBIX: CO3/IaHHBIC YEIOBEKOM, CO3/IaHHBIC MATMHAMU
HcTounuku nHGOpMaLny, B TOM YHcie HHPOpMAIUK, HEOOXOIUMOI s
o0ecrieyeHus AeATeIbHOCTH B IIPEAMETHON 00JIaCTH 3aKa3unKa
UCCIIEI0BAHHS

Mertoab! u3BIeUeHNST HHPOPMALIMU U 3HAHUH U3 T€TEPOreHHBIX,
MYJIBTHCTPYKTYpPHUPOBAHHbIX, HECTPYKTYPHUPOBAHHBIX HCTOUHUKOB, B TOM
YHcIe IPHU MOTOKOBOM 00paboTKe

Poccuiickue u MeXyHapOAHbIE CTaHIAPTHI HH(POPMAIIMOHHON
0e3omacHOCTH

CoBpeMeHHas TeXHOJOrHUecKas HHpacTpyKkTypa
BBICOKOTIPOU3BOJIUTEIBHBIX U PACTIPE/ICTICHHBIX BIYHCICHUN

PesxxuMbl momryueHust 1 00pabOTKU TaHHBIX, TOIEPIKKA PEKUMA PEATLHOTO
BpPEMEHHU

TexHonoruu xpaHeHus: 1 00pabOTKH OOJBIINX JAHHBIX B OpPTraHU3AIHU:
0a3bl TaHHBIX, XPAaHWJIUILA TaHHBIX, pacIpeeNieHHAs U MapauieIbHas
00paboTKa JaHHBIX, BEIYMCIICHUS B OTICPATHBHON MaMsTH

OO6na4yHble TEXHOJIOTUH, O0IaYHbIE CEPBUCHI

MeTobl OIIeHKH BPEMEHHBIX i CTOUMOCTHBIX XapaKTEPUCTHK TEXHOIOTUI
OOJIBINX TAHHBIX

TexHOI0rnu MEeKIMYHOCTHON U TPYNIIOBOM KOMMYHHMKAIIUU B I€JI0BOM
B3aMMOJICHCTBHH, OCHOBBI KOH()IMKTOJIOTUU

[IpaBuna nenoBoi nepenucKu

NJ-2.11K-3 Ymers:

Ornpenenars TpeOOBaHUS K MOCTABIIMKAM JAHHBIX U3 T€TEPOreHHBIX
HMCTOYHUKOB

OcCymIecTBISITh B3aMMOJICHCTBHE C BHYTPEHHUMHU U BHEIIIHUMHU
MOCTaBIIMKAMHU JIAHHBIX U3 T€TEPOTCHHBIX HCTOUYHUKOB

Pa3zpabarbiBaTh 1 OIIEHUBATH MOJIENH OOJIBIIUX JAHHBIX

Hcnonws30BaTh HHCTPYMEHTANBHBIC CPEACTBA JJI U3BJICUCHHS,
peoOpa3oBaHus, XpaHEHUS U 00paOOTKH JaHHBIX U3 Pa3HOPOIHBIX
HMCTOYHUKOB, B TOM YHCJIE B PEKUME PEaTbHOTO BPEMEHH
[Tpon3BOAUTE OUYUCTKY JAHHBIX ISl IPOBEICHUS aHATTMTUYECKUX PaboT
[IpoBoauTh MHTETpAIUIO U TTpeoOpa3oBaHKe OONBIINX 00HEMOB JTAHHBIX
OreHrBaTh COOTBETCTBHE HAOOPOB JIAHHBIX 3a/1a4aM aHaln3a OOJIBIINX
JTAHHBIX

OreHUBaTh CTOUMOCTD JAHHBIX TSI IPOBE/ICHUS aHATMTUYECKUX PaboT




TIK-3 IToaroroBKa JaHHBIX
JUISL TIPOBEJICHUS
AQHAIUTUYECKUX PaboT 1Mo
HCCIEI0BAHNIO OOIBIINX

JaHHBIX

HCTOYHHUKOB

N-3.11K-3 IMeTh NpakTUYECKUH OIIBIT:

OmnpeneneHne UCTOYHUKOB OOJIBIINX JTAHHBIX JJIS aHAJIM3a, UACHTUDUKALMS
BHEUIHUX U BHYTPEHHUX UCTOYHUKOB JIaHHBIX AJIs IPOBEACHUS
aHAJTUTUYECKUX PaboT

[Tonmyuenue u GuiabTparyst 60JIbIINX 00BEMOB JaHHBIX U3 FE€TEPOr€HHBIX

W3Bnedenue, mpoBepKa U OYUCTKA OONBIINX 0OBEMOB JJAHHBIX U3
reTepOreHHBIX HCTOUHUKOB
Arperanus 1 pa3paboTKa MpeacTaBiIeHus OOJIBIINX 00bEMOB JJAHHBIX U3
reTepOreHHbIX HCTOUHUKOB
Ornenka coOOTBETCTBUSI HAOOpa TaHHBIX MIPEIMETHOM 001aCcTH U 3aa4aM
aHATUTUYECKUX PaboT

5. TEMATUYECKHWM IIJIAH
Yacos
Konrakrhas padora (1o y4.3aH.)
Tewa HaumenoBanue TemMbl Beero II Cawocr. cagg);f)lz{(;g;w
Hacos Jlekun Hai?SZTOp Pa;:g e paGora 0if paboThI
Cemectp 5 117
WNHupopmannonHas 06e301acHOCTD:
Tena 1. |3¥KOHOMATENBHbIE N HOPMATHBHO-TIPABOBBIC 6 ) 4
OCHOBBI. Buibl mH(MOpPMAITMOHHBIX
pecypcoB 1o kareropusim noctyna (I1K-3)
CrtpykTypa, 3a/1a41 1 OCHOBHBIC (DYHKITUH
Tena 2. |TOCYAAPCTBEHHOI CHCTEMBI 3aLMTHI 12 ) ) ]
uHpopMmaiuu. Opranu3aliOHHO-IIPaBOBOE
oOecnieuenue 3auuThl nHGopmanuu (I11K-3)
JInneH3upoBaHue NEATEIHLHOCTH B 00IaCTH
3alIUThl HH(pOPMAIMH, CePTHPHUKALINS
Tema 3. |cpeacTs 3ammThl HHGOPMALIUY U 12 4 8
aTTecTanus 00bEKTOB HHPOPMATH3AIUN
(ITK-3)
Tema 4. 3amuTa nHGOPMAIHH OT YTEUKH 110 4 ) )
texuuyeckuM kaHanam (I1K-3)
Tema 5. 3amuTa UHGOpPMAIK B KOMITBIOTEPHBIX 47 6 14 27
cucremax (I11K-3)
Tema 6. ;()pI/IHTOFpa(I)I/ILIeCKI/IG MeTo bl 3amuThl (ITK- 2% ) 4 20
Tema 7. | Bonpocs! ynpasienust b (I1K-3) 10 6 4
6. POPMbI TEKYIIETO KOHTPO.JISI U TPOMEXKYTOYHOM ATTECTAIIMA
HIKAJIBI OHEHUBAHUSA
Paznen/Tema Bux ouerouxoro OrnucaHue OIEHOYHOTO CPEACTBA Kpurepui
CpelCTBa OLICHUBAHUS

Texynmit koHTpOab (IIpunoxenue 4)




YeTKOCTh U

Tema 1.
JIOTUYHOCTD
Mugopmario (bopMyIHPOBOK
HHAS pMyJIHp )
MPaBWIBHOCTH
0€e30I1aCHOCTb:
BBIIIOJIHEHUA U
3aKOHOIATEIh
odopmIIeHUS
HBIE U
. paboTHI,
HOPMAaTHUBHO- KonTponbhas CpencTBo IpoBEepKH YMEHUN IPUMEHSATh BLIIOHERHE
MIPaBOBbBIE pabota Nel MOJTyYEHHBIE 3HAHWUS JIUISl pEICHHs 3a/1a4 OCHOBHAIX
OCHOBBI. (ITpunoxxenue 4) | OmpeaeICHHOTO THIIA IO TEME WM pa3ieny "
TpeboBaHUit
Bunbr
odopmIteHus
UH(POPMALMOH
HBIX PECYPCOB OKyMCHTALMH
pnoyp <30 - ge 3aueT
KaTeropusIm 31<...<65 -3
nOCTpHa 66<...<80 - 4
M 81<..<100 - 5
Tema 2.
CrpykTypa,
3a7a44 U
OCHOBHEIE
OneHuBaeTcs
byHKIIUN
3HaHHUE U3YYCHHOTO
roCyJ1apCTBEH 10 BompocoB. Cucrema cTaHAAPTU3UPOBAHHBIX MaTepHaNa
Hout cuctemsl | Tect (IIpunoxkenue |3amanuii, MO3BOJAONIAS] ABTOMATHU3UPOBATh <30 Il:e 3aqéT
3aIATHI 4) MPOLENYPY U3MEPEHUS YPOBHS 3HAHUU U 31<. <65 -3
uH(pOpMAaIIUH. YMEHHH 00yJaromerocs.
Opranu3aimo 66<...<80 -4
P 81<..<100 - 5
HHO-IIPaBOBOE
o0ecneuenue
3aIUTHI
uHpopMauu
YeTKOCTE U
Tewma 3.
JIOTUYHOCTH
JInuensuposa OPMYTHPOBOK
HUE pPMyJHUp )
NPaBUILHOCTh
JIEATENEHOCTH
BBITIOJIHEHUS U
B 00/1acTH
o opMIIeHUS
3aIUTHI
. paboThl,
uH(pOpMaInH, KonTponbHas CpencTBo IpoOBEpPKH YMEHUN IPUMEHSTh BLIIOHERHE
cepruduxanm pabota No2 MIOJTyYEHHBIC 3HAHUS JUTS PEIICHUS 331a9 OCHOBHLIX
s CPENCTB ITpunoxenne 4 OIIPEAEIIEHHOr0 TUIIA 10 TEME WX PA3IENy. "
pen (Ip ) pex paseiy TpeGoBaHui
3aIUTHI
odopMIIeHUS
uHpOpMaUn
JOKYMEHTAIUH.
U aTTECTALNS
OOBEKTOR <30 - ge 3aueT
nHdOpMaTH3a 31<..<65-3
p 66<...<80 - 4
LUHA

81<...<100 -5




Tema 4.
3amura
uH(popManuu
OT YTEUKH I10
TEXHUYECKUM

KaHajiam

KonTponbHas CpencTBo nIpoBEpKU YMEHUN IPUMEHATH
pabota Ne3 MIOJIyYE€HHBIE 3HaHUsI IS pELICHMs 3a1a4
(ITpunoskenue 4) | ompeaeseHHOTro THUIIA 10 TEME WK pa3feny.

YeTkocTh 1
JIOTUIHOCTH
(bopMyIINPOBOK,
MPaBWIBHOCTH
BBITIOJTHCHHSI U
odopmIIeHUS
paboThl,
BBITIOJTHCHHE
OCHOBHBIX
TpeboBaHUit
odopmIteHus
JOKYMEHTaI1H.
<30 - He 3aueT
31<..<65-3
66<...<80 - 4
81<...<100 -5

Tema 5.
3amure
uH(popManuu
B
KOMITbIOTEPHBI
X CUCTEMax

KoHntposbHas
pabota No4
(ITpunoxenue 4)

CpencTBo NpoBEepKU YMEHUN IPUMEHSATH
IIOJTyYEHHbIE 3HAHUS JUIs pEIEHUs 3a/1a4
OIIPEAEIIEHHOTO TUIIA 10 TEME WU PA3ACIy.

YeTkoCTh U
JIOTUYHOCTh
(bopMyIHUpPOBOK,
PaBUJILHOCTD
BBITIOJTHEHHUS U
o opMIIeHHUS
paboTHI,
BBITIOJTHEHHE
OCHOBHBIX
TpeboBaHuit
odopmiIeHUs
JOKYMEHTAIUH.
<30 - He 3auer
31<..<65-3
66<...<80 - 4
81<..<100 -5

Tewma 6.
Kpunrorpadu
YecKue
METO/IbI
3aIUTHI

KonTtponbhas
pabota Ne5
(ITpunoxenue 4)

CpencTBo npoBepKH YMEHUN IPUMEHSATh
MOJTyYeHHBIEC 3HAHUSA JUIS PEIICHUs 3aa4

OIIPpCACIICHHOI'O THIIA I10 TECMC WUJIK PAa3aciy.

YeTkocTh 1
JIOTHYHOCTh
(bopMyIHPOBOK,
MPaBUIBHOCTD
BBITTOJIHECHHSI U
odopmIIeHUS
paboThI,
BBITTOJIHEHHE
OCHOBHBIX
TpeboBaHU
odopmITeHHS
JOKYMCHTAIUH.
<30 - He 3auer
31<..<65-3
66<...<80 - 4
81<..<100 -5

[Tpomexxyrounas arrectanus(IIpunoxenue 5)

5 cemectp
(OK)

buner mig sk3ameHa
(mpusnoxxeHue 5)

B OmiieTe 2 TeopeTUYeCcKuX Borpoca u 1
MPAKTUYECKUI

0-100 6ayutoB




OIMUCAHME HIKAJI OHEHUBAHUA

[Tokazatens onenku ocBoenust OIIOIT popmupyercs Ha OcCHOBE 00BETUHEHHUS TEKYIIET0 KOHTPOJIS
Y TIPOMEKYTOUYHOM aTTECTAI[MU 00yJaroIIeTroCsl.

[Tokazarenb peTUHTa N0 KaKI0M JUCHMIUIMHE BBIPAXKAETCS B MIPOLIEHTAX, KOTOPBIM MOKa3bIBAET
YpOBEHb MOJITOTOBKHU CTYJICHTA.

Texymuit kouTpoas.Ucnons3yetcs 100-6amnpHas cucreMa oreHuBanus. OrieHKa paboThl CTyIeHTa B
TEYEHUH CEMECTpPa OCYIIECTBIISIETCS MPENOoAaBaTeIeM B COOTBETCTBUH € Pa3pabOTaHHON UM CHCTEMOM
OLIEHKH Y4eOHBIX JOCTHKEHUI B Ipoliecce 00yUYeHHs 10 JAHHOM THUCHIUIUIMHE.

B pabounx nporpamMmmax JUCIHHIUIMH U MPAKTUK 3aKPETSICHbI BUJIbI TEKYIIETO KOHTPOJIS,
IUTAHUPYEMBbIE Pe3yJIbTaThl KOHTPOJIBHBIX MEPONPUATUN U KPUTEPUH OLIEHKU yUeOHBINH JOCTHKEHUH.

B Teuenue cemecTpa nmpenogaBateneM NpOBOJAUTCS HE MEHEE 3-X KOHTPOJIbHBIX MEPOIPUITUH, IO
OLICHKE JIeATENbHOCTH CTyIeHTa. Eciu nocemnieHust 3aHsTHii 110 TUCIUIUIMHE BKIIFOUEHBI B PEUTHHT, TO
JTaHHBIN TIOKa3aTeNb cocTaBiseT He Oosee 20% 0T MaKCUMAalbHOTO KOJUYECTBA OAJIJIOB MO AUCHHUIUIHHE.

[TpomexyTtounas arrectauus. Mcnonszyercs 5-6amibpHast cucteMa olieHnBaHus. O1ieHKa paboThl
CTYJEHTA 110 OKOHYAHHIO IUCUUTUIMHBI (YACTH TUCIUIUIMHBI) OCYIIECTBIICTCS IPENoAaBaTesieM B
COOTBETCTBUH C pa3pabOTaHHON UM CHCTEMOI OIIEHKH JOCTHKEHUI CTYyJIeHTa B mpoliecce 00y4eHus 1Mo
naHHoU aucuuriuHe. [IpoMexxyTouHas aTTecTalnus Takyke IPOBOAUTCS MO0 OKOHYAHUIO (DOPMHUPOBAHUS
KOMIIETECHIHI.

[Topsimox mepeBoia pelTuHra, NpeayCMOTPEHHBIX CUCTEMO OLIEHUBAHUS, 110 AUCLUIUINHE, B
NSATUOAIUIBHYIO CUCTEMY.

Bricokuii ypoens — 100% - 70% - oTinnuHO, XOpowIo.

Cpennuii ypoBeHb — 69% - 50% - y10BIE€TBOPUTEINBHO.



Iloxa3aTesb OLIEHKH

Ilo 5-0a/JILHOM cUCTEME

XapakTepHCTHKA OKa3aTeJist

100% - 85%

OTJIIMYHO

O6J'Ia,HaI-OT TCOPCTUUCCKUMHU 3HAHUAMUA B IIOJITHOM O6’beMe,
IMOHUMAKOT, CAMOCTOATCIBHO YMCHOT IIPUMCHATD,
HCCICI0BATh, I/I,Z[eHTI/I(I)I/ILII/IPOBaTB, AHAJIIN3UPOBATh,
CUCTCMATU3UPOBATD, PACHPCACIATD 11O KATCTOPUAIM,
pacCcuuTaThb 1MOKa3aTeCIIu, KHaCCI/IQ)I/ILII/IpOBaTB,
pa3pa6aTLIBaTL MOZCIIN, AJITOPUTMHU3UPOBATL, YIIPABJIATD,
OpTraHnU30BaTh, IJIAHUPOBATH INPOUECChI UCCIICAOBAHNA,
OCYHICCTBJIATH OLCHKY PE3YJIbTATOB HA BBICOKOM YPOBHC

84% - 70%

XOpOLIO

00J1aJat0T TEOPETUYECKUMHU 3HAHUSIMU B TIOJTHOM 00beMe,
IIOHUMAIOT, CAMOCTOSITEIBHO YMEIOT IPUMEHSAT,
UCCIIeI0BATh, UACHTU(DHUIIMPOBATH, AHATU3UPOBATH,
CUCTEMAaTU3UPOBATh, PACIIPEACIIATD 110 KATETOPHUSM,
paccuuTaTth MOKa3aTeNu, KIacCu(pHUIIMPOBATS,
pa3pabaTbIBaTh MOJICNIHU, AITOPUTMHU3UPOBATD, YIIPABIATH,
OpraHU30BaTh, INIAHUPOBATH IIPOLIECCHI UCCIIEIOBAHNS,
OCYILECTBISATh OLIEHKY PE3YyJIbTATOB.

MOFYT OBITH JOIMYHIEHbI HEAOYCTEBI, UCIIPABJICHHBIC
CTYACHTOM CaMOCTOSATCIIbHO B ITPOLCCCC pa6OTBI (OTBeTa

U T.1.)

69% - 50%

Y0BJIETBOPUTEIIHHO

00ya1a10T OOIMUMH TEOPETHUYECKUMHU 3HAHUSIMHU, YMEIOT
MIPUMEHATD, UCCIEA0BATh, HICHTU(PHUITUPOBATH,
aQHAIM3UPOBATh, CHCTEMATU3UPOBATh, PACIIPEACIIATE TI0
KaTeropusM, pacCYMTATh MTOKA3aTEIIH,
KJIAaCCU(HUITUPOBATH, pa3padaThIBATh MOJICIIH,
aIrOpUTMU3UPOBATH, YIIPABIIATh, OPraHU30BaTh,
TJIAHUPOBATH MPOIIECCHI HCCIIE0BAHMUS, OCYIIECTBIISATh
OIICHKY Pe3yJIbTaTOB Ha CPEIHEM YPOBHE.
JlomyckaroTes OIMOKH, KOTOPBIE CTYACHT 3aTPy IHACTCS
HCIIPABUTHh CAMOCTOSTEIBHO.

49 % u MeHee

HCYIOBJICTBOPHUTCIIBHO

00J1aJat0T HE MOJHBIM 00BEMOM 00X TEOPETUYECKUMU
3HAaHUSIMH, HE YMEIOT CAMOCTOSATENbHO IPUMEHSTD,
UCCIIe10BaTh, UIEHTU(PULINPOBATh, AHAJIU3UPOBATh,
CHCTEMaTH3UPOBATh, PACHIPEAEIATH [0 KATETOPUsIM,
paccuMTaTh MOKa3aTeNn, KIacCu(pUIUPOBATh,
pa3pabaTbIBaTh MOJIEINIHU, AITOPUTMHU3UPOBATD, YIIPABIATH,
OpraHu30BaTh, INIAHUPOBATDH MPOLIECCHI UCCIIEIOBAHUS,
OCYILIECTBIISATh OLIEHKY PE3YJIbTaTOB.

He cdopmupoBanbl yMEeHUS M HaBBIKH VIS PELICHUS
npodecCHOHATBHBIX 3a]a4

100% - 50%

3a4TCHO

XapaKTEepUCTHKA M0KA3aTelsl COOTBETCTBYET «OTIMYHOY,
«XOPOILO», «YIAOBIECTBOPUTEIHHO

49 % u MeHee

HC 3a4TCHO

XapPaKTCPUCTHKA ITOKA3aTCJIA COOTBECTCTBYCT
«HCYOOBJICTBOPUTCIIBHO»

7. COAEP KAHUE JTUCIUIIJIMHBbI

7.1. Coneprkanue JeKIUA




Tema 1. UadopmanmonHas 6€30MacHOCTb: 3aKOHOATEIbHBIE 1 HOPMATHBHO-TIPABOBBIC OCHOBBI. BHIbI
MH(POPMALMOHHBIX pecypcoB Mo KaTeropusm nocrtymna (ITK-3)

Beenenwne: nmpeamer, cofepykaHue U 3aJaud TUCIUILTNHBI, €€ MECTO CPEIH IPYTHX TUCIHILIHH y4eOHOTO
Tu1aHa, GOpPMBI OTYETHOCTH, OCHOBHAS M IOTIOJTHUTEIbHAS JTUTEPATYPa.

Mecto nH(pOpMaIOHHON 0€30IacHOCTH B 001Iel cucTemMe 6e30MmacHOCTH rocynapersa. Konmnenmus
UHPOpMaMOHHOH Oe3omacHOCTH. CTPYKTypa M OCHOBHBIE TTOJIOKEHUSI HOPMAaTHBHBIX MTPABOBBIX AKTOB B
obnactu nH(OpPMAITMOHHOM 0e30MmacHOCTH. ['0Ccy1apCTBEHHBIE CTAaHIAPTHI, UCIIOJIb3yEeMbI€ B 00JIaCTH
UH(GOPMaLIMOHHON 0€3011aCHOCTH.

Tema 2. CTpyKTypa, 3aJJaui 1 OCHOBHbIE ()YHKLIUU IOCYAaPCTBEHHONW CUCTEMBI 3alUThI HH(OPMALIHH.
OpraHu3annoHHO-TIpaBoBoe obecneueHue 3auuThl nHpopmanuu (I1K-3)

[TonsaTue rocynapcTBeHHON CHCTEMBI 3alIUThl HHGopManuu. [IpuHIKIEI HYyHKIIMOHHUPOBAHUS
rOCyJJapCTBEHHOM CUCTEMBbI 3aIuThl HHpOpMarun. [IpaBoBbie OCHOBBI 1€ATEILHOCTH IOCYAaPCTBEHHON
cucTeMbl 3aUThl HHpopManuu. OCHOBHbIE HOPMAaTHUBHbBIE PYKOBOASAIINE JOKYMEHTBI, KacaroIIuecs
roCyIapCTBEHHOM TaifHbl, HOPMAaTUBHO-CIIPAaBOYHbIE TOKYMEHTHI. Llenu u 3a1a4n rocy1apcTBEHHOM
cUCTeMBI 3alUThl HHpopManuu. Opranu3anuonHas U (yHKIMOHAIbHAs CTPYKTYpa rocy1apcTBEHHON
cucTeMbl 3auThl nHpopmanuu. CTangapTu3anus B o01actu odecreyeHuss HHGOpMamoHHON
6e3onacHocTu. [loap3oBanue cranaapTaMu HHGOPMAITMOHHONW OE€30MaCHOCTH.

OpraHu3anroHHbIe MEPONPUATHS 0 3anuTe nHpopMmannu. HazHadeHue u 3aauu ciry:x0 0€30mMacHOCTH.
Opranuzanus padoT Ha UHPOPMALMOHHOM 00beKkTe. Co3jaHne KOHTPOIBHO-TIPOITYCKHOTO peXXUMa.
Pernamenranus 1octyna nepcoHana K MHGOPMALMOHHBIM U BRIYUCIUTEIbHBIM pecypcaM. Opranuzanus
paboThl ¢ KOHPHUICHIIMATBHBIME JOKYMEHTaMu. TpeGoBaHUs M PEKOMEHAALIMH 110 3aIlUTe
KOH(UIEHIIMATbHON HH(pOpMauK. Y4UeT, XpaHeHHE, UCII0JIb30BaHHE U YHUUTOKEHHE JJOKYMEHTOB
(Hocuteneii) ¢ KoHpUAEHIMATbHON HHpopMaruei. OpraHu3anus KOHTPOJIA 332 COONII0ICHHEM
WCTIOJHUTENSMH JIOJDKHOCTHBIX HHCTpYKUUH. [IpaBoBoe perynupoBanue B cepe HHPOPMAITMOHHBIX
oTHOLIEHUH. 3akoHOoAaTenbcTBO PD B 310if 001actu. CrangapTusanus B 001acTH 0OecrieueHus
uHpopMaImoHHOH 6e3onacHocTh. [lonp30Banue cTangapTaMu HHGOPMAITMOHHON 0€30MIaCHOCTH.
Mesx1yHapOIHbIE U OTEUYECTBEHHbIE HOPMATUBHBIE U PYKOBOSIINE JOKYMEHTHI, CBS3aHHBIE C
UH(POPMALIMOHHON Oe30macHOCThI0. PykoBosmue nokyMeHTsl ['ocrexkomuccuu PO.

Tema 3. JIunensupoBanue AesITEIbHOCTH B 00JaCTH 3aIlUThl HH(OpMaLUY, cepTU(UKALINS CPENICTB
3amuThl HHGOpMaLUU U arTecTanus 00bekToB nHpopmatuzanuu (I1K-3)

Cucrema JIMLIEH3UPOBaHMS HA MTPABO MIPOBEJICHUS padOT U OKa3aHUsS YCIYT B 00JIACTH 3alIUThI
uH(GOpMalMU C OrPaHUYECHHBIM J10CTYIIOM. HopMaTuBHbIE TOKYMEHTHI, OIPEIEIISIIOIINE OPSATI0K
JUIEH3UPOBaHUS B 001aCTH 3a1UThl KOHGUACHIMATBLHOU HH(OpMaLUU. Y CIOBUS JINLEH3UPOBAHUS
JEeSATeNIbHOCTH 10 3aIuTe KoHGuAeHIMaIbHoU nHdopManuu. OO1ue NpUHIUIBI TUIIEH3UPOBAHUS B
00J1acTH 3amuThl KOHGUAEHITMATLHON nHbOopMaiy. JIniieH3noHHBIe TPEOOBAHMS IS TTOTYYSHUS
JUIIEH3UU Ha JESTENIbHOCTh B 00JIACTH TEXHUYECKON 3alUThl KOHQUACHIIMAIBLHOW HH(pOpMaIUH.
[lepeuenb JOKYMEHTOB, MPEACTABISAEMBIX 1715 TOJTYUYEHHS JIMIEH3UN B 001aCTH 3aIUTHI
koH(puneHnmansHoi nHdopmaruu. Cucrema cepTuduKauy cpeacTs 3anuThel nHGopmaruu. CTpyKTypa
CPEJICTB 3alIUThl HHPOPMAIUH, MOANIEKAIUX cepTUPUKaUU. ATTecTalus 00beKTOB HH(pOpMaTU3aIK Ha
COOTBETCTBHUE TpeOoBaHUAM Oe30omacHOCTH uHpopmanuu. OObEKThI, MoJIekKalue arrecrauuu. [lepeyenn
OCHOBHBIX HOPMaTUBHBIX JIOKYMEHTOB, ONPEACISAIONIUX MOPIIOK U 00bEM aTTECTAIIMOHHBIX HCIIBITAHUM
00bekToB HHpopMaTu3anuu. O01me TpeOOBaHUS MO ATTECTAIIMKH 0OBEKTOB HH()OPMATHU3AIINH,
npeIHa3HavYeHHBIX ISl 00paboTku KoH(puaeHmanbHoi napopmarmu. [lopsanok npoBeaeH s aTTecTalu
00BbEeKTOB HH(POPMATH3AIHH.




Tema 4. 3ammra nHGOPMAIUH OT yTEUKH 10 TexHIHYecKuM KaHaiam (I1K-3)

OOm1ast xapakTepUCTHKA U KJIaccu(UKaIUs TEXHHYECKNX KaHaoB yTeuku nadopmarun (TKY ).
DneMeHTapHas MO/Ieh KaHata yTeuku nHdopMarn. OCHOBHBIE M BCTIOMOTaTEIbHBIE TEXHUIECKNE
cpenctBa u cuctembl. Kontponupyemas 30Ha. OcHoBHBIC BBl TKY . Texundyeckue kaHaIbl yTEUKH
uHpopMaluu oopadaThiBAEMON TEXHUYECKUMU CPEACTBAMHU IpuemMa, 00pabOTKU, XpaHEHUS U Nepe1auu
unpopmanuu (TCIIN): snexTpoMarHuTHeIE; dJIEKTPUYECKUE; TapaMeTpruueckue. TeXHnYecKue KaHabl
YTEUKH aKyCTU4eCKoM (peueBoil) nHpopMaluu: BO3AYLIHbIE; BUOPALIMOHHBIE; aKyCTOIEKTPUUECKUE;
napaMeTpHUuecKHe; ONTHKO-IEKTPOHHBIN (J1a3epHblii). TexHnueckue kaHabl epexsara HHGopMaluu npu
ee rnepeaaue 1o KaHajaam cBs3u. TexHu4ecKkre KaHallbl yTeUKH BHI0BOM HH(OpMALINH.
NHxeHepHO-TeXHUUECKHE CPEICTBA U CUCTEMbI OXpaHbl 00beKTOB. OXpaHHas CUTHATM3ALHS.
TeneBU3NMOHHBIE CUCTEMBI BUJICOKOHTPOJIS. MneHTudukanus u ayreHTuduKanus Jull, JoMyCKaeMbIX Ha
00bekT. OCHOBHBIE BH/IbI TEXHUYECKHUX KaHAJIOB U UCTOYHUKOB yTeuku nHpopMmaruu. [IpotuBoseiicTaue
HaOJIIO/IEHUIO B ONITHYECKOM JMalia3oHe. 3aliuTa OT NPOCIylIMBaHUs aKyCTHYECKUX curHanoB. Cpeacrsa
00pbOBI C 3aK/IaJHBIMU MTOACITYIIMBAIOLMMH YCTPOHCTBAMHU. 3alllUTa pe4eBoil HH(pOpMaIHH,
nepeaiaBaeMoi 1o KaHanaM cBsi3u. [laccUBHBIC M aKTUBHBIE METO/IbI 3ALUTHI UH(YOPMALIMK OT YTEUKH B
pe3ynbTaTe 3JIEKTPOMAarHUTHBIX U3JIyY€HUN U HABOJOK.

KommiekcHoe obecnieuenne 3amuThl MHPOPMALIMU OT YTEUKH [0 TEXHUYECKUM KaHaiaM. MeTtoauka
NPUHATHS PELLICHHs] Ha 3aIUTy OT YTe4YKH MH(OpMAIMK B OpraHu3any. Bo3MoxHbIe BUJIbI KBATU(PHUKALIUN
3JI0YMBIIIIEHHUKOB. O1lIeHKAa BO3MOKHOCTEHM BEPOSITHBIX 3J10YMBIIIJIEHHUKOB. OIleHKa CBOEH OpraHu3aIuu
KaK BO3MOKHOI'O MICTOYHUKA MH(DOPMALIUH IS 37I0yMBIIIIICHHUKOB. [1ops10K opranu3anny 3aIuThl
UH(pOPMALIMKU Ha 3Talle olpeesieHus 3a1a4 3auThl. [Topsaok BeiOOpa 1enecoo0pa3HbIX MEp U CPEICTB
3amuThl. Kpurepuu onieHkH ypoBHs 3auThl. OpraHu3aliiOHHbIE CLIOCOOBI 3aIUTHI.




Tewma 5. 3ammra nHpOpManKK B KOMIbIOTepHBIX cuctemax (I1K-3)

TakcoHoMus HapylmeHUH HHPOPMALMOHHON O€30MaCHOCTH BBIYNCIUTEIEHOW CUCTEMBI U IIPUYMHBI,
o0ycaBIMBaIONIME UX CYLIECTBOBaHHUE. YTPO3bl O€3011aCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX.
Knaccugukaius cnoco60B HeCaHKLIMOHUPOBAHHOI'O 0CTyIa K HH(OPMAIMK B KOMIIBIOTEPHBIX CHCTEMAaX.
Mogenb noBeJieHNs NOTEHIMAIbHOTO HapyLIUTENs. AJITOPUTM HMOATOTOBKU M peau3aliiy aTaku
HapyumuTenaeM. ATaka Ha IOJIUTUKY 0€30MacCHOCTH. ATaka Ha CMEHHBIE 2JIEMEHTHI CUCTEMbI 0€30aCHOCTH.
ATtaka Ha IpOTOKOJIbl HHPOPMALIMOHHOTO B3aMMOAEHCTBU. AHAIN3 CIOCOOOB HapyIIEHU
nH()OpPMAITMOHHONW 0€30MMaCHOCTH.

[IpoTuBOAEHicTBHE HECAHKIIMOHUPOBAHHOT'O JIOCTYNA K MH(POPMALIUU B KOMIIBIOTEPHBIX CUCTEMAX.
TpeboBanus k cucteme 3amuThl HHGopMauuu. [IpHHIKIIEL U TpaBUIIa OpraHU3alMy 3alMThl HHPOpMaLUU
OT HECAHKLIMOHUPOBAHHOI'O 10CTyNa K HH(OpPMAIMK B KOMIIBIOTEPHBIX CHCTEMax. DTallbl pa3BUTHS CUCTEM
UHpOpMaLMOHHOM 6e3omacHocTH. CpencTBa 3amuTa nHOopMaluy B KOMIIBIOTEPHBIX cucTeMax. Cucrema
3alUThl HH(pOpMAIMK Ha 0a3e MporpaMMHO-aNNapaTHOro Komiuiekca. [loacuctemsl 3amuTsl HHGOPMAIUH.
CocTaB THIOBOI0 KOMILIEKCA 3aIIUThI OT HECAHKLIMOHUPOBAHHOI'O I0CTyNa K HH(popMaMi. MexaHU3Mbl
paboThl KOMIUIEKCA 3AIIUTHI OT HECAHKLIMOHUPOBAHHOI'O I0CTyIa K HH(OpMAIIHH.

MHoroypoBHeBasi MOJIEJIb 3aIIUTEl 00BEKTOB HHPOpMaTu3auu. CriocoOb! 3auTsl HHYOPMAIUKN OT YTEUKU
3a cueT [IDMUH. AKTHBHBIE YCTPOKCTBA 3alUTHI OT yTeUKH 1o kaHaiaMm [IOMUH.

MesxyHapoaHble CTaHJapThl MHPOPMALIMOHHOTO 0OMeHa. ANnapaTHO-TEXHUYECKHE CPEeCTBA s
OpraHu3alK TEXHUYECKOH 3aluThl B chepe MexTyHapoaHOro nHpopmamonHoro oomena. TexHonoruu
3alUThl HH(pOpMAIMK. ANIapaTHble MeXCeTeBbIe 3KpaHbl. Pekomenaanun Microsoft mo 6e3omnacHomy
HOJIKJTFOUEHHIO TIOUYTOBOTO CepBepa K MHTEepHET. bezonacHocTh Opay3epoB. Cxema MoAKIIOYeHUS
OpannMayspoB WK GaiIBOIIIOB M MEKCETEBOT0 3KpaHa. bpanamaysp Agnitum Outpost Firewall Pro.
3amuTa JIOKaIbHbIM BEIYUCIUTENBHBIX CETeH OpaHaMay3poM C OHUM ceTeBbIM nHTepdeiicom. Cpencraa
3anuThl nHpopmarmu eToken, Symantec Antivirus for Ms Exchange, Symantec Antivirus client.
OnexTpoHHas M(poBas NOAIKCH, TOPSIOK PYHKUMOHUpOBaHU. [ umoreTnyeckas (rereporeHHas)
BBIYUCIUTENbHAs ceTh. KOMIUIEKCHBIN TJIaH TEXHUYECKON 3aIIUThl MHPOPMALIUU. AJITOPUTM CO3AaHUS
cUCTeMbl HHPOPMALIMOHHOM Oe3omacHocTH. COBEPIICHCTBOBAHUE OPTaHU3ALIMOHHBIX MEPOIPUSATHIA, MEPHI
NPOTUBOACUCTBUS B3JIOMY 3aIIUTHL. Jlornueckas apXuTeKTypa HHPOPMAIMOHHO-BEIYUCIUTEEHOTO
KOMILJIEKCA.

3ammra HHPOPMAIIMU B KOMIBIOTEPHBIX CUCTEMaX OT CIy4alHBIX yrpo3. Co3aHue U ynpaBiIeHue
YUETHBIMH 3alUCSAMU MoJib30BaTeneil. Obecneuenue 0€30MacHOCTH PECYPCOB C MMOMOIIBIO Pa3peIeHni
¢aiinoBoit cucrembl NTFS. Ayaut pecypcoB 1 COOBITHI CUCTEMBI 3alIUTHI. HacTpoiika CHCTEMHBIX
napameTpoB Oe3onacHocTH. Hactpolika mapameTpoB 0e30macHOCTH MOAKII0YeHUs K IHTepHeT.
[NoBbIenne Ge3omacHoCcTH HH(POPMAITK BCTPOSHHBIME cpencTBamu. LIndpoBanus onepannoHHOM
CHCTEMBI. ApXHMBAlLlMsl 1 BOCCTAHOBIICHHE JAHHBIX.

[MonsaTtus o Buaax BupycoB. Knaccudukanus BUpycoB: 1o cpeae 00uTaHust; IO CIOCO0y 3apakeHHsl; 10
CTETIeHU ONACHOCTHU JAECTPYKTUPOBAHHBIX BO3ICHCTBHIA; MO aNrOPUTMY (PYHKIMOHUPOBaHHS. MeXxaHH3M
paboTel BUpycoB. CriocoObl BHEAPEHUS TOTEHIIMAIBHO OMACHBIX MTporpaMM. MeTo bl 0OHapykeHUs
BUPYCOB: CKaHUPOBAHHE; OOHAPYKEHHE N3MEHEHHIA; IBPUCTHUECKUI aHAIN3; UCIIOIB30BAHNE PE3UICHTHBIX
CTOpO’KE; BAKIMHIUPOBAHUE TIPOTPAMM; arapaTHO-IPOTpaMMHasl 3alIUTa. AHTUBUPYCHBIE TPOTPAMMBI:
Norton AntiVirus; McAfee; Dr. Web; Kaspersky Anti-Virus; AaruBupyc Kacniepckoro OEM.
[IpodunakTrka 3apakeHUst BUpyCaMH KOMIBIOTEPHBIX cucTeM. CyITHOCTh KOMIUIEKCHOTO MOIX0/a K
0€301acHOCTH HH(POPMALIUK B KOMITBIOTEPHBIX CHCTEMAX.

Tewma 6. Kpunrorpaduueckue meroas! 3amuthl (ITK-3)

Brenenue B kpunronoruto. Ucropudeckuit 0030p. Kpunrorpadus u kpunroananus. [Toustue
KPUNTOCTOMKOCTH CUCTEMBI 3alTUThl HHPopMmaruu. lllndpoBanue kak MeTo1 KpUNTOrpadhuueckoro
npeobpaszoBanus. Kitoun u anroputmsel mudposanus. MeToasl MHPPOBAHUS C CHMMETPHUYHBIM KITFOUOM.
MeTto/ib1 3aMeHbI (MTOACTaHOBKM) U niepecTaHoBkH. ["ammupoBanue. [ludposanue, ncnonp3yromiee
reHepaTophl (AATYMKU) TICEBAOCTYYalHBIX MoceqoBaTeabHocTel. CUcTeMbl 6JI0YHOTO MKU(POBAHUS Ha
ocHoBe oreuectBeHHOTo ['OCTa u cranmapta DES (CILA). CucteMbl HECUMMETPUYHOTO HTU(PPOBAHUS: C
OTKPBITHIM KITFOYOM I HIU(POBAHUS U 3aKPBITHIM - AJis AemndpoBanusi. OJHOCTOpOHHHE (PYHKIIUU.
Kpunrorpaduueckas cuctema RSA. DnextponHas nudpoBasi HOAMUCH HA OCHOBE KPUNITOTPaPUIecKOro
npeoOpazoBanus. OCOOEHHOCTH CTaHIAPTU3AIMH U CEPTUDUKAIINH KPUTITOTPAPUUIECKUX CPEICTB.




Tema 7. Bonpock! ynpasnenus b (I1K-3)
Bomnpoce! ynpasnenus b

7.2 CopeprkaHue MPaKTHYECKUX 3aHATHH U JAOOPaTOPHBIX padoT

Tema 5. 3ammra naopmManun B KomnbroTepHbIX cuctemax (I1K-3)

[IpoTrBOAEHicTBHE HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMALIUU B KOMIIBIOTEPHBIX CHUCTEMAX.
TpeboBanus k cucteme 3amuThl HHGopManuu. [IpHHIKIIEL U TpaBUIIa OpraHU3alMy 3alUThl HHPOpMaLUN
OT HECAaHKLIMOHUPOBAHHOI'O I0CTyNa K HH(OpPMAIMK B KOMITBIOTEPHBIX CHCTEMaxX. DTallbl pa3BUTHS CUCTEM
UHpOpMaLMOHHOM 6e3omacHocTH. CpencTBa 3amuTa nHOpMaIUK B KOMITBIOTEPHBIX cucTeMax. Cucrema
3alUThl HH(pOpMALMK Ha 0a3e MpOorpaMMHO-aNNapaTHOro Komiuiekca. [loacuctemsl 3amuTsl HHGOpMAIUH.
CocTtaB TUIIOBOr0 KOMILIEKCA 3AIIUThI OT HECAHKLIMOHUPOBAHHOI'O I0CTyNa K HH(popMaMi. MexaHu3Mbl
paboThl KOMIUIEKCA 3AIIUTHI OT HECAHKLIMOHUPOBAHHOI'O I0CTyIa K HH(OpPMAIIHH.

Tema 6. Kpunrorpapuueckue meroas! 3amutsl ([1K-3)

[IpoBepka KpUNTOCTOHKOCTH MK(POB

Tewma 7. Borpocsr ynpasnenus: b (I1K-3)

N3ydenue coBpeMEHHBIX MOIX0/10B K 00eCTIeYeHNI0 O€30MaCHOCTH KOMMEPUECKOi HH(OpMAIIHH.

7.3. ConeprkaHue CaMOCTOSITEIIbHONW PaObOThI

Tema 2. CtpykTypa, 3a7]a41 U OCHOBHBIE (DYHKIIUU TOCYTaAPCTBEHHON CHCTEMBI 3aIIUThl HHPOPMAIIUH.
Opraaun3annoHHO-TIpaBoBoe obecreueHue 3amuTbl nHbopmaruu (11K-3)
Tect

Tewma 3. JIunenzupoBanue AesITeNLHOCTH B 00JaCTH 3aIIMTHI HH(OPMAaLIUU, CepTU(DUKALINUSA CPENICTB
3aIMUThl HHQOPMAIUHU U aTTecTarus 00bekToB nHpopMaTu3zaiuu (I11K-3)
ntcn

Tewma 4. 3amuTa HHGOPMAIMK OT YTEUKH 10 TexHu4YeckuM kaHanam (I1K-3)
ntcn

Tema 5. 3ammra naHpOp™MaIun B KoMubioTepHBIX cuctemax (I1K-3)
KOHTPOJIbHBIE paOOTHI




Tema 6. Kpunrorpaduueckue meroas! 3amuthl (11K-3)
KonTponbHas pabota

7.3.1. IlpuMepHBIE BOTPOCHI JIsI CAMOCTOSTEIIEHOM MOATOTOBKH K 3a4eTy/9K3aMCHY
[Tpunoxxenue 1

7.3.2. IIpakTrdeckue 3ajaHus O AUCUUIUINHE [T CAMOCTOSATEIbHOM MOATOTOBKU K
3a4eTy/3K3aMeHy
ITpunoxxenue 2

7.3.3. Ilepeyenp KypcoBBIX paboT
HE [IPEAyCMOTPEHO

7.4. DnexTpoHHOE MOPTPOINO 00YHAIOIIETOCS
Marepuansl He pa3MeIarTCs

7.5. MeTonnyeckne peKOMEH/IAlUU 10 BHITIOIHEHUIO KOHTPOIBHOW paboThI
HE TPEyCMOTPEHO

7.6 MeTtoanueckue peKOMEHAALUH 110 BBIIOJHEHUIO KypCOBON pabOThI
Marepuainbl He TpelyCMOTPEHbI

8. OCOBEHHOCTH OPTAHMU3AIIUU OBPA3ZOBATEJIBHOI'O
MNPOLECCA 11O JMCIUIIVIMHE JIUIs JINL C O'PAHUYEHHBIMUA
BO3MOXHOCTAMMU 31O0POBbsA

Ilo 3asa6nenuto cmyoenma

B nenstx 70CTYNHOCTH OCBOEHHS MPOrPaMMBbI JUIsl JIUI] ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMH 3/10pPOBbS
py He0OXOAMMOCTH Kadeapa 00ecrieunBaeT CIEIYIONINE YCIOBUS:

- 0COOBII MTOPSIOK OCBOCHHUS TUCIIUILIMHEL, C Y4ETOM COCTOSIHUS UX 370POBBSI;

- DIIEKTPOHHBIE O00pa30BaTENbHBIE PECYpChl 10 JAWCHUILUIMHE B (POpMax, adanTUPOBAHHBIX K
OTpaHUYEHUSIM UX 3JI0POBBS;

- W3y4YeHHWE IUCIMIUIMHBI 10 WHIMBHIYyaJbHOMY y4eOHOMY IUIaHy (BHE 3aBHCHMOCTH OT (hOPMBI
oOyueHus);

- DJIEKTPOHHOE OO0y4YyeHHWe U JAUCTAHIMOHHBIE O00pa3oBaTeNbHbIE TEXHOJOTHUH, KOTOpHIE
peyCMaTpUBAIOT BO3MOXHOCTHU IpUEMa-Tepeadu nH(HOpMaluy B JOCTYIHBIX JJIs HUX (hOopMax.

- pmoctyn (yOAJIeHHBIA JIOCTYIN), K COBPEMEHHBIM MpOPECCHOHANBHBIM 0a3amM JaHHBIX U
MH(GOPMAILMOHHBIM CITPAaBOYHBIM CHCTEMaM, COCTaB KOTOphIX onpenenex PIT/I.

9. IEPEYEHHb OCHOBHOM U JJONTOJIHUTEJIbHOM YYEBHOMN JINTEPATYPBI,
HEOBXOJUMOM 1JI151 OCBOEHUS JUCIUITJINHBI
Caiit 0ubdmorexn YpI'dy
http://lib.usue.ru/
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https://znanium.com/catalog/product/2199796
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[Dnexrponnsiii pecype]:YuebHoe mocobue. - Mocksa: Msnarensckuii llearp PUO€@, 2025. - 336 — Peskum
noctyna: https://znanium.com/catalog/product/2178344

JlonosHuTeILHAA JIUTEPATYpA:
2. ®ucyn B. B. MckyccTBEHHBIN MHTEIUIEKT yIIpaBieHUsI HHOOPMAIMOHHOM 0€3011aCHOCTHIO

00BEKTOB KPUTHUECKOH NH(GOPMALIHOHHOM HHMPACTPyKTypbl:MoHOrpadus. - Mocksa: PYCAMHC, 2023. -
358

3. babam A.B., bapanosa E.K. MoaenupoBanue cucteMsl 3aiuThl nHGopManun: [IpakTukym
[DnexTponHsIii pecypc]:YuebHoe nocobue. - Mocksa: Usnarensckuii Lientp PUO €, 2025. - 355 — Peskum
nocrtyna: https://znanium.com/catalog/product/2173934

10. MIEPEYEHb TH®OPMAIIMOHHBIX TEXHOJIOT U1, BKJIIOYAS TEPEYEHB
JIMHEH3UOHHOI'O MIPOTPAMMHOI'O OBECIHHEYEHUA U THOOPMAIINOHHBIX
CITIPABOYHBIX CUCTEM, OHJIAH KYPCOB, HCITIOJIB3YEMbBIX ITPY OCYIIECTBJIEHUA
OBPA3OBATEJIBHOT'O ITPOUECCA 110 JUCIUIIVIMHE
IlepedyeHb JMIEH3UOHHOTO MPOTPAMMHOIO 00ecIeYeHms :

Microsoft Windows 10 .Jorosop Ne 52/223-110/2020 ot 13.04.2020, Axt Ne Tr000523459 ot
14.10.2020. Cpok aeicTBus IuiieH3uu -bes orpanudenus cpoka.

Microsoft Office 2016.JoroBop Ne 52/223-110/2020 ot 13.04.2020, Axr Ne Tr000523459 ot
14.10.2020 Cpok aeiicTBus InLeH3uu -be3 orpannyenns cpoka.

Libre Office. Jlunienzust GNU LGPL. Cpok neiicTBus nuieH3uu - 6€3 orpaHMueHust CpoKa.

Astra Linux Common Edition. oroBop Ne0417-110/2019 ot 08.05.2019, Akt NeSk000343 ot
24.05.2019 u Kontpakt Ne 35-Y/2018 ot 13.06.2018, Akt Ne YT213 ot 17.12.2018. Cpox neicTBHS IULIEH3UU
- 0€3 orpaHMYEHUs CPOKa.

Ilepeyenb HHGPOPMAIHOHHBIX CIPABOYHBIX CHCTEM, pecypcoB HH(OPMAIIMOHHO-
TeJIeKOMMYHHMKAIMOHHOM ceTH « UHTEpHE»:

CnpaBouno-nipaBoBasi cucrema ['apant. JloroBop Ne 58419 ot 22 nmekabps 2015. Cpox nmeicTBus
JUIEH3UH -0€3 OrpaHNuEHUs CpoKa

CnpaBouno-mipaBoBasi cucremMa Koncynprant +. Jloroop Ne 143/223-Y/2025 ot 02.12.2025 Cpox
nercTBUs TuIeH3un 10 31.12.2026



11. OMUCAHUE MATEPUAJIbBHO-TEXHUYECKOU BA3BI, HEOEXOI[I/IMOﬁ JJIA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O IPOLIECCA 11O ANCHUAIIJIMHE

Peanuzanus y4eOHOM AUCHMUIUIMHBI OCYIIECTBIISETCS C HCIOIB30BAaHHEM MaTepUalbHO-TEXHUYECKOM
6a3el YpI' OV, obecnieunBaronieil MpoBeIeHUE BCEX BUIOB YUEOHBIX 3aHSATUI U HAYUYHO-UCCIIEI0BATENbCKON U
CaMOCTOSITENIbHOM PabOThl 00yYarOIIMXCS:

CrennanbHble TTOMEIIEHUS MPEICTABISAIOT cO00l yueOHble ayAUTOpUN sl IPOBEACHHS BCEX BUIOB
3aHSATUH, TPYIIIOBBIX U UHJIUBUAYaIbHBIX KOHCYJIbTALUN, TEKYIIETO KOHTPOJIA U IPOMEXYTOUHOU aTTeCTALIH.

[TomemieHust A7isi CaMOCTOSITENILHOM pabOThl 0O0YYarOMIMXCS OCHAIICHBI KOMIBIOTEPHON TEXHUKOH C
BO3MOXKHOCTBIO TMOAKIIOUEeHHs K cetu "HMuTepHer" wu oOecredeHHeM JOCTyNa B  DIIEKTPOHHYIO
uHGOPMaIMOHHO-00pa3oBaTenbHy0 cpeny Ypl'OV.

Bce momernienns yKOMIUIEKTOBAHbBI CHEIUATM3UPOBAHHON MEOENbI0 U OCHAIIEHBI MYJIbTHMEIUHHBIM
o0opymoBaHreM crero0opynoBaHueM (MH(DOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIM, HHBIM KOMIIBIOTEPHBIM),
JOCTYNOM K MH(OPMAIIMOHHO-TTOMCKOBBIM, CIIPABOYHO-TIPABOBBIM CHCTEMaM, SJIEKTPOHHBIM OUOIMOTEUYHBIM
cuctemam, 0a3aM JaHHBIX JCHCTBYIOIIETO 3aKOHOJATENbCTBA, WHBIM HH(POPMAIMOHHBIM pecypcam
CITy>KaIllUMU JUIS IPE/ICTaBICHUS yueOHOM HHpOpMauu 60IbIION ay TUTOPHH.

Jlist mpoBeIeHUS 3aHSITHIA JICKIIMOHHOTO TUIA MPE3eHTAIMH U JIPyTrHe yuyeOHO-HarsaHbIe MOCo0us,
00ecreYnBaroIINe TEeMATUISCKUE UILTIOCTPAITHH.



[Ipunoxenue 1
K paboueii mporpamme

7.3.1. IlpumepHbIe BONPOCHI /ISl CAMOCTOSITEIbHOM MOATOTOBKH K 3a4eTy/IK3aMeHY

K s3x3ameny

w -

Nowv e

9.

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.
20.

[Honatue nHGOPMAITMOHHBIX YTPO3.

NudopmanoHHble BOMHBI.

WNndopmannonnsie yrpossl 6ezonacnoctu PO. Jloktpuna nHGOpMamoHHON
6e3onacHocTtu PO.

Buas! mpoTUBHUKOB. XaKepsl.

Kowmnerorepnsie Bupychl. Ucropus. Onpenenenue no YK PO.

Bunbl, npyHIMIIBI AEHCTBUS BUPYCOB, 1€EMAaCKUPYIOIINE IPU3HAKU.

Bunibl BO3MOXHBIX HapylIeHUH HHPOPMAIIMOHHOM cucTeMbl. O01as kiaccupukanus
UH(QOPMALMOHHBIX YIPO3.

Yrpo3bl pecypcam KOMIbIOTEPHOM 0€30aCHOCTH. YTPO3bl, peain3yeMble Ha ypOBHE
JIOKAJIbHOM KOMITBIOTEPHOU crucTeMbl. YenoBeueckuid (hakTop.

Yrpo3bl KOMIIBIOTEPHON MH(OPMALIMH, peall3yeMble Ha allllapaTHOM YPOBHE.

VY naneHHble aTaky Ha KOMIIBIOTEPHBIE cUCTEMBIL. [[pUUnHBl ys3BUMOCTEN KOMIIBIOTEPHBIX
CETEH.

[IpaBoBO€ yperynnpoBaHHUe 3alIUThl HH(OPMAIIHH.

Pons, 3amaun u 00s13aHHOCTH agMuHKCcTpaTopa 6e3onacHocTu KC.

3amyra JaHHBIX KpunTorpadpuueckuMu MetoaMu. Metoabl u@poBaHus.

3amuTa 1aHHBIX KpUOTOrpaUyeCKUMU METOJaMH. AJITOPUTMBI IIHU(POBAHMUS.
Tpeb6oBanus k mudpam. Cpasaenue DES u I'OCT 28147-89

TunoBble yJjaJleHHbIE aTaKU C UCTIOJIb30BAaHUEM YS3BUMOCTEN CETEBBIX MPOTOKOJIOB.
Knaccudukanus ynaneHHbIX aTak.

[TonuTrka 6€30MaCHOCTH U €€ COCTaBJISIOLIHE.

Monenu 3amutsl nuaopmanuu B KC.

TexHoyoruu 3a1uUThl ¥ pa3rpaHUYEHUs T0CTYyIIA.

Crannaptel Ub.



[Ipunoxenue 2
K paboyeli nporpamme

7.3.2. llpakTUyecKkue 3aJaHUS MO JUCHUIJIMHE VIS CAMOCTOATEbHOM NMOJAT0TOBKHU K 3a4€eTy/IK3aMeHy

Komnerenmus ITK-3
IIK-3 IToaroToBka AaHHBIX JJIs IPOBEACHUS aHATUTHUCCKUX PA0OT MO UCCIICIOBAHUIO OOJIBIINX TAHHBIX

3adanus 3aKpvimozo muna
1. Yro takoe mudpoBaHue?
a. IIporecc nmpeobpa3oBaHst MOHATHOTO TEKCTA B 3aMIH(POBAHHBIA TEKCT
b. IIpouecc npeobOpa3oBanus 3aM(PPOBAHHOIO TEKCTA B IOHATHBIA TEKCT
c. Merop araku Ha CeThb, HCIOB3YIOIMIA MHOKECTBO KOMITBIOTEPOB

d. Ha3zBanue ompeeneHHoro Tuna Bupyca

2. Yo Takoe ¢atipBon?
a. [IporpamMma, KOTOpast 3aIUINACT KOMITBIOTEP OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA
b. I[IporpamMma, KOTOpasi cO3aeT BUPYCHI
. YCTpOHCTBO, KOTOPOE UCTIONB3YETCS ISl XPAHCHHUS TaHHBIX

d. Mertka, KoTOpas HIEHTU(HULIHUPYET YCTPOHCTBO B CETH

3. UYro o3Hauaet TepMHH "(QUIIMHT" B KOHTEKCTE HHPOPMALMOHHON Oe30macHOCTH?
A. Kpaka maposeil 1 TOTMHOB C ySI3BUMBIX CaliTOB
B. OtmpaBka 10XHBIX COOOLICHUH € 1eTbI0 0OMaHa MoJIb30BaTeNei
C. He3akoHHBIH TOCTYT K 3allUIIIEHHBIM JaHHBIM

D. Ucnonb3oBanue BpenoHocHoro [10 a1 momydeHus 10CTyma K CHCTEME

4. Kak wHa3bBaeTcsi mpolecc OOHApYKEHHs W YCTPaHEHHs YSI3BUMOCTEH B cHCTeMe HWH(POPMAIMOHHOM
6e3onacHocTu?
A. Ananmus yrpo3
B. Kpunrorpadus
C. IIpoBepka 6e30macHOCTH

D. Pe3epBHOE KonupoBaHue

5. Kaxkwne u3 nmepednciieHHBIX HIKE TapoJied Hanboiree Haae)KHbBI?
A. 123456
B. qwerty
C. 5f9d8bf45c¢1900a0

D. password

6. Uro takoe AByx(akTtopHas ayTeHTUDHUKALINSA?



A. BBoJ TOTHHA B TApOJIS
B. Hcnonb3oBanue oTrneyvarka najablia Jjs BX0Ja B CUCTEMY
C. Ucronp3oBanne cMapT-KapThl ¥ TAPOJIS IS BXO/Ia B CHCTEMY

D. Hcnonp30Banre HECKOJIBKHIX Pa3INYHbIX METOAOB IJIA NOATBEPKACHHUA JIMYHOCTH I10JIB30BATEIA

7. Kakum 006pa3oM MOKHO 3aIIUTHTH ce0sl OT BUPYCOB U BperoHocHoro [10?
A. Hcrionb30BaTh CIIOKHBIE TAPOIU
B. Pe3epBupoBaHue JaHHBIX
C. YcraHOBKa aHTUBHPYCHOTO MTPOTPaMMHOT0 00ecTieueHus

D. Ucnonb3oBanue 001a4HOTO XpaHWJIMIIa JaHHBIX

8. Uro Takoe SSL-mmdppoBanue?
A. 3amura oT BUpycoB U BperoHocHoro I1O
B. Ilporokon Ge30macHOro coeAMHEHH A Iepejady JaHHBIX uepe3 MHTepHeT
C. ®opmar mmdpoBaHHOTO MAPOJIs

D. Cuctema KOHTpOJIS JOCTYyNA K 3alTUIIICHHBIM JaHHBIM

9. Uro takoe "dummar"?
a. Tum 3monamepenrnoro 110
b. Tum MomeHHHYeCTBa, OCHOBAaHHBIM Ha 0OMaHEe M0JIb30BaTEIs
¢. AnmmapartHoe o0ecTieueHre, 3alnIIaioee OT B3JIOMOB

d. Anroput™m mudpoBaHUS JAHHBIX

10. Yro Takoe "BpegonocHoe [10"?
a. [IporpamMmMHoe obecniedenue, pa3padoTaHHOE IS 3aUTHI OT XaKePOB
b. IIporpamMmMHOe obecrieveHue, MpeaHa3HadYeHHOE TSl 00X0/1a 3aIIHUTHI
c. [IporpamMmMHuoe oOecniedeHue, KOTOPOE HAHOCUT Bpel KOMITLIOTEPY U IPYTOMY YCTPOHCTBY

d. HpOFpaMMHOG 06€CH€‘16HI/IG, KOTOPOC aBTOMATUYICCKU OOHOBJISIET CUCTCMY 0e3 Ppa3pCUICHUA ITOJIb30BATCIIA

3aoanus omxpeimozo muna (npugooUmMcs Xoms Ovl 00UH HPUMeEDP, OONYCKAIOMCSA OMKAOHEHUS] O NPUBEOCHHBIX

HudICe onpedeneHutl)

Yro Takoe mudpoanue nanubix? IlpuBeaure npumep aaropuTrMoB mudpoBaHus.
Yro Takoe VPN? IIpuBeaurte npumep nonyasapusix VPN-cepBucos.

Yro Takoe MexceTeBOH IKpaH?

b=

KakoBbl 0CHOBHbIE NPUHIHUIIBI KPUNITOrpaguM U KaK OHM HCHOJb3YIOTCS A5 o0ecnedeHust
nHpopMannoHHo# OesonacHocTu? IlpuBenuTe NpuMep aIropuTMOB KPUNTOrpaduu.
5. Uro Takoe 0OTHeTHI M KAK OHH MCIOJIB3YIOTCH JJs1 NpoBefeHusi kudeparak? Ilpusenunre

npumMep 00THETOB.



10.

11.

12.

13.

14.

15.
16.

17.
18.

19.
20.
21.
22.
23.
24.
25.

Kakue cymecrByror ™meroasl 3amurbl 0T SQL-mabexkumii? IlpuBeaure mnpumep
HHCTPYMEHTOB JIsl 3alUThI 0T SQL-uHbeKIuii.

KakoBbl 0CHOBHBIC YI3BUMOCTH, CBsI3aHHbIe ¢ Oe3onacHOCTHIO loT-ycTpoiicTe? IlpuBenure
NpuMep KOHKPETHBIX YCTPOHCTB M THIIOB aTaK HA HUX.

Yto Takoe aHaJM3 Yrpo3 M KaK OH HCIOJIb3yeTcCsl I oONpe/iesleHUs] YPOBHSI pPUCKa B
uHpopmannonHoii Oe3onacHocTu? IlpuBeaure npuMep HHCTPYMEHTOB JUISl NPOBEACHUS
aHaJIN3a yrpos.

Yr1o Takoe 0e30macHOCTL BeO-CcepBHCOB M Kak oHa oOecneunBaercs? IlpuBeaure mpumep
YA3BHUMOCTeH BeO-CepBMCOB U METOI0B MX 3alIUTHI.

Kak paGoraer cucrema 3ammThl HH(OPMALMH HA YPOBHE ONEPALMOHHON CHCTEMbI?
IIpuBeanTe npuMep ONMEPANMOHHBIX CHCTEM M METOJOB 3alIUTHI HH(OPMALMH HA YPOBHE
OcC.

Yro Takoe 3ammra oT DDoS-atak M kak onHa peanusyerca? IlpuBegute npumep
HHCTPYMEHTOB M TeXHoJoruii s 3amuTthbl oT DDoS-arak.

Kakue cymecTBylOT MeTOIbI 3alIIUTHI OT (PUIIUHIA U COUMATBLHON uHKeHepun? IlpuBennre
NpUMep HHCTPYMEHTOB M TeXHOJIOTHH JJISl 3AIIUTHI OT (PMIIHHIA ¥ COLUATbHON MH/KCHEePHH.
Kak pa0oraer cucrema ynpasiieHHsI A0CTYIIOM M KaK OHa olecrne4ynBaeT 0e30laCHOCTH B
HHpopMannoHHbIX cucTemax? IlpuBeauTe npuMep HWHCTPYMEHTOB JUIS YIpPaBJeHHUS
JAOCTYIIOM M METOA0B MX NPHMEHEeHH.

Y10 TaKkoe HeJIOCTHOCTH JaHHBIX H Kak OHa o0ecnieunBaercsa? IlpuBennTe npumep MeToaoB
olecrieyeHus! HEJIOCTHOCTH AaHHBIX.

Yro Takoe napouas? IIpuBeanre npumMep THIOB NapoJiei.

Kakue cymecTtByloT MeToabl ayTeHTH(UKAUMU TNoJb3oBaTeseii? IlpuBenure npumep
Ka’/10T0 MeTOoAA.

Yro Takoe SSL-cepruduxar? IlpuBeanre npumep cepTuPUKaTOB.

Kakue cymecTBylOT TMIIBI aTak Ha BeO-npuioxxeHusi? [lpuBeaute nmpumMep Kaxaoro Tuma
aTak.

Yo Takoe pumunr? [lpuBeaute npumep pa3HOBUAHOCTeH GUIIMHTA.

Yro Takoe DoS-araka? IIpuseaure npumep Mmetonos nposenenus DoS-arak.

Yro Takoe DDoS-araka? IIpuBeaure npumep meronos nposeaenus DDoS-arak.

Yro Takoe SQL-unbexuus? llpuBeaure npumep TunoB SQL-uHbeKIMI.

Yro Takoe 3amuTa nepumerpa? IlpuBegure npuMep HHCTPYMEHTOB 3alIUTHI IEPUMeETPA.
Kakue cymecTByoT THIIBI 03KkanoB JaHHbIX? [IpuBeauTe npuMep KakI0ro TUNa 63KaInos.
Yrto Takoe MHOroakTopHasi ayrenTupukauusa? Ilpuseanre npuMep MeToI0B peain3anuu

MHOTO(aKTOPHOM ayTeHTH(PUKALMH.



26.

27.

28.

29.

30.

Kakue CYIIECTBYIOT THIIBI BPEAOHOCHOI'O 1mo? HpnBennTe NMpUMEP KaKA0Oro Tuia

BpenonocHoro I10.

Yro Takoe anTuBupyc? Ilpuseaure npuMep nonyasipHbIX AHTHBHPYCOB.

Yro Takoe paepoa? IIpuBegure npumep NonyJasipHbIX (paepBoIOB.

Ytro Takoe Bupyc-mindpoBaabmuk? IlpuBenure mnpumep H3BEeCTHBIX BHPYCOB-
1 (ppoBaNbIIMKOB.

Yro Takoe Opyrdopc? [IpuBenure npumep cuTyanni, Korjaa ucnojn3yercs opyrdopc.



