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BBEJIEHUE

Pabouas porpamma

NUCHUIIINHBI

SIBJIAETCS YacThIO OCHOBHOM

npodeccuoHaIbHOH00pa30BaTeNbHON MPOrpaMMbl  BBICIIETO O0pa3oBaHMs - MPOrpaMMbl OakanaBpHara,

paspabortannoii BcoorBercTBUU ¢ PI'OC BO

o1'0C BO

®denepanbHbIi TOCY1apCTBEHHBIA 00pa30BaTENbHBIN CTAaHAAPT BBICIIETO
oOpazoBanms- OakayaBpuar 1o HampasiaeHuto moarotTosku 09.03.01
Nupopmartrka uBbIYMCIUTENbHAS TEXHUKA (TpUKa3 MuHOOpHayKu

1. HEJIb OCBOEHMA TN CHUIIJIMHBI

Ileapt0  OCBOCHHSI  JTUCITUILTAHBI
uHpopMaruu»sBIsieTcs  (GOpMUPOBAHHE Y
HapyIIeHUHUHPOPMAIIMOHHON OE€301aCHOCTH, H3Yy4YeHHUe

«Muadopmarmonnas
CTYJICHTOB

0e30macHOCTHL M 3allHTa
CIIOCOOHOCTH  aHAJM3UPOBATH  CIIOCOOBI
METOJIOB 3alIUThl HMH(DOPMAIIMOHHBIX CHCTEM,

Mojieeii0e30acHOCTH U UX MpUMEHeHHs. BMecTe ¢ apyrumu npeaMeTamMu U3y4eHHe NaHHOW JHUCUUIUIMHBI
JOJKHOCIIOCOOCTBOBATH PACIIMPEHUIO MPOPECCHOHATBHOIO KPYro30pa CTyEHTOB.

2.MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII
JlMcuuIuinHa OTHOCUTCS K 00513aTeNIbHON 4acTH y4eOHOro IiiaHa.

3. OFBEM JUCHUIIVINHbI

Yacos
KonTakTHas
pabora .(mmoy4.3aH.) CamocrositenbHas padora |3 o
[IpomexyTrounasaTTecTanus B TOM ’
Bcero 3aCEMECTP
Beer | Jlekuu | JlaGoparopn | MCTIEINIOAIOTOBKAKOHTPOIb
o " ble HBIX HKYPCOBBIX
Cemectp 6
3auer | 108 [64 | 32 [ 32 | 44 [ 3
4.1INTAHUPYEMBIE PE3YJIbTATBI OCBOEHMUSA ONIOII
B pesynbrare ocBoenuss OIIOIl y BbIyCKHUKAa JOJKHBI  OBITH  COPMHUPOBAHBI
KOMIETeHIIMU, ycTaHOBIeHHbIE B cooTBeTcTBUH PI'OC BO.
[udp 1 HANMEHOBAHUEKOMIICTCHITUN WNHnukaTopsl 1OCTHKEHUST KOMITETCHIINMA
OIIK-3 CnocobeHn pematbctangapTaeie | U/I-1.0I1K-3  3HaTh: nOpUHLOUNBL, METOABI U
3a1a4unpoecCUOHATBLHOUIEATEIbHOCTH Ha | cpenacTBa pelIeHUACTaHAaAPTHBIX 3a1a4y
OCHOBEHH()OPMALIMOHHON npodeccuoHanbHOM JeSITeIbHOCTH Ha
nOoMOIMOrpaPUIeCKONKYIBTYPBI ¢ | ocHOBenH(OpMAITMOHHOW | OuOIHMoTrpaduuecko

IpUMEHEHUEMUH(POPMAITUOHHO-
KOMMYHHUKAITHOHHBIXTEXHOJIOTUH W C yYETOMOCHOBHBIX
TpeOOBaHUITMH(OPMAITMOHHOWOE30ITaCHOCTH;

KyJIbTYypel C  IPHUMEHEHHEMHH(OPMAIIMOHHO-
KOMMYHHMKAITMOHHBIX TEXHOJOTHMH H C yYeTOM
OCHOBHBIXTPeOOBaHUI UH(GOPMAMOHHON
0€e30IacHOCTH.




OIIK-3 Cnocoben pelaTbCTaHAapTHBIE
3a1a4nnpoeCCUOHATILHONACATEIbHOCTH Ha
OCHOBEHH(OPMAIIMOHHOMN
n6udnuorpadguIecKoNKyJIbTyphI C
PUMEHEHUEMUH(POPMALIMOHHO-
KOMMYHUKAIIHOHHBIXTEXHOJIOTUI
Y4ETOMOCHOBHBIX
Tpe6oBaHUNMH(DOPMAITMOHHOWOE3011aCHOCTH;

u C

NJA-2.0IIK-3 VYwmers: pemarh CTaHAApTHBIE 3a/ayd
npodecCUOHATILHORACATEIbHOCTH Ha OCHOBE
MHPOPMALIMOHHON W OuOIMOrpaduIecKONKyIbTYphl C
MIPUMEHEHUEM nH(POPMaIMOHHO-
KOMMYHHKAITMOHHBIXTEXHOJIOTHI U C y4eTOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOIOE30MTaCHOCTH

N/-3.0IIK-3 MeTh NpakTUYECKUH OIBIT:: OATOTOBKHU
0030pOB,aHHOTAIINH, cOCTaBIeHUs pedepaToB, HAYUHbBIX
JIOKJIa70B, TyOnukamuii, noudimorpadguu 1Mo HaydHO-

HCCIIEOBATENIbCKON  paboTre ¢  ydeToMTpeOOBaHUM
nH(pOpMaMOHHOM 06€30MacHOCTH
5. TEMATUYECKHUU IIJIAH
Yacos
Bee KouTtakTHas pabota (1o y4.3aH.)
Tema H ro Camocrt.pab | Konrponscamocrosite
AUMCHOBAHHE TEMbI -
yac | Jlexku | Jlaboparop | Ilpaktuyeckuesa oTa JIbHON paboThI
OB uHu HBIC HATHSA
Cemectp 6 10
MexnyHapoaHbie
CTaHAapTHIMH(OPMALIMOHHOTO
oOMeHa. [TouATHEYTPO3BI.
Tewma 1. Nudopmannonnas ©6e3onmacHocTeB | 34 | 4 20 10
YCIOBUSAX (YHKIIMOHUPOBAHUS B
PoccunrinobansHeIx cereil. Buasl
MPOTUBHUKOBUIIN
Tpu BHJIA BO3MOYKHBIX
HapyleHUHHH(POpMAIIMOHHON
Tewma 2. CHUCTEMBI. 3amura.OcHoBHbie | 10| 4 6
HOPMAaTHBHBIE
PYKOBOJSIINEIOKYMEHTHI,
HopMaTuBHO-cnpaBOUYHBIE
okymeHThl. HazHauenue u 3ai1auu B
Tema3. |00 A 6| 4 2
chepe
obecnieueHUSIMHGOPMAITMOHHON




OcHOBHBIE MOJIOKEHUS
TEOpUUUH(POPMALTMOHHON
06e30macHOCTUUH(OPMAITMOHHBIX ~ CHCTEM.
Monenube3onacHocTu " ux
Tema 4. | % Sl 28 | 4 12 12
npumeHeHue. TakcoHoMus HapyIIeHUN
MH(GOPMaIMOHHONOE301TaCHOCTH
BBIYMCIIUTEIIbHONM  CHCTEMBIM  NPUYHHBI,
00yCJIaBIMBAIOIIME UXCYIIECTBOBAHHE.
AHanu3 croco6oB
HapyLEHUUUH(OPMALIMOHHON
Tema 5. |2 PY Qopwan 14 | 4 10
6e3omacHocTu.Mcnonb3oBaHue
3aIMIIEHHBIXKOMIIBIOTEPHBIX CUCTEM.
Tema 6. | Metoas! kpunrorpaduu 10 8 2
Tema 7. OcHoBHbIE TeXHoNOTHH | 4 )
MOCTPOCHHUS3AIINIIICHHBIX
6. ©OPMbI TEKYIIIET'O KOHTPO.ISI U TIPOMEXKYTOYHOMN ATTECTALIUA
HIKAJIBI OHEHUBAHUA
Bun
Paznen/Tema Ornurcanue OLEHOYHOIr0 CPEeCTBA Kpurepunonenupanus
OLICHOYHOT'OCPEJICTB
Tekymuii koHTpousb (ITpunoxenue 4)
10
Temsr 1-3 KontponbHas KoHnTtponbHas pabota conepxut 1 3amanue
0amioB
paborta
Konrpobraspabor KonTtponbHast pabota coaepxur
Tema 4-6 a p p Aep 10 6annoB
13ananue
(mpunoxxenue 4)
KonrtponsHaspabot
Tema 7 a KonTtponbnas pabota conepxut 1 3amanue 10 6annoB
(npunoxenue 4)
ITpomexyTtounas atrectauus(IIpunoxenue 5)
6 cemectp buner nns 3auera | buner BKJIFOYaeT B cebs OJIMH 100 6aru1oB
(3a) (mpuitockeHue 5) | TEOPETHYECKMMBONIPOC U OJHO IPAKTUYECKOE




OIMUCAHME HIKAJI OHEHUBAHUA

[Tokazatens omenku ocBoeHusi OIIOII dopmupyeTcss Ha OCHOBE OOBEAMHEHUS TEKYIIETO
KOHTPOJISIM TPOMEXKYTOUHOM aTTeCTalluy 00y4arouerocs.

[TokazaTtens pelTHHra MO KaXIO0M AUCUUILIMHE BBIPAKACTCS B MPOUEHTAX, KOTOPBII
MOKa3bIBAETYPOBEHD MOATOTOBKH CTYICHTA.

Texymuit  koHTpOab.Mcnonb3yercss 100-0ammpHas cuctema omneHuBaHusA. OreHka paboThI
CTyJEHTa BTEUEHHHM CEMECTpa OCYIIECTBISETCS MpENnojiaBaTeIeM B COOTBETCTBUU C pPa3pabOTaHHON WM
CUCTEMOMOIICHKH Y4eOHbIX JOCTHUKEHHI B Mpoliecce 00yueHus Mo JaHHON AUCLHUIUIIHHE.

B paboumx mnporpamMmax JAHUCHUIUIMH M TOPAKTHK  3aKperjeHbl BHABI  TEKYILEro
KOHTPOJISLIUIAHUPYEMbIE  Pe3yJIbTaThl KOHTPOJBHBIX MEPONPHUSATHH W  KPUTEPHUH OIEHKU y4EeOHBIH
TOCTYKEHUH.

B Teuenue cemecTpa mpernoaaBaresaeM MPOBOAUTCS HE MeHEe 3-X KOHTPOJIbHBIX MEPOIPHUITHIA,
MOOIIEHKE JAESITeNbHOCTU CTyJdeHTa. Eciu mocemieHUs 3aHATHI MO NUCUUIUIMHE BKIIOYEHBI B PEUTHHT,
TOJIaHHBIN MMOKa3aTesab cocTaBisieT He 6osee 20% OT MaKCUMAJIBHOTO KOJIMYeCTBa 0alsIOB MO AUCLUILIHNHE.

[IpomexyTtounas atrecranusi. Vcmone3yercsi S5-OamnbHas cucteMa oneHuBaHus. OleHka
paboTHICTyIEHTAa MO0 OKOHYaHWIO IUCHMIUTUHBI (YacTH JWCUUIUIMHBI) OCYIIECTBISETCS IMpernoaaBaTeiemM
BCOOTBETCTBUU C pPa3padOTaHHOM KM CHUCTEMOW OIICHKH JOCTH)KEHHUH CTyIeHTa B Mpolecce OOydeHUs
nojaHHo  aucuuruiHe.  [IpomexyTouyHass — aTTecTalus — TaKKe  MPOBOJUTCS MO  OKOHYAHHUIO
(hopMUPOBAHUSIKOMITETEHIUH.

[Topsamox mepeBoia pelTHHra, MPEeAyCMOTPEHHBIX CHCTEMOM OIEHUBAHUS, MO AUCLUUIUIMHE,
BIATUOAIIBHYIO CUCTEMY.

Bricokuii ypoens — 100% - 70% - oTiiruHO, XOpOLIO.

Cpennnii ypoBeHb — 69% - 50% - yIOBIETBOPUTEIBHO.



IToxa3aTesb OLEHKH

Ilo 5-0a/JILHOM cucTEMe

XapakTepHCTHKA MOKa3aTeJst

100% - 85%

OTJIIMYHO

00J1aJat0T TEOPETUYECKUMHU 3HAHUSIMU B TIOJTHOM
00beMe,[TOHUMAIOT, CAMOCTOSITENIEHO YMEIOT
IPUMEHSTh,UCCIIEI0BATh, UICHTU(UIIMPOBATS,
aHAJIN3UPOBATh,CUCTEMATU3UPOBATh, PACIIPEAEIATD T10
KaTeropusiM,paccunuTaTh MokKa3aTesu,
KJ1accu(uIupoBaTh,pa3padaTbBaTh MOJIEINH,
JITOPUTMU3UPOBATH, YIPABIATh,0pPTaHU30BATb,
IUIAHUPOBATh MPOLIECCHI UCCIIEA0BAHNUS,0CYIECTBIISATh
OLIEHKY PE3YyJIbTaTOB Ha BBICOKOM YPOBHE

84% - 70%

XOpOLIO

00J1a]at0T TEOPETUYECKUMHU 3HAHUSIMU B TIOJTHOM
00beMe,[TOHUMAIOT, CAMOCTOSITENIEHO YMEIOT
IPUMEHSTh,UCCIIEI0BATh, UICHTU(DUIIMPOBATS,
aHAJM3UPOBATh,CUCTEMAaTU3UPOBATh, PACIIPEACIISATH 110
KaTeropusM,paccunuTaTh MoKa3aTesu,
KJ1accu(pUIIUpOBaTh,pa3padaTbIBaTh MOJIEIH,
QITOPUTMU3UPOBATH, YIPABIATH,0pPTaHU30BATbD,
TUTAHUPOBATh MIPOLECCHI UCCIIEJOBAHUS,0CYIIECTBIISATh
OLICHKY pe3yJIbTaTOB.

MoryT OBITb JONYIICHBI HEJOYETHI,
WCTIPABJICHHBIECTYJICHTOM CaMOCTOSITEIFHO B IPOIECCE
paboThl (OTBETAM T.1I.)

69% - 50%

Y0BJIETBOPUTEIILHO

00Ja1a10T 0OIIMMH TEOPETHUECKUMHU 3HAHHSIMH,
YMCIOTHpI/IMeHSITB, uccieaoBarTh,
I/IZIGHTI/I(bI/IIII/IPOBaTB,aHaJ'II/I?)I/IpOBaTI), CI/ICTCMaTI/I3I/IpOBaTB,
pacnipeneNsaTh MOKaTerOPHUsIM, PACCUUTATH
MOKa3aTelu,KJ1accu(pUIMpoBaTh, pa3padaThiBaTh
MOJIEJIN,aJITOPUTMU3UPOBATH, YIIPABIIATS,
OpPTraHHU30BaTh,JIAHUPOBATH IMPOIIECCHI HCCIIC0BAHNS,
OCYIIECCTBIISATHOIICHKY PE3yJIbTATOB HAa CPETHEM YPOBHE.
JlormyckaroTcst OIMOKH, KOTOPBIE CTYJICHT
3aTPYIHACTCIUCIIPABHTD CAMOCTOSTEIIBHO.

49 % u MeHee

HCYIOBJICTBOPHUTCIIBHO

00JIa1ar0T HE MMOJIHBIM 00BEMOM OOIIHX
TEOPETUICCKUMU3HAHUSMHE, HE YMEIOT CAMOCTOSTEIBHO
MPUMEHSITh,HCCIICI0BATh, HICHTU(DHUIIUPOBATD,
aHAJIM3MPOBATh,CHCTEMATU3UPOBATh, PACIIPEACIIATH IO
KaTeropHusIM,pacCUYUTaTh IMOKA3aTEIH,
Kiaccu(UIUpoBaTh,pa3padaThIBaTh MOJICIH,
AJITOPUTMHU3UPOBAThH, YIIPABIATh,0pPTaHU30BATh,
TUTAHUPOBATH MPOIIECCHI HCCIEA0BAHNUS,0CYIIECTBIISATh
OLICHKY Pe3yJbTaTOB.
He cdhopMupoBaHbl yMeHUSI U HABBIKH TSI

]

100% - 50%

3a4TCHO

XapaKTCPUCTHKA ITOKA3aTCJIA COOTBETCTBYCT
KOTIIMIHO» ,«XOpPOLIO», KYAOBJICTBOPHUTCIBLHO»

49 % u MeHee

HEC 3a4TCHO

XapaKTCPUCTHKA ITOKA3aTECJIA
COOTBCTCTBYCTKHCYAOBJIICTBOPUTCIILHOY

7. COAEP KAHUE JUCIHUITJIUHbI
7.1. ConeprkaHue JeKIUA




Tema 1.  MexnyHapoauble — cTaHzapTtel — uHpopManMOHHOTO  oOmeHa.  [lonsTue  yrpossbl.
HNudopmannonHas6e30nacHOCT, B yCIOBUAX (GYHKIMOHMpOBaHUS B Poccum rnoGanbHbBIX ceTell. Buabl
IIPOTUBHUKOB WIM«HapymuTenein». [ToHsaTus o Buaax BUpycosB.

1.1 OcHOBHBIE  KOHIIENTYaJbHBIE  TIOJOXKCHHS  CHUCTEMBbI  3ammThl  uHbopmaruu.  [lonsTHe
uHpopMaiuu.CTpyKTypa 3aiuThl HHGOPMALMU. YCIOBUS U TPeOOBAaHUSA, KOTOPHIM JOJDKHA YJOBIETBOPATH
cucreMazamuThl nHopMaIuu. Buibl COOCTBEHHOTO 00ECTICUEHHS CUCTEMBI 3aIUThl HH()OpMAITUH.

1.2 KonnenryansHas Mojienb nHopMarmoHHoi 6e3omacHocTH. OOBEKTHI yIpo3. YTpo3bIKOHGUAESHITHATEHON
uHdopmaruu. KonduneHnnampHOCTh, TOJHOTA (IIEIOCTHOCTH), TOCTOBEPHOCTh UAOCTYITHOCTh MH(OPMAITHH.
Yuiep6 oT yrpo3sl HHPpOpMAIMOHHOW 0€301MacHOCTH.

1.3 Knaccudukauus yrpo3 mno BeJIHMYMHE MPUHECEHHOro yiepOa, [0 BEpPOSITHOCTH BO3HUKHOBEHMS,
MNONPUYMHAM MOSIBJICHHUS, IO XapaKTepy HaHECEHHOTo yIiepoa.

HeiicTBus, OpPUBOJAIINE K  HEMPAaBOMEPHOMY  OBJAJICHUIO uHbopMarnuei. Pasrnamenue.
VYr1euka.HecaHKIIMOHMPOBAHHBIN JOCTYTI.

Tema 2. Tpu Buma BO3MOXHBIX HapymeHHH WH(POPMAIMOHHON cucTeMbl. 3ammra. (OCHOBHBIE
HOPMAaTHUBHBIEPYKOBOISIINE TOKYMEHTHI, KACAIOIIUECS FOCYIapCTBEHHON TalHBI.

2.1 [IpaBoBoe peryinupoBaHue 3aIUThI UH(pOpMaLIUK. Brimonnenue yYaCTHUKAMU
UH(POPMALMOHHBIXIIPABOOTHOIIEHUH M KOHTPOJb BBIIIOJHEHUS MOJHOMOYHBIMH CyOBEKTaMH, B T.4.
PaBOOXPAHUTEIBHBIMI,HOPM TIPaBa, COJACPIKALINX OPraHU3AUOHHO-TEXHUYECKHUE TPeOOBaHUs, T03BOJICHHS
¥ 3aMpeTHl B LEIIX00eCTIeYeHHs EIOCTHOCTH, TIOCTYITHOCTH ¥ KOH(UACHIIUATLHOCTH HH()OPMAIIHH.
NuTepeck! mmuHocTy B HPOpMaIoOHHOH cdepe. MHTepeck o0miecTBa B HHPOpMAIMOHHOM cdepe. THTepech
rocyaapcTBa B HHPOpPMAIMOHHOH chepe.

2.2 Crpykrypa HopM mipaBa Poccuiickoit ®enepaunn. 3akoHonarensctBa Poccuiickoit denepannn BodbaacTu
3am|Thl MHpopManuu. HampaBieHuss NmpaBoro perynupoBaHus 3amuThl MHQOpManuu. KoHCTHTYIIMOHHEIE
rapaHTUU MHTEPECOB JIMYHOCTU B HH(OPMAIMOHHOHU cdepe.

CoOcTBEeHHHK, BIaJeNiel] W IO0JIb30BaTeNlb MH(OPMAIMOHHBIX pecypcoB. MHbopMmamus, He OTHOCAIIAsICS
KTaliHe, HO paclpoCcTpaHeHUe, KOTOPOW orpaHuueHo (3amnpeiieHo). Ciyxe0Has Win KoMMepUecKas TaiiHa.
PykoBomsmue nokymeHTs! ['ocrexkoMuccuu.

AJIMUHUCTpATHBHEIE MIPaBOHAPYIICHHS B chepe 3aIUTHI UH(pOpPMALINH. Cocrassl
NPECTYIUICHUH, IpelyCMOTPEHHBIE 32 HapyIICHUE PeKUMa 3aIIuThl HH(POPMAITUH.

DnexTpoHHas U(poBast MOANUCH. 3aKOH 00 AIMEKTPOHHON UPPOBON TOIIHCH.

Tema 3. HopmaTtuBHO-cripaBOYHBIE JOKYMEHTBL. Hasnauenue u 3a71a4u B chepe
obecnieyeHUANH(OPMAIIMOHHOM 0€30MaCHOCTH Ha YPOBHE TOCYIapCTBa.

3.1 [Ipo6iemMbl 1IETOCTHOCTH U KOHPHUICHIIMATLHOCTH HH(POPMALIUK HA MATHUTHBIX HOCUTEIISAX.
Hcnonp3yeMble METOABI 3aIUTHI OT HETIOCPEACTBEHHOIO I0CTYIa K MArHUTHBIM HOCUTEIISIM.
WuTennekryanpHble  BO3MOXKHOCTH — KOHTpOJUIEpAa  JKECTKOTO ~ MAarHUTHOrO  jucka.  IIporpammuoe
o0ecrieyeHne Isl JOCTyIa U YIIPaBJICHUS] STUMH BO3MOKHOCTSIMH.

3.2 ®u3uyeckre NMPUHLIMUIBI yIAIEHUS U BOCCTAHOBJICHUSI MH(POPMAIIMM HA MarHUTHBIX HOCHTEISIX.CrOCOOBI
YHUYTOXKEHUS HHPOPMAIIUHU Ha )KECTKUX MAarHUTHBIX JHCKAaX.

OO6brunbBIe crtocoOb! yaanenus (daiinos B daiinossix cucremax FAT, NTFS, S5/UFS. Bo3moxHocTUIIpOrpaMM
«mpenepo».  IlporpamMmHble W anmapaTtHble — CpeACTBA  YHHUYTOXEHHMA — HH(opMamuu  Ha
HDD.I"'apanTupoBaHHOE YHUYTOXKEHUE C PA3pPYLIEHUEM MAarHUTHOTO HOCUTEIS.

Crioco6b1 BOCCTaHOBIICHUS] HH()OPMAIMK HAa THOKMX MarHUTHBIX JUCKAaX.




Tema 4. OcHOBHBIE TIOJIOKEHUST TEOPUH MHGOPMAIITMOHHON 0€301MacHOCTH HH(POPMAIMOHHBIX cucTeM.Moenu
0e301acHOCTH u ux MIPUMEHEHUE. TakcoHomus HapyuIeHUN uH()OPMAITMOHHON
0€30MacCHOCTUBBIYUCIUTEIHHON CUCTEMBI M IPUYUHBI, 00YCIIaBIMBAIOIINE UX CYIIECTBOBAHHE.

4.1 Ilonsatue u knaccudukanus KpUNTOrpadhuIECKUX METOIOB U CPeACTB 3amuThl nHGpopManun. [ lludpoBanue
u kogupoBanue. Kimrou. Kpunrocroiikocts mudpa. XapakTeprucTHKa HEKOTOPHIX METOIOBITU(POBAHUS.

4.2 Crpyktypa u kinaccudukanus kpunrorpapudeckux cucreM. OCHOBHBIE PEXHMBI PAaOOTHICHMMETPUIHBIX
QITOPUTMOB U CTaHAAPTOB MIM(pPOBaHUs NaHHBIX. CUMMETPUYHbBIE U ACUMMETPHYHBIE (COTKPBHITHIM KIIFOUOM)
KPUITOCUCTEMBI. AJITOPUTMBI UX PAOOTHI.

4.3 AyteHTu(dUKaAIUS AICKTPOHHBIX TOKYMEHTOB U co00MeHni. CHCTEMBI AIEKTPOHHO-ITU()POBONIIONITHUCH.
4.4 AmepukaHckue anroputmbl mudposanus nanubix DES, AES, RSA.

AnroputMm mudposanus gaaaex mo ['OCT 28147-89.

Tema 5. Amnamu3z cnocoOoB  HapymeHuid  uH(opManuoHHOH  Oe3omacHocTH.  Vcmonb3oBaHue
3aLIUIEHHBIXKOMIIBIOTEPHBIX CUCTEM.

5.1 BpenoHocHble mporpamMMmbl. YcinoBus BpeaoHocHocTH. Komanael B obosnoukax  Windows,
HO3BOJISIOIMEKONUPOBATh, MOJU(PHUIUPOBATh U yIAIATh KOMIBIOTEPHYIO HH(POPMAIUIO HAa YPOBHE (PaiiIoB U
KaTajoros.

JlecTpyKTUBHBIE BO3MOXXHOCTH CTaHAApPTHBIX KOMaHJ. Bbi3oB '"omacHeiX" QyHKUIuI B KOMaHIHOHN
ctpoke.Bozmoxxnoctu nporpammsel RUNDLL32.EXE.

5.2 PasHoBuaHocTM  mporpaMM.  Pa3HOBMOHOCTM  BpEJOHOCHBIX  nIporpamMm.  KinaBuaTypHble
nepexBatyuku.«Jlornueckue O0oMObl». CeteBble «uepBm». «KagHble» mporpaMmsl. [IporpaMmbl «TIIOKKY.
«Muduueckrue»BUPYCHI.

[Ipoucxoxnenue BHUPYCOB. OTinuuTeNnbHbIE CBOICTBa KOMIIBIOTEPHBIX BHUPYCOB.
XapakTepUCTUKAKTPAIUIUOHHBIX» BUPYCOB. CyIIHOCTh BUPYCHOT'O 3apayKEHUSI.
5.3 MakpoBupycsl.  IlpuumHbl  pacmpocTpaHeHHs  MakKpOBHpPYCOB.  MeXaHU3Mbl  BHPYCHOIO

3apaKeHUSIIA0IOHOB U JJOKYMEHTOB.

[Iporpammuble U annapaTHble 3akiaagkd. OTIMYUTENbHBIE CBOMCTBAa MPOrPAMMHBIX M amlllapaTHBIX3aKJIal0K.
OyHKIUY, peaar3yeMble IPOrpaMMHBIMU U allapaTHBIMU 3aKJIaJIKaMH.

Ku3HeHHBII IUKT ~ «BpeAOHOCHOW» mporpamMmbl. CrocoObl  3amycka BPEIOHOCHBIX — MPOTPAMM.
ConunanbHassuHXEHEPUS.

5.4 XapaktepHble 0COOCHHOCTH MPOTPaMM YIaIEHHOTO aIMUHUCTPUPOBAHUSI.

Buenpenne u 3amyck kKoga ¢ momomsio snemMeHToB ActiveX. Mcmonb3oBaHuE cepBEpOB aBTOMATHU3ALUHU
BHTML-aiinax.

AHTHBHpYCHOE ITpOTpaMMHOE obecrieueHre. AHTUBHPYCHAs! MPO(UITAKTHKA.




Tema 6. Metoibl Kpuntorpapuu

6.1 3aueM HyXHBl [OJMTHKA Oe30macHOCTM M mpouedypbl  OesomacHocTH?  BripaboTka
o(pULIMaNTBHOUITONUTUKY MPENNPUATHS B 00J1aCTH HHPOPMALIMOHHOM Ge3omacHocTH. OeHKa PUCKOB.
BripaboTka IpoLEeayp Ui IIpeLynpexIeHUs HapyLIeHUH 0€301acHOCTH. ITpouenypsl
BBISIBJICHUSIHEABTOPU30BAHHOM 1€ATEIBHOCTH.

Tunel  npouexnyp Oe3omacHoctu. IlpoBepka cucremHoil OGe3omacHocTH. [Ipouemypbl  ympaBieHHS
cueramu.lIporienypsl ynpasnenus mapossimu. [lponenypsl KOHQUIypanMOHHOTO YIPaBICHHUS.

6.2 Peakuus Ha HapyieHus 0e30macHoCTH. PerucrpanonHas JOKyMEHTaIHsL.

[IpumepHbIil IepeyeHb perIaMeHTHPYIOMUX JOKYMEHTOB. JJOKyMEHTBI, KOTOpbIe HOCAT OOIIMI XapakTep,HO
HECYT  MaKCHUMAJbHYI0  IPaBOBYIO  Harpys3Ky, IO3BOJIIOIIME, B  cly4yae  HEOOXOIMMOCTH,
JaBaThaJIMUHUCTPATUBHO-TIPABOBYIO OLIEHKY, BO30YK/IaTh UCKH.

6.3  JIoKyMeHTBI, KOTOpBIE Ppa3JeNAl0T U  3aKPEIUISIOT OCHOBHbIE (YHKIMM U 00S3aHHOCTH.
JIOKYMEHTBLKOTOpbIE  SBISAIOTCA MHCTPYKLMSAMHM U1 aJAMHUHUCTPATopoB M mnoibs3oBatened KC wu
JeTaTU3UPYIOTICHCTBYSA, paBa U 00s3aHHOCTH MOJIb30BaTEINEH.

6.4  KowmmbloTepHas  cuUCTeMa  KaKk  HCTOYHMK  TOOOYHBIX  3JIEKTPOMArHUTHBIX  HM3JIy4EHUI.
HecenapaGenbHOE371eKTPOMAarHUTHOE TI0JIe. DHEPreTHKA U IMana30H NOOOYHBIX U3ITYUYCHUH.

TexHuueckue KaHalbl YTEYKM KOMIBIOTEPHOH MHPOpManuu. BusyanbHO-ONTHYECKHI — MepexBart.
[lepexBaTroOOYHBIX 3JEKTPOMAarHUTHBIX M3TyueHHi. [lepexBar aKycTHUECKUX MOJIeH.

6.5 Knaccuduxamnus snementoB [I9BM no crenenn yrpo3.

KnaBuarypa Kak HCTOUHUK yT€UKH MH(OpMaIK. Buapl anmapaTHbIX 3aKJIaJI0K B KJIaBHAType.

[IpuHTEpHI KaK UCTOYHUKU YTEYKH KOMITBIOTEPHOM MH(OpMAIMH M0 TEXHUYECKHM KaHajaM. YeTslpekaHasa
yTEeUKH HH()OpMAIH XapaKTepHbIE JJIsl IPUHTEPOB.

6.6 MonuTtop Kak HCTOYHMK yTeukdu. Ilmata BuzmeoamanTepa Kak  HCTOYHHUK  MOOOYHBIX
JJIEeKTPOMAarHUTHBIXU3TyueHul. Bo3MmoxkHass cxema mepexBaTa MOOOYHBIX 3JEKTPOMArHUTHBIX HU3Iy4YEHUI
MOHMTOpA.AINIApATHBIE 3aKIa/IKU B BU/IEOKAHAJIE.

6.7 Crioco0Obl 3alIUTHI OT IEpeXBaTa HHPOPMAIMK ¢ SKPAHOB MOHUTOPOB.

6.8 TpeGoBaHHs K TPOTPAMMHO-ANNIAPATHBIM CPEACTBAM 3alUTHl HHPOpMAIUU. Mepsl 3alUTHINH(POPMAITUH.
[TpuHIUTBI 3aIIKUTH HTHPOPMAITUH.

XapakTepUCTUKU  CPEACTB  3allUThl  HMH(QOpMAIMM,  CO3/aBaéMble  annapaTHO-NPOrpaMMHBIMHU
cpeactBamu. @ynkn C3U. Cxema 3amuTel HHOOPMAIIH.

6.9 Peanuzauus nonutuku parpanndenus nocryna (Dallas Lock).

brnokupoBanue noctyna 37I0YMBIIIJICHHUKA K 3aKPBITBIM, BUPTYaJIbHBIM JIICKaM,
COJIepKalIUMKOH(pUACHIIMATbHbIE JAaHHbIE M MporpaMMmbl MX o0paboTku. CrocoObl ayTeHTU(UKALUU
JMYHOCTH.

Opranmsanus BUpTyanbHoro aucka. CTpykrypa ¢aiina-o0paza BUPTyaTbHOTO THUCKA.

6.10 Pe3uneHTHBIE MNPOTPAMMBI-IINHMOHBI, KOTOPBIE MOTYT OTCIIEKHBATh IIPOLIECCHI, IPOUCXOMSAIINE
CAAHHBIMH  Ha  KOMIIBIOTEpE. Yrenue OCTaTOYHOM uHbopMauu B aMsTH nocine
BBINOJIHEHUSICAHKIIMOHUPOBAHHBIX 3aIIPOCOB.

CereBbie  cpeactBa  3aumThl  uHpopmamuu  (ViPNet).  CepBepHas ~ yacTh  NpPOTrpamMMHOIO
obecneuenus.KiimeHnTckas 4yacTb MporpaMMHOT0 0O€CIIeUeHUSI.




Tema 7. OCHOBHBIE TEXHOJIOTUH MOCTPOEHUS 3AIIUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM

7.1 MexceteBoii skpan (MD), Firewall, 6panamayasp. OcHOBHBIE KOMITOHEHTHI MD.

OUIBbTPYIOMUN MapIPyTU3aTOp. XapaKTEPUCTUKU (PHIIBTPYIOIIET0 MapIIpyTU3aTOPA.

Cxema uHKarcynauuu JaHHbIX B creke npoTtokosoB TCP/IP. 3aronosok IP. 3aronosokx TCP. 3aroinosokUDP.
Coo6menne ICMP. ITpumep tabnuisl Gunbrpanuu. [IpaBuia BHyTpEHHETO U BHEITHETO COCTMHEHHSY3JI0B.
03 ceTeBoro ypoBHs. [JonomuuTtensabie Bo3MoxkHoCcTH (NAT, Port Mapping).

[[lnro3 mpukiagHoro ypoBHA. Peanmuzanus 1nuiro3a  NPUKIAAHOTO  YpOBHS. DyHKIUMM  [UIIO3a
MPUKIAAHOTOYpOBHS. "YKpemieHHslil" kommnbeiotep. Mcnonas3oBanue COM-nopra.

7.2 Tlonmutuka MexceTeBoro B3aumouercTeus. [lomuTnka cereBoii 0€30IIacCHOCTH.

OCHOBHBIE CXEMBI CETEBOII 3aIUTEI Ha 0aze MD.

JIBYyopTOBBIN NUTI03. DKPAaHUPOBAHHBIN 1IJ103. DKPAHUPOBAHHAS MOJICETh.

Hcnons3oBanue HECKOJIbKUX 0acTHOHOB. O0benuHeHne BHYTPEHHETO u BHEIIHETO
MapuIpyTu3aropoB.O0beIMHEHHE BHEITHETO MapUIPyTU3aTOpa ¢ OACTHOHOM.

OObenuHeHre  BHYTPEHHEro  mapuipyTuzatopa ¢ 0OactuoHoM.  Mcrmonb3oBaHHE — HECKOJBKHX
BHYTPEHHUXMAPIIPYTU3ATOPOB.

Hcnonb30BaHne HECKONBbKUX BHYTPEHHHUX NojceTeil. Mcrmonb3oBaHHe HECKOJIbKUX BHYTPEHHHX MOJICETEH
CMarucTpalblo. Hcnonp30BaHne  HECKOJBKMX  BHEHNIHMX  MapHIPyTH3aTOPOB. Hcnons3oBanue
HECKOJIbKMXIIEPUMETPOBBIX MOJACETEH.

7.2 ConeprkaHre NPaKTHYECKUX 3aHSATUI 1 1a00paTOpHBIX paboT

Tema 4. OcHOBHBIE MOJIOKEHUS TEOPUU UHPOPMALIMOHHOM 0€30MacHOCTH MHPOPMALMOHHBIX crucTeM.Mojaenu
6e30macHOCTH " ux IIPUMEHEHHE. Takconomus HapyUIeHUH UH(POPMALIMOHHOM
0€30MaCHOCTUBBIYMCIUTEILHOM CUCTEMBI U IPUYHHBI, 00YCIaBIUBAIOIINE UX CYIIECTBOBAHHUE.

l. oOcHOBHbIE Mepbl NPOTUBOAEUCTBUS Yyrpo3aM O€30MacHOCTH, MPHUHIMIBI TOCTPOEHUS CHCTEM
3allUThl,0CHOBHbIE MEXaHU3MBbI 3aIlIUTHI;

2. MOJIeNH pa3rpaHUyYEeHUs TOCTYIIa;

3. kpunrtorpauueckue MEeTONbl 3allMUThl, BHUJIbI CPEACTB KpPUIITO3AIIMTH JaHHBIX, HX JOCTOMHCTBA
MHEJIO0CTaTKH, MECTO U POJIb CPEJCTB KPUITOZALUTHI.

4. MpOTUBOACHCTBHE yrpo3aM OE30MaCHOCTH KOPIIOPATUBHOM CETH CO CTOpPOHBI MHTEpHET.

5. IpaBOBOE peryJIMpoBaHue 3amuThl HHGopMaruu B Poccuiickoit Deaepanum.

7.3. ConeprxkaHue CaMOCTOSITEIIBHOM PaOOThI




Tema 1.  MexnyHapoaHble — cTaHzapTel — uWHGoOpManMOHHOTO  oOMeHa.  IloHsTme  yrpossl.
HNndopmannonHas6e30nacHOCT, B yCIOBUAX (GYHKIHOHMpoBaHUS B Poccuu rnoGanbHbIX ceTeil. Buabl
NPOTUBHUKOB WIN«HapyIuTeneity. [IoHaTus o Buiax BUpycoB.

M3yueHne TEOpPETHYECKOTO  MaTepuaga, OCHOBHOM ¥  JOMOJHUTENBHOW  JjmTeparypbl. Pa3bop
1a60paTOPHBIXPa0OT. BrIMoTHEHNE TPAKTHIECKUX PadOT.

Tema 2. Tpu Buma BO3MOXHBIX HapylmeHMH HH(POPMALMOHHON cucTeMbl. 3ammra. (OCHOBHBIE
HOpPMaTUBHBIEPYKOBOJAIINE JOKYMEHTBI, KACAIOIUECS TOCYITapPCTBEHHOM TalHBI.

N3ydyenue  TeopeTHUYECKOrOo  MarepHaja, OCHOBHOM M JIONOJHHUTENbHON  juteparypbl.  Pazbop
1a00paTOpHBIXPaOOT. BhIMoMHEHNE TPAaKTHYECKUX paboT.

Tema 3. HopMmartuBHO-cripaBOYHBIE JTIOKYMEHTBI. Ha3znauenue u 3aa4u B chepe
obecneueHuIMHGOPMAIIMOHHON O€30ITaCHOCTH Ha YPOBHE TOCY/1apCTBA.

N3yueHne TEOpPETHYECKOTO  MaTepuaga, OCHOBHOM W JOMOJHUTENBHOW  jmTeparypbl. Pa3bop
nabopaTOPHBIXpaOOoT. BhIMoTHEHNE TPAKTHIECKUX PadOT.

Tema 4. OcHOBHBIE TIOJIOKEHUST TEOPUH MHGOPMAITMOHHON 0€30MMacHOCTH WH(POPMAIIMOHHBIX crucTeM.Moenun
0€30MacHOCTH u ux IIPUMEHEHUE. TakcoHomus HapylIEeHUN uH(GOPMaLlMOHHON
0€30MacCHOCTUBBIYUCIUTEIBHON CUCTEMBI M IPUYUHBI, 00YCIIaBIMBAOIINE UX CYIIECTBOBAHHE.

M3yueHne  TEOpEeTHYECKOTO  MaTepuaia, OCHOBHOM W JOMOJHUTENBHOW  jmTepaTyphl. Pa3bop
1abopaTopHbIXpaboT. BrinonHeHne npakTHYeCKUx pador.

Tema 5. Amnamu3 cmnocoboB  HapyuieHui  umHpopManumoHHOM  Oe3zomacHoctu.  Mcmosb3oBaHue
3aIIUIICHHBIXKOMIIBIOTCPHBIX CUCTCM.

N3yueHne  TeOpeTHUYECKOTO  MaTepuaia, OCHOBHOM UM  JOMOJHUTENBHOM  juTeparypbl.  Pa3bop
nabopaTOpHBIXpa0OT. BhIMoaHEHNE TPAKTUIECKUX padOT.

Tema 6. Metozasl kpunrorpaguu
N3yyenne TeopeTMdyeckoro marepualiia, OCHOBHOM M  [OMOJHUTENbHOM  nuTepaTypbl. Paszbop
nabopaTopHbIXpaboT. BrinonHeHne npakTHYeCKUX padorT.

Tema 7. OCHOBHBIE TEXHOJIOIMH OCTPOESHHUS 3aIMIIEHHBIX HH(POPMALIMOHHBIX CUCTEM
W3ydyenue  TeopeTHYECKOro  MaTepuaja, OCHOBHOM M JIONOJHHUTENbHON  jureparypbl.  Pazbop
1a00paTOpHBIXPAaOOT. BhIMoNHEHNE NPAKTHYECKUX paboT.




7.3.1. [IpuMepHBIE BOMPOCHI JIJIs1 CAMOCTOSATEIILHON TTOATOTOBKH K 3a4€Ty/9K3aMEHY
[Tpunoxenue 1.

7.3.2. llpakTuueckue 3aJaHus MO JUCHMIUIMHE JUIS CAMOCTOSITEIbHOM IMOJIrOTOBKH
K3a4yeTy/3K3aMeHy
[Ipunoxxenue 2.

7.3.3. Ilepeyenb KypcoBBIX paboT
He npexgycmorpeno.

7.4. DnexTpoHHOE MOPTGHOINO 00YHAIOIIETOCS
Marepuainsl He pa3MeEIaOTCs.

7.5. Meroandeckre peKOMEHIAIUH 10 BBITIOJIHEHUIO KOHTPOJIBHOM paboThI
He npengycmorpeHo.

7.6 Meroanueckre peKOMEHJAINH 110 BBIITOJIHEHNIO KYPCOBOM pabOoThI
He npexgycmorpeno.

8. OCOBEHHOCTHU OPT'AHU3AIINU OBPA3OBATEJIBHOI'O
MNPOLECCA 11O JMCIUIIVIMHE JUTs1 JINL C O'PAHUYEHHBIMUA
BO3MOXKHOCTAMMU 31O0POBbs

1o 3aaenenuro cmyoenma

B nensix AO0CTYNMHOCTH OCBOEHHUS MPOTPaMMBbI ISl JIUI] ¢ OTPAHUYEHHBIMUA BO3MOKHOCTSIMH 3/10POBbS
py1 HeOOXOAUMOCTH Kaderpa o0ecreunBaeT CleAyONIUe YCIOBUS:

- 0COOBIH MOPSAIOK OCBOCHUSI AUCHUIIINHBI, C YIE€TOM COCTOSIHUS UX 310POBbS;

- DJIeKTpOHHBIE OOpa3oBaTeNbHBIE pECYpChl MO MUCHMILUIUHE B (QopMmax, aJanTUPOBAHHBIX K
OTPAHUYEHUSIM UX 3/I0POBBS;

- M3y4YeHHE JUCUUIUIMHBI MO0 WHAMBUAYyaJIbHOMY y4eOHOMY IUIaHy (BHE 3aBUCHMOCTH OT (POPMBI
oOyueHus);

- DJIEKTpOHHOE OO0yuyeHHWe U [AUCTAHIMOHHBIE O00pa30BaTENbHBIE TEXHOJOTHUH, KOTOPHIC
peIyCcMaTPUBAIOT BO3MOXKHOCTH MpUEMa-Tepe1auu nH(HOPMAIIUY B JOCTYIMHBIX AJIsl HUX (hopMax.

- goctyn (yAaleHHBIA JOCTYyN), K COBPEMEHHBIM TMpodeccuoHalbHBIM 0a3aM JaHHBIX W
UH(GOPMAIMOHHBIM CIIPABOYHBIM CHCTEMaM, COCTaB KOTOPhIX onpenenex PIT/I.

9. MEPEYEHb OCHOBHOM ¥ JONOJHUTEJIbHON YYEBHOM JINTEPATYPBHI,
HEOBXOJAUMOM JJI1s1 OCBOEHUA TUCIIUILIVHBI
Caiit Oudsmorexu YplI'dy
http://lib.usue.ru/

OcHoBHas JIUTepaTypa:



2. 3aneunukoB C. B., Kazapun O. B., TapacoB A. A. Kpunrorpaduueckne MeTObI
3ammThInHGOpMaIu [ DIeKTPOHHBIN pecypc]:yueOHUK myis By30B. - Mocksa: [Opaiit, 2024. - 309 —
Pexxumpmoctyma: https://urait.ru/bcode/536453

3. MHmeitnoB B. 4., Menaryuss M. B. OpraHuzanuoHHOE W TEXHUYECKOE
obecreueHnenHPOPMAITMOHHOM 0e30macHOCTH. 3ammTa KOH(HIeHIIMATbHON uHpopmaruu
[DnexTponnsriipecypc]:Yuebnoe mocodme. - Mocka: OOO "Hayuno-uznarensckuii mientp MHDOPA-M",
2024. - 256 —Pexxum noctymna: https://znanium.com/catalog/product/2139841

4. ®omnuéB B. M., MenbnukoB JI. A. Kpuntorpaduueckue MeToAb! 3alUThl HHPOpMAILUN B 2
y.YacTts 1. MaremaTHueckue acrekThbl [ DIeKTpOHHBIN pecypc]:yueOHuK 11 By30B. - Mocksa: FOpaiir, 2024.-
209 — Pexxum nocryna: https://urait.ru/bcode/536733

5. Kpamapos C.O., Tumenko E.H., Coxonos C.B., IleBuyk II.C., MurscoBa
O.I0.Kpuntorpapuueckass  3ammra uHbopManMu  [DIEKTpOHHBIH  pecypc]:YuebHoe  mocobue
VueOnoemocobue. - MockBa: Msmarensckuii  ILlearp PUO€@, 2025. - 321 - Pexum
noctyma:https://znanium.com/catalog/product/2169480

6. Kazapurn O. B., 3a6abypun A. C. IIporpaMMHO-ammapaTHble CpEICTBA 3alTUTHI
uHpOpMaIu.3auTa TPOTPAMMHOTO OOecTieueHuss [DIEKTPOHHBIM pecypc]:yueOHHK W TPAKTUKYM IS
By30B. - Mocksa:IOpaiit, 2024. - 312 — Pesxxum goctyna: https://urait.ru/bcode/538066

7. Kpynckuit B. H. Teopus anroputmoB. BBeneHue B CIOXKHOCTh BBIUKCICHUHN
[DnexkTpoHHbIiipecypc]:yueOHOe mocobue nans By3oB. - MockBa: IOpaiit, 2024. - 117 — Pexum
nocryna:https://urait.ru/bcode/539671

8. HleiimakoB H.E., Tumenko E.H., CepnenunoB O.B. ®usnueckue OCHOBBI 3alllUThI
uHpopManuu[ DIeKTpoHHbIH pecypc]:Yuebnoe mocodue. - Mocksa: Usnarensckuit Lientp PUO €@, 2026. -
204 — Pexxumpoctymna: https://znanium.com/catalog/product/2084198

JlonoJiHuTe/IbHAS JINTEpaTypa:

2. Taprteika T. JI, IlomoB W.M. WudopmarmonHas O0e30NMacHOCTh [DIEKTPOHHBIH
pecypc]:Yuebnoenocobue. - MockBa: MWsparensctBo "®OPYM", 2021. - 432 c¢. — Pexum
nocryna:https://znanium.com/catalog/product/1189328

3. I'munckas E.B., YUnuBapun H.B. Mudopmannonnas Ge3omnacHOCTh KOHCTpYKuuid OBM u
cucTeM[ DIeKTpOHHEIN pecypc]:Yuebnoe mocodue. - Mocksa: OOO "Hayuno-uznarensckuii niearp MHDOPA-
M",2021. - 118 c. — Pesxxum noctyna: https://znanium.com/catalog/product/1178152

4. bapanoBa E.K., babam A.B. Mudopmannonnas Oe3omnacHocTh. Mcropus crenuambHbIX
METOJIOBKPUNTOrpaQUIECKON  AesITeNbHOCTH [DNEeKTPOHHBIA pecypc|:yuebHoe mocodue. - Mocksa:

Usnarensckuiil{entp PUO €, 2022. - 236 — Pexxum pocrymna: https://znanium.ru/catalog/product/1843171

5. IHawerun B.®. KommnekcHass 3ammra HHGOpMAlMM B KOPIOPATHUBHBIX CHCTEMax
[2nexTponHsliipecypc]: YueOHoe mocobue. - MockBa: M3garensckuii lom "®OPYM", 2022. - 592 — Pexxum
noctyna:https://znanium.com/catalog/product/1843022

10. NIEPEYEHb TH®OPMAIIMOHHBIX TEXHOJIOTUiA, BKJIIOYAS IEPEYEHB
JIMHEH3UOHHOI'O TPOTPAMMHOI'O OBECIIEYEHUSA U THO®OPMAIINOHHBIX
CIIPABOYHBIX CUCTEM, OHJIAH KYPCOB, UCITIOJIB3YEMbBIX ITPY OCYIHIECTBJIEHUA
OBPA3OBATEJIBHOT'O ITPOUECCA 11O AUCIUIIJINHE
IMepeyeHb JHIIEH3NOHHOTO POTPAMMHOIO O0ecTIeYeHUs

Microsoft Windows 10 .JloroBop Ne 52/223-110/2020 ot 13.04.2020, Akt Ne Tr000523459 or
14.10.2020. Cpok neiicTBUA JTUIEH3UH -be3 orpaHndeHus cpoka.



Microsoft Office 2016.Jloroop Ne 52/223-110/2020 ot 13.04.2020, Axt Ne Tr000523459 or
14.10.2020 Cpok neicTBUs TULIEH3UHU -be3 orpaHndYeHus cpoka.

Ilepeuenn HH(OPMANMOHHBIX CIPaBOYHBIX CHCTEM, pecypcosB HH)OPMAIIMOHHO-
TeJIeKOMMYHUKANIMOHHOM ceTn « AHTepHeT»:

CnpaBouno-npaBoBasi cuctema KoncynsranTt +. JloroBop Ne 143/223-VY/2025 ot 02.12.2025 Cpox
nerctsus auieH3uu no 31.12.2026

CnpaBouHo-nipaBoBasi cucrema ['apant. JloroBop Ne 58419 ot 22 nmekabps 2015. Cpok mercTBus
JUICH3UU -0€3 OrpaHNueHUs CPOKa

3amura nugopmanuu
https://openedu.ru/course/hse/DATPRO/

11. ONUCAHUE MATEPUAJIBHO-TEXHUYECKOM BA3bI, HEOBXOJIUMOM JIJIs
OCYHWIECTBJIEHUSA OBPA30OBATEJIBHOI'O TPOLHECCA 11O AMCHUIIJIMHE

Peanuzanus y4eOHONM AUCHUIUIMHBI OCYIIECTBIIETCS C HCIOIb30BAaHHEM MaTepUaibHO-TEXHUYECKOM
6a3b1 YpI DV, obecrieunBaroIeii MpoBeACHUE BCEX BUIOB YUESOHBIX 3aHATUN M HAyYHO-UCCIIEIOBATEILCKOM 1
CaMOCTOSITENIbHOM pabOThl 00yYarOIIMXCS:

CriennanbHble TOMEIIEHUS MPEICTABISAIOT cO00i yueOHble ayAUTOpUN ISl IPOBEACHHS BCEX BHUIOB
3aHATUH, TPYIIIOBBIX U UHJIMBUIYaJIbHBIX KOHCYJIbTALUN, TEKYIIETO KOHTPOJIA U IPOMEXKYTOUHOU aTTECTALIH.

[TomemieHust Asii CaMOCTOSITENILHOM pabOThl 00YYarOMIMXCSl OCHAIICHBl KOMIBIOTEPHON TEXHUKOH C
BO3MOXKHOCTBIO MOAKIIOUEeHHs K cetu "HMuTepHer" wu oOecredeHWeM JOCTyNa B  DIIEKTPOHHYIO
uHGOPMaIMOHHO-00pa3oBaTenbHyI0 cpeny Ypl'OV.

Bce momernienns yKOMIUIEKTOBAaHbBI CHEIUATU3UPOBAHHONW MEOENbI0 U OCHAIIEHBI MYJIbTHMEIUHHBIM
o0opyaoBaHHEeM crero0opynoBaHueM (MH(DOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIM, HHBIM KOMIIBIOTEPHBIM),
JOCTYNOM K MH(OPMAIIMOHHO-TTOMCKOBBIM, CIIPABOYHO-TIPABOBBIM CHCTEMaM, SJIEKTPOHHBIM OUOIMOTEUYHBIM
cuctemaMm, 0a3aM JaHHBIX JEHCTBYIOIIETO 3aKOHOJATENbCTBA, HHBIM HMH(DOPMAIMOHHBIM pecypcam
CITyKaIllMMU [Tl IpeICTaBIeHUs yueOHOM nH(opManuu O0NbIION ay TUTOPHH.

Jlnst mpoBeeHNs 3aHITHI JIGKIIMOHHOTO THUMA MPEe3eHTAIlMH U IpyrHe yuyeOHO-HarisaHble Moco0us,
o0ecrnevynBaroIIne TEeMaTUIECKUE UILTIOCTPAITHIH.



[Tpunoxenue 1
K paboueii rporpamMme
7.3.1. IIpumepHBIe BOIIPOCHI /ISl CAMOCTOATe/IbHON NMOATOTOBKHY K 3a4eTy

K 3auery
1. [MousTHe H(bOPMAIIMOHHOM 6e30MacHOCTH.
2. OcHOBHBIe COCTaBJIsOLHe HH()OPMALIMOHHOH 6€3011acHOCTH.
3. BakHocTb 11po6sieMbl THPOPMAaLMOHHOM 6e301acHOCTH.
4. [Tpumepsl CTaTUCTUKK HapyLIeHHUH nH(OpMaIMOHHOW 6e301MacHOCTH.
5. OcHOBHbIe TIOHSITHS 00EEKTHO-OPUEHTUPOBAHHOTO MOIX0/A.
6. YpoBHu Mep B 06/1acTi MHGOPMALMOHHOM 6e30T1aCHOCTH.
7. Haunbonee pactipocTpaHeHHbIe yTPO3bI.
8. Poccuiickoe 3aKOHO/IaTeNbCTBO B 00/1aCTH MH(GOPMAL[MOHHOM 6e30TacHOCTH.
9. 3apybekHOe 3aKOHOZATebCTBO B 00/1acTH MH(OPMAI[MOHHOW 6e30TMacHOCTH.
10. XapakTepuCTHKa CTaHZAAPTOB U crieljuduKaruii B 06/1act nHMOPMAaLMOHHOM Ge3-
OMaCHOCTH.
11.  O630p cUbHBIX U C/1abBIX CTOPOH cTaHAapToB Ub.
12.  TlonuTHka 6e30omacHOCTH U rporpamMma Ge3ormacHocTH. CTPYKTypa COOTBETCTBYIO-
X JOKyMeHTOB. Mephl 10 UxX pa3paboTKe U COTIPOBOXK/IEHHUIO.
13.  Mepsl 6e30MacHOCTH, CBSI3aHHBIE C ATallaMU )KU3HEHHOTO 1WKJla MH(OPMAaL[MOHHBIX
CUCTEM.
14.  YnpasneHue puckamu. MeTtojuka COIoCTaB/ieHUsI BO3MOJKHBIX [10TePb OT Hapylle-
HuK Vb ¥ CTOMMOCTBIO 3alUTHBIX CPEJCTB.
15. OCHOBHBIE K/TaCcChl Mep TIPOLIeAYPHOTO YPOBHS MH(OPMaIIMOHHOW 6e30MacHOCTH.
16. [TpuHIMIIBI 00ecrieueHusT HaJIe)KHOU 3allUThI.
17.  Tlonstue cepBuca 6e30macHOCTH. Borpockl apXuTeKTypHOU Oe3omacHocTH. Knaccu-
(uKaLMs cepBUCOB.
18.  Vpentudukanus v ayTeHTU(PUKALMS, yIIpaB/ieHre JOCTYIIOM.
19. [TporokonvpoBanve u ayauT. Kpunrorpadguueckrie MeTO/[bI 3aLLIUTHI.

20. CepBI/ICBI 0e30ITacHOCTH — 3KPpaHHWPOBAHKWE U dHAJ/IW3 3dIUILIEHHOCTH.



[Ipunoxenue 2
K paboueii mporpamme
7.3.2. [lpakTHYeckue 32/1aHUS 10 TUCHUILIMHE JJIS1 CAMOCTOATEJIbHON MOATOTOBKHU K
3avery
IIpumepHBIe BONPOCHI 3aKPHITOr0 THIA
1. Yro o3Hauaet abO6peBuatypa VPN?
1. Virtual Personal Network
2. Virtual Private Network
3. Very Private Network
4. Virtual Protection Network
2. Kakoii MmeToJ 3a1uThl HHPOPMAITUH MPEANOIAracT UCIIOIb30BaHHE OMOMETPHUECKHUX
MaHHBIX?
1. IIudpoBanue
2. buomerpuueckas ayTeHTHQHUKAIUSA
3. ®umuHr
4. DDoS-araka
3. Yro takoe DDoS-araka?
1. Araka Ha yJaJeHHbIN CepBeEp
2. Araka Ha 6a3y JaHHBIX
3. Araka Ha CeTh
4. Araka Ha BeO-CalT
4. Kaxko# Bua yrpo3sl HHPOPMAIIMOHHON 0€30MaCHOCTH CBSI3aH C HE3aKOHHBIM JIOCTYTIOM K
JIaHHBIM?
1. Bupyc
2. ®OumuHr
3. XakepcTBo
4. Cnam
5. UYro Takoe mexcereBoit dkpaH (firewall)?
[TporpamMmma-mmuon
[IporpamMmma-anTuBHpYyC
[TporpaMmMa-0IOKMPOBIIMK PEKIaAMBI
[Iporpamma-6panamaysp

i e

IIpuMepHbIe BONPOCHI OTKPLITOIO THIIA

1. Kak BbI OlleHHMBaeTe BaXXHOCTh O0YUEHUS COTPYIHUKOB 10 BOIpocamM MH(POPMAIIMOHHOM
0€30MacHOCTH JIs1 OpraHu3aun’?

2. Kaxue mepsl 6e30macHOCTH BBl cunTaeTe Hanbosee 3(Q(HEeKTUBHBIMU JUTSI 3aIIUTHI
KOH(pUIEHIIMATbHON HH(OPMAIK B KOMITAHUU?

3. Kaxkue pucku 11 HHPOPMAIIMOHHOM 0€3011aCHOCTH Bbl BUJUTE B IOBCEHEBHOW paboTe
C KOMITBIOTEPOM U UHTEPHETOM?

4. Kak Bbl fymaerte, Kakue TEXHOJOTUM OyayT HauOoJiee BOCTPEOOBAHBI JIsI 00CCTICUCHUS
uH(}OPMAITMOHHOM 0€301TaCHOCTH B Oy IyIiem?

5. Kakue maru Bbl cunTaeTe HeOOXOAMMBIMHU ISt 0OeCTIeYeHUsT 0€30IaCHOCTH JaHHBIX MPH
paboTe ¢ 00JaYHBIMHU CEPBUCAMN?

IIpuMepHbIe MPaKTHYECKHE 32JaHNUS K 324eTy
1. 3ammdposats cnioBo KPUIITOI'PADUS mmdpom Tpuremuyca ¢ kaodom CKUTAIJIA.
2. 3ammdpposats cnoBo KPUTITOAHAJIN3 mmdpom Bmxenepa ¢ kiarouom [{IE3APD.
3. Bammdposats cioBo KPUIITOJIOT'US mudpom raMMupoBanus ¢ raMMOM, paBHOM
YHUCIIy €.
4. 3ammdposats cinoBo [IOJJCTAHOBKA mmdpom raMMupoBanus ¢ raMMOM, paBHOM
YHUCITY T



10.

11

12.

13.

14.

15.

16.

3ammdposats cioBo [IEPECTAHOBKA mmdpoM raMmupoBanus ¢ raMMOi, paBHON
YHCITY €.

3ammdposats ¢ppaszy «Hudp Lezapst oTHOCUTCS K AETCKUM UppaM» HIHPpoM
MEePECTAaHOBOK C IEPECTAHOBOYHOM TabNuIIel pazMepoM 6X6 1 KIIFOUEBBIM CIIOBOM
HHE3APbB.

Zammdposath Ppazy «CkuTana sBIASETCS MEXaHUISCKUM MU(DPOBATHEHBIM
YCTPOHCTBOMY HIM(PPOM MEPECTAHOBOK € MEPECTAHOBOYHOH TabnuIeil pazmepom 8x7 u
xiroueBsiM citioBoM BIDKEHEP.

3ammdposats cioso KPUIITOI'PADUS muppom Tpuremuyca ¢ xrouom ITOJTUBUM.
3amugposats cioso KPUIITOAHAJIU3 mmdpom Buxenepa ¢ kimrouom HIEHHOH.
3ammdposats cioso KASUCKUI mmdpom raMMHpoBaHus ¢ raMMOii, paBHOM UHCITy €.

. 3ammgposars cioso KOJJMPOBAHUE mmdpom raMmmupoBaHus ¢ raMMON, paBHOMN

YUCITY T.

3amugposats cioso HIMOPOBJIIOKHOT mmdpom raMmupoBanus ¢ TaMMOM, paBHOM
YUCITY €.

Zammdposats Ppazy «udp Le3aps orHocuTes k mudpam 3ameHbD UGPOM
[IEPEeCTaHOBOK C IIEPECTAHOBOYHOM TaOJIUIEH pa3MepoM 6X6 U KIIIOUEBBIM CIIOBOM
I[TAPOJIb.

3ammdposats ¢ppazy «KoaupoBanue sBiseTcs 4acTbio KpUnrorpagumy» mudpom
NEPECTAaHOBOK C [IEPECTAHOBOYHO Tabnuiel pasmepoM 6X7 U KIIOUYEBBIM CIIOBOM
BMKEHEP.

3ammdposars Pppazy «Creranorpadusi He ABIAETCSA YACTHIO KpUNTOrpagumy mudpom
IIEPECTaHOBOK C IIEPECTAHOBOYHOM TaOJIUIIEH pa3MepoM 8X6 U KIIIOUEBBIM CIIOBOM
BEPHAM.

3ammdposats cnoso KPUIITOCTOMKOCTD mmdpom [Monubus.



